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TABLE 1.  
Project purpose, ethical risk questions, reference HF responses and countermeasure mapping
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Questions on project purpose

	 4.	 Specific hypothesis/question? Yes                
	 5.	 Control group? No ! !              
	 6.	 Generalizations beyond sample? No ! !              
	 7.	 Burdens beyond normal? No  ! !          !  !
	 8.	 Purpose of publishing? No ! !              
	 9.	 Benefits for participants? Yes               
	10.	 Intent to develop better practice? Yes                
	11.	 Still will be done even if not applicable elsewhere? Yes                
	12.	 Uses specific language in project description? Yes                
	13.	 Part of continuous process of gathering data? Yes                
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Questions on ethical risk

	14.	 Breach of confidentiality risk to participants? No ! ! !      ! !   
	15.	 Conflict of interest? No      ! ! ! !     
	16.	 Power relationship? No ! !  !   !    !   
	17.	 Information on sensitive issues? Yes              
	18.	 Inexperienced project leads? No         !    ! 
	19.	 Collection of technical/diagnostic data? No ! !              
	20.	 Use of tests, surveys, etc.? Yes                
	21.	 Data from voice, video, etc.? Yes                
	22.	 Data originally collected for other purposes? Yes                
	23.	 Special populations? No ! !              
	24.	 Novel process/data collection? No ! !             ! 
	25.	 Risk of breaching confidentiality? No      !      !    
	26.	� Involvement of a person who does not normally have access to 

records?
Yes                

	27.	 Departure from routine? No   ! !  !      !  !  
	28.	 Risks or burdens to participants? Yes                
	29.	 Potential to cause distress? Yes                
	30.	 Intended deception? No ! ! ! !            
	31.	 Safety/effectiveness of device/drug/product? No ! !              
	32.	 Clinical studies? No ! !              
	33.	 Therapeutic procedures? No ! !              
	34.	 Alteration of medication? No ! !              
	35.	 Non-invasive procedures? No ! !              

 = countermeasures for responses that align with the reference HF response; ! = countermeasures that must be considered for deviations from the reference HF response. These may also be used to ensure alignment with the reference project. For instance, through project scoping, an evaluation can be designed to avoid burdens beyond normal (ARECCI question #7) from the outset. ARECCI = A pRoject Ethics Community Consensus Initiative; EFAP = Employee and Family Assistance 

Program ; HF = human factors.
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TABLE 2.  
Ethical risk countermeasures

Countermeasure Description How it manages ethical risk

Project charter The project charter serves as a tool to create and maintain a shared understanding among project team members about how 
the project will proceed. The charter is frequently used in tandem with project scoping.

The project charter is useful for defining the project and ensuring that the primary purpose is QI.

Project scoping Project scoping can occur with project sponsors and other stakeholders, typically in a kickoff meeting. Scoping is frequently 
used in tandem with the project charter. 

Project scoping ensures that the project is primarily for QI, and it can be used to confirm that the project as defined will produce 
system improvements. Likewise, this countermeasure helps avoid involvement in projects that fall outside the scope of the HF 
team’s work (e.g., the risks associated with questions 31–35 should not be present in any of the team’s projects).

Standard protocol A standard protocol outlines how an evaluation will unfold. Content may include a prebrief, evaluation goals, participant 
instructions, descriptions of methods and a debrief.

A standard protocol is used to provide a clear and consistent structure for how the evaluation will progress, and it ensures that 
the evaluation is conducted as designed.

Informed consent Informed consent entails providing participants with information about the project, describing any risks of involvement, 
expressing that data will be presented anonymously and noting that participation is voluntary (Wickens et al. 2004). If 
applicable, it is also prudent to emphasize that it is the system that is being tested, not the user. Depending on project 
requirements, HF specialists may utilize informed consent templates for written consent, build from a web-based consent 
template for surveys or incorporate verbal consent content into their standard protocol.

Informed consent is essential for confirming that participants understand what they will be asked to do and what will be  
done with the information they provide. Similarly, it is important for participants to know that they may opt out at any time  
for any reason.

Sharing information about EFAP AHS provides staff with free and confidential health and wellness resources through an EFAP. Printed brochures or website 
links may be prepared if it is anticipated that the evaluation could cause distress.

Should a participant display signs of distress during an evaluation, the HF specialist may share information about the AHS EFAP.

Anonymous data Raw data should not include potentially identifying information, such as participant names or dates of birth. Capturing faces or 
other identifying features in photos or videos should be avoided when possible, or they must be blurred when they are essential 
for illustrating key findings. Sample sizes of five or more participants are used when possible to make the data less identifiable. 

In HF evaluations, participants may provide valuable insights under the condition of anonymity. Maintaining anonymity 
safeguards against retribution for undesirable responses or perceived poor performance. 

Sharing results Sharing could entail e-mailing a final report to the participants or inviting them to attend a presentation. While an HF project should result in system improvements that benefit participants, awareness of evaluation findings can 
provide an additional benefit. 

Facilitated sessions When collecting group data (e.g., in focus groups or simulation activities), the session is facilitated by the HF specialist. 
Facilitation may involve managing interactions among participants by setting clear expectations and intervening if these 
expectations are violated.

Facilitation is essential for establishing a welcoming environment wherein participants are empowered to share thoughts and 
discuss challenges openly. 

Managed participation Managers or other senior staff observing evaluations may be engaged prior to the evaluation to define expectations and 
discuss how they can avoid influencing participants. 

Managed participation helps to minimize the impact of power imbalances.

Recommendation tool A recommendation prioritization tool can be used to rate the expected effort and impact of proposed interventions.  Prioritization can help manage potential conflicts of interest. In addition, prioritization can also benefit participants if the 
highest-impact recommendations are implemented.

Experienced lead Arguably a passive countermeasure – all HF project leads have university-level education in conducting evaluations, including 
ethics screenings. 

HF specialists are expected to leverage their knowledge and experience to mitigate the risks associated with conflicts of 
interest, participant distress and inexperienced project leads.

Secure data storage Electronic data are stored on secure network drives, and physical data are kept in locked cabinets in swipe-access areas. 
Anonymous data may be shared via secure internal AHS e-mail.

Secure data storage strategies are employed to protect against privacy breaches and safeguard project data.

Just culture Projects are conducted with the principles of a just culture in mind. Khatri et al. (2009) describe a just culture as one that is 
open to learning from adverse events, and this is contrasted with a blame culture wherein learning is stifled due to fear of 
punishment. 

Adherence to “just culture” principles empowers participating staff to contribute to improvement efforts by sharing their 
experiences and reporting on errors and issues without fear of retribution. Ultimately, this helps to generate evidence-based 
recommendations for system improvements.

Trained observers All HF project leads have university-level education in conducting evaluations. In addition, guidance has been developed 
through consultation with the team about past experiences and through summarizing best practices for data collection  
(e.g., Robson 2011).

HF specialists are expected to utilize their existing evaluation skills when carrying out a project. Trained observers complete the 
evaluation as it is designed, collect useful data and monitor for participant distress or other risks. 

Compensation Most evaluations include AHS staff as participants and occur during regular work hours, so compensation is not typically 
required. In some circumstances, participants may need to be reimbursed for travel-related expenses. Compensation may also 
be appropriate when involving patient advisors (or others who are external to AHS) as participants.

Compensation can be used to provide additional benefits to study participants, where appropriate. 

Pilot testing A pilot test is an evaluation “dry run” that should include participants who are representative of the population of interest. Pilot testing can be used to refine evaluation materials, protocols and methods and to ensure that the evaluation runs smoothly 
and captures useful information.

AHS = Alberta Health Services; EFAP = Employee and Family Assistance Program; HF = human factors; QI = quality improvement.


