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WARNING AND DISCLAIMER

This Toolkit has been prepared by McMillan Binch LLP and IBM Business
Consulting Services for the Ontario Hospital Association, for the ownership and
use of the Ontario Hospital Association and the Ontario Hospital eHealth Council,
the Ontario Medical Association, the Office of the Information and Privacy
Commissioner and the Ministry of Health and Long-Term Care, as a general
guide to assist hospitals and physicians to meet their obligations under the
Personal Health Information Protection Act, 2004.

e This Toolkit is designed to assist in complying with the law and meeting the
changing expectations of patients and the public.

e The resource materials provided in this Toolkit are for general information
purposes only. They should be adapted to the circumstances of each hospital
or physician using the Toolkit.

o This Toolkit reflects interpretations and practices regarded as valid when it
was published based on available information at that time.

e This Toolkit is not intended, and should not be construed, as legal or
professional advice or opinion.

« Hospitals or physicians concerned about the applicability of privacy
legislation to their activities are advised to seek legal or professional advice
based on their particular circumstances.

e Inaddition, Ontario’s Information and Privacy Commissioner has an
important role to play in providing further guidance on how the Personal
Health Information Protection Act, 2004 is being applied and interpreted. You
should monitor the Commission’s website at http://www.ipc.on.ca as well as
that of the Ministry of Health and Long-Term Care at
http://www.health.gov.on.ca/english/public/updates/archives/hu_03/priv_legis
lation.html.

This is the first edition of the Toolkit. A second edition may be published in due
course. Your feedback on this first edition is appreciated.
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Using This Toolkit

A toolkit contains the tools needed to get the job
done. In this case, the job is to ensure you comply
with the Act. Legislation is not easy to read, let
alone interpret and apply to your own situation.
This Toolkit provides a variety of tools designed to
help you understand and apply the new privacy
legislation.

To get started, begin by reading:

e General Privacy Compliance — for a very general overview of
the Act

o Consent - to understand the foundation of privacy compliance

e Security — to understand how to protect personal health
information

e Oversight — to learn about the role and powers of the
Information and Privacy Commissioner/Ontario

Then proceed to the sections that affect your role:

Contact Person

Managing Health Information
Accessing Health Records
Correcting Health Records
Dealing With Health Information
Research

Fundraising

Managing Contracts and Agents

Then use the Diagnostic Tool:

o 1o assess your state of privacy compliance

In each section you will find:

Key Points: A high level summary of the section.
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The Rule: A brief summary of the key requirements of the law.

What You Need To Do: A brief summary of the key tasks that you must perform
to comply with the law.

What You Should Do: Recommended best practices for you to consider
implementing.

Related Sections of the Act: A list of the sections of the Act discussed in the
section, should you want to refer directly to the Act for more information.

Checklists, Templates and Tools: Tools to help you perform the tasks.

To support your understanding of the content, there is a Glossary and Index at
the end.

Overview

Starting November 1, 2004, you must comply with the Personal Health
Information Protection Act, 2004, Ontario’s new health information privacy
legislation. The Act regulates how you collect, use, retain, transfer, disclose,
provide access to and dispose of patients’ personal health information.

The Act has a number of purposes:

« to establish rules for the collection, use and disclosure of personal health
information that protect the confidentiality of that information and the privacy
of individuals, while facilitating the effective provision of health care,

o with a few limited and specific exceptions, to provide individuals with a right
to access and correct their personal health information,

« to provide for independent review and resolution of complaints about personal
health information, and

« to provide effective remedies for contraventions of the Act.
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Application and Scope of the Act

The Act applies to a variety of organizations and individuals within the health
care sector. These organizations and individuals are called health information
custodians, and include hospitals and health care practitioners. The Act also
applies to agents, who can be either organizations or individuals, and who are
authorized to act for or on a health information custodian’s behalf. The Act
regulates how health information custodians and their agents may collect, use,
retain, transfer, disclose, provide access to and dispose of patients’ personal
health information. See the Glossary for a definition of the italicized terms.

This Toolkit uses the term “you” for the sake of clarity and brevity. The terms
“you” and “your” describe the legal obligations of:

e hospitals, who are health information custodians, and who have a broad
institutional responsibility for privacy compliance,

« physicians, who are health information custodians when operating their own
private practice within a hospital (i.e., when they rent out office space at a
hospital) and who are agents when acting for a hospital (i.e., when they treat
patients in the hospital and contribute to patients’ health records in that
regard), and who have individual responsibility for privacy compliance, and

« hospital professional staff members, administrative staff members, students
and volunteers, who are agents of the hospital, and who also have individual
responsibility for privacy compliance.

Each of these organizations and individuals (i.e., you) must make efforts (to the
extent reasonable given the circumstances) to fulfil the key tasks described in this
Toolkit, and to protect patients’ privacy and the confidentiality of their personal
health information.

This Toolkit uses the term “patient” for the sake of clarity and brevity. The term
“patient” should be read to include all individuals about whom you collect, use
and disclose personal health information.

The Ten Privacy Principles

The Act builds upon and codifies many of the existing high standards and
protections found in the common law, and various professional codes, policies
and guidelines.
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The Act is also based on ten privacy principles, which are derived from the
Canadian Standards Association’s Model Code for the Protection of Personal
Information. Most privacy legislation in the world is based on these ten privacy

principles:

Privacy Principle

Requirement

Accountability

Designate a contact person to assist you in meeting your privacy
obligations, and to deal with any access requests, privacy related
inquiries and complaints, and Commissioner investigations

Identifying Purposes

Inform your patients of the purposes for which their personal health
information is collected, used and disclosed, unless otherwise
exempted by the Act

Consent

Rely on implied consent, where appropriate, or obtain express consent
from your patients when collecting, using or disclosing their personal
health information, unless otherwise exempted by the Act

Limiting Collection

Limit your collection of personal health information to that which is
necessary for the identified purposes or for purposes that the Act
permits or requires

Limiting Use and
Disclosure

Limit your use and disclosure of personal health information to the
identified purposes, unless you obtain further consent or your use or
disclosure is permitted or required by law

Accuracy

Take reasonable steps to ensure that your patients’ personal health
information is as accurate, complete and up-to-date as is necessary for
the purposes for which you use or disclose it

Tell the person to whom you disclose information of limitations on the
accuracy, completeness or up-to-date character of the information

Safeguards

Implement appropriate technical, administrative and physical
safeguards to protect your patients’ privacy and the confidentiality of
their personal health information

Ensure your staff are informed of privacy and confidentiality
requirements

Openness

Develop and make available a written statement on your information
practices (e.g., your collection, use and disclosure of personal health
information)

Access

In a timely manner, give your patients access to, and the ability to
correct, their personal health records if they meet the requirements of
the Act
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Privacy Principle Requirement

Challenging Compliance Develop simple complaint procedures to allow individuals to challenge
your privacy practices

What You Need to Do

To comply with the Act, you must:
« designate a contact person for the purposes of the Act,

o identify the purposes for which you collect, use and disclose personal health
information,

« only collect, use or disclose your patients’ personal health information if you
have your patients’ consent to do so or if the Act allows you to do so without
consent,

« only collect, use or disclose your patients’ personal health information if no
other information would serve your purpose,

o only collect, use or disclose that amount of information necessary to serve
your purpose and follow reasonable information practices to protect your
patients’ personal health information against theft, loss and unauthorized
access, copying, modification, use, disclosure and disposal,

o take reasonable steps to ensure that your patients’ personal health information
is as accurate, complete and up-to-date as needed for its use or disclosure,

o establish and maintain appropriate information practices and tell your patients
about these practices (note: the rest of this Toolkit will help you develop these
information practices),

o develop and make available a written statement on:

— your information practices (in general terms),
— your contact person’s contact information, and

— your access, correction, inquiry and complaints procedures,

o develop procedures to:
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— identify when a use or disclosure of personal health information is
beyond what is described in the written statement,

— notify affected patients about such a use or disclosure, and

— make and keep notes of such a use or disclosure in or linked to the
affected patient’s personal health record,

« train your staff, volunteers and others acting on your behalf to follow your
information practices and your procedures, and

« take reasonable steps to protect personal health information that you transfer
to others (for example, including privacy clauses in your contracts with
agents).

Checklists, Templates and Tools

e Sample Written Statement of Information Practices
e For guidelines on establishing information practices, see the Security sections.

o For guidelines on providing access to health records, see the Accessing Health
Records section.

« For guidelines on making corrections to health records, see the Correcting
Health Records section.

e For guidelines on responding to complaints, see the Oversight section.

o For guidelines on managing others, see the Managing Contracts and Agents
section.
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NOTE TO USER: When you use this Statement, you must ensure that you have included all
of your proposed uses and disclosures. If you use or disclose a patient’s personal health
information, without the patient’s consent, in a manner that is not described on the
Statement, you must: (a) inform the patient of this as soon as possible unless the patient
does not have a right of access to their personal health record, and (b) make and keep a note
of the use or disclosure in or linked to the affected patient’s personal health record.

SAMPLE WRITTEN STATEMENT OF INFORMATION PRACTICES

Collection of Personal Health Information

We collect personal health information about you directly from you or from the person acting on
your behalf. The personal health information that we collect may include, for example, your
name, date of birth, address, health history, records of your visits to [the Hospital] and the care
that you received during those visits. Occasionally, we collect personal health information about
you from other sources if we have obtained your consent to do so or if the law permits.

Uses and Disclosures of Personal Health Information
We use and disclose your personal health information to:

e treat and care for you,

e get payment for your treatment and care (from OHIP, WSIB, your private insurer or others),
e plan, administer and manage our internal operations,

e conduct risk management activities,

e conduct quality improvement activities (such as sending patients satisfaction surveys),

e teach,

e conduct research,

e compile statistics,

o fundraise to improve our healthcare services and programs,

e comply with legal and regulatory requirements, and

o fulfil other purposes permitted or required by law.

Your Choices How to Contact Us

You may access and correct your personal Our privacy contact person is ®.

health records, or withdraw your consent for

some of the above uses and disclosures by For more information about our privacy
contacting us (Subject to |ega| exceptions)_ protectlon praCtlceS, or to raise a concern you

have with our practices, contact us at:
Important Information

o« We take steps to protect your personal [Address, fax, email, telephone number and

health information from theft, loss and website]
unauthorized access, copying, You have the right to complain to the
modification, use, disclosure and disposal. | Information and Privacy

e We conduct audits and complete Commissioner/Ontario if you think we have
investigations to monitor and manage our | violated your rights. The Commissioner can
privacy compliance. be reached at:

e We take steps to ensure that everyone who
performs services for us protect your
privacy and only use your personal health
information for the purposes you have
consented to.

[Address, fax, email, telephone number and
website]

11
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Contact Person

Key Points

e You must designate a contact person to assist you in meeting your privacy
obligations.

e The contact person will be primarily responsible for privacy compliance
activities within your facility.

e This means responsibility for ensuring that your facility has:
— established and maintains appropriate information practices,
— developed access, correction, inquiry and complaints procedures, and

— developed and made available a written statement that describes your
facility’s information practices, your contact person’s contact
information, and your access, correction, inquiry and complaints
procedures.

e The contact person will deal with any access requests, privacy related
inquiries and complaints, and Commissioner investigations.

17
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The Rule

You must designate a contact person to:

Respond to patient
r&quuu 1o AcCEss or ::r'lnpp:lr;:di:'l

correct their personal
health records \ HWIAE'

Ensufe that all of your

agents (including
employees, volunteers and Contact :
others) are informed of their . Person |
legal duties under the Act A
! Answer
" Complaints about cisusoh st
sible violations TP AT
B o the e practices

What You Need To Do

« Designate a contact person.

e Assign responsibility to the contact person to develop procedures to respond
to:

— patients who ask to review their personal health records,

— patients who ask to correct their personal health records, and

18
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— inquiries or complaints about possible violations of the law.

What You Should Do

The duties listed under heading What You Need To Do are those required by the
Act. You may wish to broaden or complement the contact person’s duties to
include other work aimed at ensuring your overall compliance with the Act.

For example, the contact person could be responsible for:

« making an assessment of the information you collect and how it is used and
disclosed,

e conducing privacy impact assessments and privacy audits of information use,
« developing privacy policies, procedures and tools, and

« informing and assisting agents on privacy matters.

Related Sections of the Act

2,3,4,10, 11,12, 13, 14, 15, 16, 17

Checklists, Templates and Tools

See the Sample Written Statement of Information Practices in the General Privacy
Compliance section.
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Consent

Key Points

Generally, you need either express or implied consent before you may collect,
use or disclose personal health information. When you collect, use and
disclose personal health information for health care purposes, you can usually
rely on implied consent. If the purpose is something other than health care,
you must often obtain express consent. There are also specified circumstances
where you may collect, use or disclose personal health information without
consent.

To be a valid consent, the patient must have the capacity to consent. Where
required, you must obtain consent from the patient’s substitute decision-maker
if the patient does not have the capacity to consent.

To be a valid consent, the consent must be obtained voluntarily and directly
from the patient (or substitute decision-maker), and the consent must be
knowledgeable and related to the information in question.

Patients have the right to refuse, withdraw or place restrictions on their
consent, if the purpose for which their personal health information is
collected, used or disclosed requires consent.

The Act has special rules for dealing with children and teenagers.

The Mental Health Act has additional rules on mandatory and permitted
disclosures without consent.
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The Rule

Generally, you need either express or implied consent before you may collect, use
or disclose personal health information. When you collect, use and disclose
personal health information for health care purposes, you can usually rely on
implied consent. If the purpose is something other than health care, you must
often obtain express consent. There are also specified circumstances where you
may collect, use or disclose personal health information without consent.

To be a valid consent:

« the patient must have the capacity to consent (for more information on
capacity see page 36),

e it must be obtained directly from the patient or someone with legal authority
to consent for the patient (called a substitute decision-maker),

e it must be related to the information in question,
e it must be obtained voluntarily (without deception or coercion), and

e it must be knowledgeable, meaning it must be reasonable to believe that the
patient understands:

— why you are collecting, using or disclosing the information, and

— that the patient has the right to withhold or withdraw consent.

Note: This section relates to consent to the collection, use and disclosure of
personal health information, and not to consent to treatment. The Act has
not changed the consent to treatment rules.




Consent

[ A ——

What You Need Ta Do

[mplied Consent

There are Many Siccamstances whene vou may mely on consent thal can be implaed
frotn yeur patisns” behaviowr. The Tallowing explaies implied sonsent and shen
You Miny ey epen . [0 also sers ool seidelines Sy ensore vou ares cormecily |
relvias on impled consent

What is Implied Consent? |

himplicd consent permits vou o conclud: feomn sureounding circwmstances thal a
natient would reasonably apree 1o the collection. wse o disclesore of the pmiem’s
mersonal kealth mformabion.

Example: §f vou ask patients for personal health intormation to open a tecord and
they jInswWer ¥our guestians, yvou can infer their consent Lo the
cetlleciean of their infermatisn. I

When is Impliad Consant Acceplabla?
T hay rely upon your patients” anplied coensent 37 you are:

v peallh informasion comedian colleetiag, usiog aod dizelosing persenal healih
mformaricn e provide haahh cace,

motes A health infermalion costedian whe recoives 4 patient™s persogal ,
healtty information from the patient. the substitee decision-marer o anisther
heulths information custodhan for the purpose of providing or assisting in
proweiding health care to the patient may assuine thal 1 by the patiend’s
uaplied coniem w collace, use and disclose the information for heaith caee
prurpeies, uzless e health milommatiom custdion s aware thal the panent hos
expresely withheid or widuleaw n the corment

« rdlesing, using of disclesang names gnd enailing addresses for fundrnsing, sor
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+  providieg names ang Jocation within the kuesmilal o somenne repraseating the
mlients” religious or cber ormanization. Ses the disession an Soniral Care
mihe Managing Health Information seciion.

Guldelines for Relying on Implted Consent
Tarensure that your relicnce on implied consent is prope::

T IV NOU Tuments e informatan they need 0 understand wiy vi are
collugtmpe thear inFerreaion and hisw you muy use or dselose i1

+ o by posting notices of placiag brochures in high tratfie areas and waiting
[ER 4 b L

— deseribing why vou coilect, use and disciose personal health
informaton, and

— inferming patiernts than they may withhald or withdras their coaseat
dand providing inforrmation on bow they cun dooso,

o AF weda e dlone this, aond yuur palients hinoe oot withheld or withdrawn theis
COMACAL, A0 NTEY My ofn yowr patien” smplicd cronsenst,

Remember:  Consenl mey never be inplied 11 patients specificu]ly stiie that
tneir peesonal healtk anformation may nat be eollected, oaed or

disclimed,

See page Ll Tor a sample notice.

Express Consent

The fellowing explaing express consent and when 1 s regquicred. I also sers ool
ciidelines for nhusmng express consent.

What Is Express Consant?

Expiess consect is ohlainzd when patients explicilly agres o the collection, wse
and disclosane of their parsonal heal'h wwformation,

Express consent can be given inwriting. erally, by welephone or eleasronicully.

When Is Express Consent Reguired?

VDL EOSE FEL VOUT PALIRnTET EXPIess SoRAsl 0 yon e

REPLACEMENT PAGE REWIGED WIVERESER 15, 2004
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» digclosing personal health informatiom s someone ather than g healike
inferpation custodian,

Example: You must 2ot cxpress consent i yo are diselasing persons] health
mformation toan employe: of iosecanee provides. !

« disclwing personal heakh infemuaion 10 anochar health informarion cusiesdian
fur a purprse pEher 1han providing or asssting in providing heabik cane.

Fxample: Yoo must pet express consenn IF von ave dysclosing persenal kealth
information 10 ancther health infensaion eastedhan for the
rurpese of research (unless ertain conditens and restRciions e
wwet). See the Hesearch section for sddniona] poidonce.

Example: ¥ ou must zer eapress coasent 1T you are discloximg peraonal heatit

mmtormation o anoths: hospial 1o establish camemoa paterns in tha
usc of o pamicular dnag or therapy.

mailing aldresses for fundrising,

i
i
»  godlectmg, vsing of dizclosing personal mformacion pother thin names nd |
|
|
Guidelinegs for Obtaining Express Consent |
When ablaning @xpress congeni: |

v L2l your panaties the specific cewsoes why vou are collecling thedr infommalion. :
oy you will use thedr informatios, and wader whal circumaanees yau may |
dizciose thelr informacian v athets, I

» perroibe point &od exolain why voo are asking for consent in claor evervikay i
lamgiape,

+ although youw mst el vour pabents enough for them o give know kel zcahle
consenl, do eot averwhelm them wiih unmecessary medical or averly lechnizal
infLrrnalis:,

#  create forms with clEac explanalions (when ahigining s Apen consentl,

« only wse and disclose pecsonal beali mfoomation S the parposes for wmch
the potiend eonsented of Tor purpeees peeenitied withowe consent wider the AcL.
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= Uil decurment oral gonsem and how voo 2ol 1. and

= lel, vour pasizins thar they can paet canelitions on or withdraw theiz express
CORISCTE ARy Thine.

Remember:  Althougl espress consent is best froam o nsk manazement
Porspactive, JU LR ol always requined.

Withdrawal of Consent

Patients miy withdraw thele conseat al any time.

Paticnts who want 10 withdraw fheir consent must aotify vea that they nd loopes
cowzaend (o vaur collection, wer and discleauie of e persaal healf anfseration,

A patiert’s withdrawal has no effect on informacion vou enllected, wsed e
disclissed] bedrre the pufient wiihdrew consent, bus bas effect fromn the tiene i is
recenved.

A sintitnle decision-rmaker who copeented o a pabent’ s behalf mas also
withdzaw thal comsent ot ans fizg by colifvirg sy,

o the withdmmwal vf consent will compromise patent care, be sure to dascnss the

aftecy of lhe withdrow al with the patien? and carefully lecement the withdraowal
and toese discussions in the putient’s health record.

Conditional Consent

Fotieims nuiy ploce eeateictiong o their comsenl. For sxample, o putign? may wiant
v g share information with only 2 specilic vz zmizaton for a specific pamuose.
Such o resiriction attects oaly colleciions. uses and dsclosures that reguine
com=cny 2 1hat arc suhject 1o the exprass insruction [Clock box™ | provisions, See
the Sdanaping Health infommation section for addiconal informataon an “lock

Buses™. Also, such g restoetion cannot stop vou et recording informaion s
cequired by lew, or extablixied professional standards or instntional practice.

Whan Consent Is Not Required

There are situdtisms where puiem consent 0 the sollection, vse or disciosesc of
personi: hew th indocmalion iy eof reguired.

Examples of these sitaations ars dewcaibed below.
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Collection

You do not need your patients’ consent to collect their personal health
information if you need the information to treat the patient, you can reasonably
rely on the information as accurate and there is no time to obtain consent.

You may indirectly collect personal health information without consent if:
« the Commissioner specifically authorizes the collection,

e you collect the information from a person who is permitted or required by law
to disclose it to you, or

e you are legally permitted or required to collect it indirectly.

Note: Collecting information “indirectly” means collecting it from a source other
than the patient or substitute decision-maker.

Use

You may use personal health information you collect with your patients’ consent
for the purpose for which you gathered it. Where you have collected personal
health information with implied consent, you may use it for all purposes for which
it is reasonable to imply consent (see discussion above on implied consent).

Consent is not required to use the information to:

o comply with a legal requirement,

e plan, deliver or monitor health-related programs that you provide,

e manage risk and errors, improve the quality of service or maintain programs,
« educate those working with your patients so they can care for your patients,

Example: During rounds with your students; however, you need consent to
disclose personal health information at grand rounds held in other
hospitals.

o dispose of or alter information to ensure that others cannot link the
information to a specific individual,

o seek consent to additional collections, uses and disclosures when only
patients’ names and contact information are used,
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o participate in legal or administrative proceedings in which you are involved,
or

o collect payment for health care services you provided.

You may also use information for research if certain conditions and restrictions
are met (for more information, see the Research section).

Note: When you provide personal health information to your agents, you are
“using” the information. This use is not considered a “disclosure” under
the Act.

Disclosure

You do not need consent to disclose personal health information to the following
people or organizations:

« other health care practitioners or groups of health care practitioners,
e community service providers (defined in the Long-Term Care Act),
e COmMMunity care access corporations,

e public or private hospitals,

e psychiatric facilities,

« independent health facilities,

o homes for the aged, rest homes, nursing homes, care homes,

e pharmacies,

« laboratories,

e ambulance services,

o homes for special care,

e centres, programs and services for community health or mental health whose
primary purposes are providing health care,

so long as:
— the information is reasonably necessary to provide health care,
— you cannot get consent when needed, and

— the patient has not specifically told you not to disclose information in
certain circumstances.
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a regulated health profession college for the purpose of administration or
enforcement of the Drug and Pharmacies Regulation Act, the Regulated
Health Professions Act or an Act named in Schedule 1 to that Act,

the Ontario College of Social Workers and Social Service Workers for the
purpose of administration or enforcement of the Social Work and Social
Service Work Act,

the Public Guardian and Trustee, the Children’s Lawyer, a children’s aid
society, a Residential Placement Advisory Committee established under the
Child and Family Services Act or the Registrar of Adoption Information
appointed under that Act so that they can carry out their statutory functions,

the Archives of Ontario or, in certain limited circumstances, a prescribed
person whose functions include collecting and preserving information (when
the information is disclosed for that purpose),

someone auditing or reviewing an accreditation or accreditation application
related to health care provision - but the record must not be removed from
your premises,

a researcher following the guidelines in the Research section,

the Chief Medical Officer of Health or a Medical Officer of Health for
purposes set out in the Health Protection and Promotion Act,

a public health authority similar to the Medical Officer of Health established
by Canadian federal, provincial or territorial statute so long as information is
disclosed for purposes similar to those in the Health Protection and
Promotion Act,

the Minister on request to monitor or verify public health fund payments,

a body created under provincial government regulations that is analyzing or
compiling statistics to manage, evaluate or monitor the resource allocation or
planning for the health system and related service delivery (so long as that
person has appropriate practices and procedures in place to protect patient
privacy), except information concerning personal counselling or other
information the regulations may exclude, and

the head of penal (or similar) institution where the patient is being detained in
order to arrange treatment or make a decision regarding where the patient
should be placed.
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You do not need your patients’ consent to disclose their personal health
information if:

you must do so to contact a relative, friend or potential substitute decision-
maker of a patient who is injured, incapacitated or ill and unable to give
consent personally,

you are disclosing information you collected to a person listed in the
regulations who operates a registry intended to facilitate or improve health
care provision or administer the storage or donation of body parts, organs or
substances like blood or plasma,

you are permitted or required by law to provide the information,

the Minister or other health information custodian needs the information to
decide whether to fund or pay a hospital or physician for health care provided,

the information is needed to determine eligibility for health care or other
governmental benefits,

you reasonably believe the information is needed to prevent serious bodily
harm or reduce a significant risk of it happening to any person,

you disclose personal health information to a potential purchaser of your
practice to assess and evaluate your operations, and the potential purchaser
agrees in writing to keep the information confidential and secure and keep the
information no longer than necessary to reach a conclusion,

a health data institute that the Minister has approved will use the information
to analyze how well the system and related service delivery works, and

you are doing so for the purpose of a proceeding or contemplated proceeding
in which you or your agent (or former agent) is a party or witness, if the
information is relevant to the proceeding.

You may disclose patient’s personal health information to a person outside
Ontario if:

you have consent or the Act allows you to do so,

the person receiving the information performs functions comparable to the
functions performed by a person within Ontario to whom the Act permits
disclosure,

you must disclose the information for health care purposes (unless the patient
has expressly instructed you not to make the disclosure), or
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the disclosure is reasonably necessary for payment of health care purposes.

Psychiatric Facilities

In addition to the disclosures permitted under the Act, the Mental Health Act
permits the officer in charge of a psychiatric facility to collect, use or disclose
personal health information with or without consent to:

assess, observe, examine or detain the patient in accordance with the Mental
Health Act, and

comply with Part 21 of the Criminal Code (Mental Disorder) or an order
under that part.

The officer in charge of a psychiatric facility may also disclose a personal health
record:

for proceedings before the Consent and Capacity Board at the request of a
party to the proceeding,

to a physician who is considering, has or is renewing a community treatment
order or who has been appointed to supervise and manage the community
treatment order,

to an individual named in the community treatment plan as providing
treatment, upon receiving written request of the physician or other named
person,

to a person providing advocacy services in prescribed circumstances,
to the Public Guardian and Trustee to enable investigations, and

Note: You must disclose personal health information to the Public Guardian
and Trustee where you have a concern about adverse effects occurring
to a mentally incapable individual, such as elder abuse. The Public
Guardian and Trustee may access the patient’s health record for the
purpose of investigating the allegation.

pursuant to a summons, unless the attending physician feels that such
disclosure may result in harm to the patient or a third party, in which case, a
court or other body may authorize the disclosure.
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Disclosure is also permitted for:

e consultation among health care members named in a community treatment
order, or

« consultation between a physician and regulated health care professionals,
social workers or others where a physician is considering issuing or renewing
a community treatment order.

If you have used a Mental Health Act Form 14 in the past to get patient consent,
you should:

« ensure that the previously obtained consent meets the requirements of the Act
before you continue to rely on it, and

e ona going-forward basis, get consent as set out in this Toolkit, unless your
patient’s situation falls under the Mental Health Act exceptions or other
exceptions to consent as set out in his Toolkit.

For more information, refer to the Mental Health Act.

Patient Capacity
To be capable of consenting, a patient must be able to understand:

« the information needed to make a decision on whether or not the patient
should consent to the collection, use or disclosure of personal health
information, and

« the consequences of giving, withholding or withdrawing consent.

A patient’s ability to consent may change from time to time. For example, a
patient’s ability to consent may vary depending upon the patient’s condition and
the type of information involved. You must consider the patient’s capacity every
time you seek consent.

You may presume a patient is capable of consenting unless you have reason to
believe otherwise. For instance, if a patient says or does nothing to make you
doubt the patient’s capacity when you are asking for consent, you may rely on the
consent (whether you see them in person or speak to them on the telephone).

If you determine that the patient does not have the capacity to consent and the
patient has not applied for a review of your determination to the Consent and
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Capacity Board, you should get the patient’s substitute decision-maker’s consent
instead. If a substitute decision-maker is acting on the patient’s behalf for matters
related to treatment, personal care service or admission to a care facility (under
the Health Care Consent Act, 1996), that person would also consent to the
collection, use or disclosure of the patient’s personal health information if the
information is related to the treatment, personal care service or admission to a
care facility.

When a patient is not capable of providing consent you may get consent (ranked
in order as listed) from the patient’s:

e guardian (if the guardian has the authority to make such decisions),

o attorney for personal care or attorney for property (if the attorney has the
authority to make such decisions),

o representative (appointed by the Consent and Capacity Board under the
Health Care Consent Act, 1996 if the representative has the authority to give
the consent),

e Spouse or partner,

 child, custodial parent, or children’s aid society or other person legally
entitled to give or withhold consent in place of a parent (Note: where this is
the situation, the child’s parent cannot consent on behalf of the child),

e parent with access rights,
e brother or sister, and
« any other relative (related by blood, marriage or adoption).

If the patient has died, you can get consent from the patient’s estate trustee or
someone who is in charge of administering the patient’s estate.

To consent for a patient, the person must be:

e included in the list above,

o available and capable of consenting,

o atleast 16 years old or the patient’s parent,

« willing to assume responsibility for giving or refusing consent,
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« free of any court order or separation agreement prohibiting them from having
access to or consenting for the patient, and

« the highest ranked person on the list of potential substitute decision-makers
who is available and capable of consenting.

If a patient is not capable of consenting and you cannot find anyone capable of
consenting on their behalf and willing to take on this role, contact the Public
Guardian and Trustee who can consent for the patient.

The Public Guardian and Trustee can also give consent if two or more equally
high-ranking substitute decision-makers disagree about whether to consent. The
Public Guardian and Trustee breaks the deadlock.

Children and Teenagers

Children of any age are presumed to have the capacity to consent to the
collection, use and disclosure of their personal health information. Do not
presume capacity if it is not reasonable to do so in the circumstances.

For children under 16, a parent or other lawful guardian may consent to the
collection, use or disclosure of personal health information even if the child has
capacity, unless the information relates to:

o treatment within the meaning of the Health Care Consent Act, 1996 about
which the child has made his or her own decision, or

o counselling in which the child has participated on his or her own under the
Child and Family Services Act.

When you need consent for the collection, use or disclosure of information about
a child less than 16, you may either obtain it from that child, if capable, or the
parent or other lawful guardian (but not the access parent, unless such a parent has
been lawfully authorized in place of the custodial parent to make information
decisions). If there is a conflict between the child and the parent, the capable
child’s decision prevails with respect to the consent.

Dealing With Substitute Decision-Makers

When treating children and adults who cannot understand what it means to give or
withhold consent to the collection, use or disclosure of personal health
information, you must ask for a substitute decision-maker’s consent, where it is
required.
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When substitute decision-makers are involved:

The substitute decision-maker may be the patient’s legal guardian, attorney
for personal care, spouse or partner, parent, child, sibling or other relative.

A substitute decision-maker should consent only if:

— the patient is incapable or the patient is capable and is 16 or older but
has authorized in writing a substitute decision-maker to consent on the
patient’s behalf,

— the substitute decision-maker can consent, and

— the substitute decision-maker is not prohibited by a court order or
separation agreement from having access to the patient.

Always make sure substitute decision-makers understand and are willing to
assume consent responsibilities by discussing the responsibilities with them.

Substitute decision-makers must consider the patient’s wishes and beliefs, the
benefits to the patient, why the information will be collected, used or
disclosed, and whether collecting the information is necessary.

If you do not believe that a substitute decision-maker properly considered the

required factors, you may apply to the Consent and Capacity Board (created under

the Health Care Consent Act) to determine whether the substitute decision-maker
met the requirements.

Related Sections of the Act

3,5,6,9,16(2), 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 32, 33, 36, 37, 38,
39, 42, 43, 44, 45, 46, 47

Checklists, Templates and Tools

Decision Tree for Consent
Consent Form
Withdrawal of Consent Form
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DECISION TREE FOR CONSENT
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Collection, Use and Disclosure

Key Points

You must only collect, use and disclose your patients’ personal health
information in compliance with the law.

This means you must not collect, use or disclose patients’ personal health
information unless:

— you have the patients’ consent and your collection, use or disclosure is,
to the best of your knowledge, necessary for a lawful purpose, or

— the collection, use or disclosure is permitted or required by the Act.

You must identify the purposes for which you collect your patients’ personal
health information in your written statement.

You must not collect, use or disclose more personal health information than is
reasonably necessary to meet your purposes. This limitation does not apply to
collections, uses or disclosures required by law.

You must not collect, use or disclose personal health information if other
information will serve your purposes.

If you collect personal health information in contravention of the Act, you
must not use or disclose it unless you are required by law to do so.

You must not charge patients a fee for collecting or using their personal health
information, unless permitted to do so under the Act.

When disclosing personal health information, you must not charge fees that
exceed the prescribed amount or, if no amount is prescribed, a reasonable cost
recovery charge.
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The Rule

Generally, you will collect, use and disclose personal health information for
health care purposes. However, you might also collect, use and disclose personal
health information for other purposes. These other purposes might include
financial reimbursement, education, research, statistics, public health regulation
compliance, litigation, quality improvement and other purposes permitted or
required by law.

The law generally says that you need either express or implied consent when you
collect, use or disclose personal health information. When you collect, use and
disclose personal health information for health care purposes, you can usually rely
on implied consent. If the purpose is something other than health care, you must
often obtain express consent. There are also specified circumstances where you
may collect, use or disclose personal health information without consent.

See the Consent section for more information and guidelines on consent.
In addition, unless you can rely on an exemption under the law, you must:

 identify the purposes for which you collect, use and disclose your patients’
personal health information (this would be done in your written statement —
see the General Privacy Compliance section for guidelines on the written
statement),

« limit your collection, use and disclosure to information that is reasonably
necessary to serve your purposes, and

« not collect, use and disclose personal health information if other information
will serve your purposes.

Collection

What You Need To Do

e You must only collect your patients’ personal health information in
compliance with the law.
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e You must identify the purposes for which you collect your patients’ personal
health information in your written statement.

*  See the Consent section for guidelines on when you may collect personal
health information with implied or express consent or without consent.

*  See the General Privacy Compliance section for guidelines on the written
statement.

What You Should Do

o Define scopes of practice and job responsibilities for health care professionals
and staff to identify who requires personal health information, what
information they require, and for which purpose.

e Inform health care professionals and staff:

about who collects what personal health information (to limit
duplication of collection),

— about the consent requirements for collection,
— about restricting the collection of personal health information to the
purposes for which you have consent or which are permitted or

required by law, and

— about restricting the collection of personal health information to the
information that is required.

e Regularly review your collection practices to ensure compliance with the Act.

What You Need To Do

e You must only use your patients’ personal health information in compliance
with the law.

e You must identify the purposes for which you use personal health information
in your written statement.
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See the Consent section for guidelines on when you may use personal health
information with implied or express consent or without consent.

See the General Privacy Compliance section for guidelines on the written
statement.

What You Should Do

Develop policies on who is authorized to use your patients’ personal health
information and for which purpose.

Inform health care professionals and staff about:

the purposes for which they may use personal health information,
— the consent requirements for use,
— when other information will suffice, and

— the need to restrict the use of personal health information to the
purposes for which you have consent or which are permitted or
required by the law.

Develop policies to address consent requirements.

Caution your agents with whom you share personal health information for
non-health care purposes that:

— the information is only to be used for the purposes for which it was
shared, unless the use is permitted or required by the Act, and

— the information must be returned or disposed of securely once that
purpose has been fulfilled.

Consider whether de-identified information can be used to serve the same
purpose (e.g., for research or quality of care purposes).

Preventing Unauthorized Use by Authorized Users

Ensure staff members have clearly defined responsibilities related to the use
of personal health information.
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o Develop guidelines and inform internal agents (e.g., staff) that personal health
information must only be accessed for authorized uses (for example, staff
cannot look up information about family members, friends etc.).

o Track and audit staff access to personal health information.

o Ensure external agents (e.g., suppliers) who use personal health information
can be held accountable and have an enforceable duty to keep the information
secure.

e Where reasonable, use non-disclosure agreements that require:

— limiting the use of personal health information to the purpose for
which it was provided,

— de-identifying personal health information, where practical,

— putting in place physical, administrative and technological security
measures to reduce the risk of unauthorized use and disclosure, and

— destroying or having a designated person destroy personal health
information after the purpose has been met, if permitted by law.

Use of Personal Health Information by the Circle of Care

Patient

Persons providing

care to the patient

Persons assisting in
providing care to the patient
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“Circle of care” is not defined in the Act but refers to those in the health care
team who are actually involved in the care or treatment of a particular patient.
The term “circle of care” describes those:

health care practitioners and groups of health care practitioners,
public and private hospitals,

pharmacies,

laboratories,

ambulance services,

community care access corporations,

community service providers (defined in the Long-Term Care Act),
psychiatric facilities,

independent health facilities,

homes for the aged, rest homes, nursing homes, care homes and homes for
special care, and

community health or mental health centres, programs and services whose
primary purposes are providing health care,

who provide health care or assist in providing health care to a particular patient.

Members of a particular patient’s “circle of care” can provide health care to the
patient, confidently assuming that they have consent to collect, use and disclose
the patient’s personal health information for that care, unless they know that the
patient has expressly withheld or withdrawn consent.

For example:

In a hospital, the circle of care includes the attending physician and the health
care team (e.g., residents, nurses, technicians and support staff assigned to the
patient) who provide care or assist in providing care to the patient.
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« Butin a hospital, the circle of care does not include health care practitioners
who do not provide care to the patient.

e Inaphysician’s office, the circle of care includes the physician and any
physicians who provide on-call services, the nurse and support staff who
provide care or assist in providing care to the patient.

« Butin a physician’s office, the circle of care does not include the other
physicians in a group practice who do not provide care to the patient.

Videotaping, Audiotaping and Photographing Personal Health
Information

You may videotape, audiotape or photograph personal health information for
patient care and medical educational purposes.

Patient Care

To assist in the provision of care you may videotape, audiotape or photograph a
procedure. When you do so, remember that the tape or photograph becomes part
of the patient’s health record and is to be treated in the same manner as other
personal health information.

When obtaining patient consent (whether express or implied), remember the
heightened sensitivity of the taped or photographed information from the patient’s
perspective. Best practices dictate that you obtain express consent to the
collection, use and disclosure of personal health information in this manner;
however, as with other circumstances, you may rely on implied consent. Once the
tape or photograph is made, make sure you have appropriate safeguards in place
to protect its confidentiality (See the Safeguards section for guidelines).

Medical Education

Procedures may be videotaped, audiotaped or photographed for general
educational purposes. If you plan to use the tape or photograph to educate your
agents to provide health care, you do not need to obtain your patients’ consent.
However, it may be prudent for you to obtain express consent from your patients,
especially if you are facing them with a camera.

When obtaining consent, tell patients:

« the specific personal health information that you intend to record,
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o the exact educational purpose for which the information will be used (for
instance, a clinical demonstration or a case study),

« the intended audience (for example, undergraduate students or clinical
practice rounds, meetings or video- or teleconferences),

« that they can withhold or withdraw their consent at any time, and

« that they will not benefit or suffer from their decision to withhold or withdraw
consent.

You should also ensure that the necessary safeguards are in place to protect the
confidentiality of the videotapes, audiotapes and photographs (see the Safeguards
section for guidelines).

You should de-identify information about a patient when you disclose patient case
details to health care practitioners for formal educational programs, where
possible.

If you disclose personal health information for educational purposes to health care
practitioners or students who are not agents of your facility, you must obtain the
affected patients’ express consent. For example, if you disclose personal health
information at grand rounds of another hospital, you must obtain express consent.
If you are doing rounds in your own hospital, but outside guests (i.e., non-agents)
have been invited to the rounds, you must obtain express consent.
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Disclosure

What You Need To Do

e You must only disclose your patients’ personal health information in
compliance with the law.

e You must identify the purposes for which you disclose personal health
information in your written statement.

*  See the Consent section for guidelines on when you may disclose personal
health information with implied or express consent or without consent.

*  See the General Privacy Compliance section for guidelines on the written
statement.

What You Should Do
When assessing third party disclosure requests:

o Inform all staff that disclosure requests must be evaluated on the basis of the
type, purpose and requesting party, and whether other information can serve
the purpose for which disclosure of personal health information is sought.

« Inform all staff on the consent requirements for disclosure, including when
personal health information can be disclosed without consent.

o Develop a policy that incorporates the following steps:
— verifying the identity of the requesting party,

— seeking assistance from an appropriate resource, such as the contact
person, legal counsel or a mental health practitioner if a request is
unusual or if there is uncertainty about whether disclosure should be
made,

— assessing whether further consultation is necessary and whether further
legal processes may apply if the disclosure is required by law,

— including written consent in the patient’s personal health record, or

documenting the date of consent, and date of disclosure in the patient’s
personal health record, where express consent is necessary,
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— providing only a copy of the personal health record if a personal health
record is requested,

— designating a resource (e.g., the contact person) to be responsible for:

» understanding the rules governing disclosure of personal health
information, and

* recognizing when you need to consult with others.
Situations Involving Disclosure

Disclosure to Family Members or Friends

If you are asked to disclose personal health information about a patient by the
patient’s family member or friend you can only disclose the personal health
information with the patient’s or substitute decision-maker’s consent.

You must:

« verify that the patient or substitute decision-maker has consented to the
disclosure of the personal health information to the patient’s family members
or friends,

« understand the purpose for which the personal health information is being
requested, and

« only disclose personal health information for which you have consent to
disclose and that serves the purpose for which the disclosure is requested.

You should:
o confirm the family member’s or friend’s identity, and

o document the date of the request and the disclosure of the personal health
information in the patient’s personal health record.

You may disclose the following information if you provide the patient with an
opportunity to object at the first reasonable opportunity after admission to your
hospital and the patient does not do so:

o whether or not the individual is a patient of your hospital,

o the patient’s general health status (e.g. critical, poor, fair, stable or
satisfactory), and
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o the patient’s location in your hospital.

If the Patient is Deceased

You may disclose personal health information about any patients who die, or who
you reasonably believe have died, to:

o identify a patient,
« notify another person that a patient died and how they died, and

o provide the immediate family with information they believe they need to
make decisions about their own health care.

You can obtain consent from a deceased patient’s estate trustee to collect, use or
disclose any personal health information of a deceased patient where consent is
required. In this instance, you should verify the identity of the estate trustee by
reviewing the notarized “Certificate of Appointment of Estate Trustee with a
Will” or “Certificate of Appointment of Estate Trustee without a Will”. You
should also keep a copy of this certificate of appointment.

If the deceased patient does not have an estate trustee, you can obtain consent
from the person who has assumed this responsibility, if it is reasonable for you to
rely on the accuracy of the assertion made by that person, regarding their identity.

In-Patient Transfer

The physician at the sending facility and the physician at the receiving facility are
jointly responsible for determining what personal health information should be
provided when a patient is transferred from one facility to another. Where you
cannot obtain specific instructions from the physician or if you are facing an
emergency transfer, you should send a copy of the patient’s complete personal
health record. You should also ensure that the records are sealed in a container
and securely transferred. You should not transfer records if a patient has
withdrawn consent.

Volunteers

Your volunteers are considered to be your agents. Because volunteers may learn
personal health information about patients, you should provide volunteers with
training on the protection of patient privacy. You should also have them sign a
confidentiality agreement.
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Spiritual Care

In hospitals, spiritual or religious issues often arise. You may:

« collect information about your patients’ religious or other organizational
affiliations but only with their consent, and

« rely on your patients’ implied consent if they provide you with information
about their religious or other organizational affiliations, to provide or disclose
the patient’s name and location in the hospital to a representative of the
religious or other organizational body specified by the individual,

but only if the patient has been given the opportunity to opt out of this disclosure
and has not done so.

If a hospital provides a religious program (such as a chaplain visiting program) to
its patients, the staff member (e.g., the chaplain) who delivers the program may
use personal health information about the hospital’s patients for the purposes of
this program, without first obtaining consent.

Disclosure to the Media

The following practices may help you to address requests for information from
the media:

o Direct all media requests for patients’ personal health information to your
CEO or designate (e.g., your Communications Department).

e Ensure members of the media identify themselves, the organizations they
represent, and the specific personal health information they request.

« Prohibit the media from taking photographs without consent and otherwise
invading patient privacy.

o Escort members of the media (through a staff member) when they are on your
premises, and take steps to ensure they do not have access to personal health
information, except with patient consent.

o Clear media requests to visit your premises in advance through the CEO or
designate to ensure proper arrangements are made.

e Ensure members of the media wear a visitor’s badge when on your premises.

o Ensure patients sign consent forms for any media photographs or disclosure of
other personal health information.
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o Develop a procedure on how to handle media inquiries outside of your regular
business hours.

Lock Boxes

“Lock box” is not defined in the Act but it is an important concept about patients’
ability to control their own personal health information.

Patients have the right to expressly instruct you not to use specified personal
health information for health care purposes. Patients can also expressly instruct
you not to disclose specified personal health information to others (even to others
within their circle of care).

The term “lock box describes the limits that patients can place on the use and
disclosure of their personal health information.

If you disclose personal health information about a patient to another member of
the patient’s circle of care, but the patient has restricted (or locked) you from
disclosing all of the personal health information that you consider reasonably
necessary to provide health care, you must flag for the recipient that the
information is incomplete because the patient has “locked” it.

If you receive this kind of notice from another member of your patient’s circle of
care, you may choose to discuss the fact that information is restricted with the
patient. For example, you can talk about the impact of the restriction on
treatment. But you must obtain the patient’s express consent before accessing and
using the locked information.

Note, however, that a patient cannot restrict a use or disclosure that the Act
otherwise permits or requires. The Act trumps the lock box. For example, you
may disclose locked personal health information where, in your professional
opinion, you need to disclose the information to prevent serious bodily harm or to
reduce a significant risk of it happening to any person.

The lock box provisions take effect on November 1, 2004 when the Act comes
into force. However, under the Act, hospitals are not required to comply until
November 1, 2005.

You should use this time period to develop and implement appropriate procedures
to deal with lock box instructions.
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Disclosure Tables

The issue of disclosure is complex. The following tables provide a pictorial

representation of the most common examples of disclosures to help you determine

when disclosure must or can be made. See the Consent section for further
information on disclosures that must or can be made without consent.

Mandatory Disclosure

The Act specifically permits the disclosure of personal health information for a
number of purposes as required by other statutes. Consent is not required for
these specific purposes. For example, you are required to provide the following

information:

To whom disclosure must
be made

What information must be
disclosed

Authority

Aviation Medical Advisor
(note this is a mandatory
disclosure for a physician
not for a hospital)

Information about flight crew
members, air traffic controllers or
other aviation licence holders who
have a condition that may impact
their ability to perform their job in a
safe manner

Aeronautics Act

Chief Medical Officer of
Health or Medical Officer
of Health

Information to diagnose, investigate,
prevent, treat or contain
communicable diseases

Health Protection and
Promotion Act

Personal Health
Information Protection
Act

Chief Medical Officer of
Health or Medical Officer
of Health or a physician
designated by the Chief
Medical Officer of Health

Information to diagnose, investigate,
prevent, treat or contain SARS

Public Hospitals Act

Children’s Aid Society

Information about a child in need of
protection (e.g., abuse or neglect)

Child and Family
Services Act




To whom disclosure must
be made

What information must be
disclosed

Authority

College of a regulated
health care professional

Where there are reasonable grounds
to believe a health care professional
has sexually abused a patient, details
of the allegation, name of the health
care professional and name of the
allegedly abused patient

The patient’s name can only be
provided with consent

You must also include your name as
the individual filing the report.

Regulated Health
Professions Act

College of a regulated
health care professional

A written report, within 30 days,
regarding revocation, suspension,
termination or dissolution of a health
care professionals’ privileges,
employment or practice for reasons
of professional misconduct,
incapacity or incompetence

Regulated Health
Professions Act

College of Physicians and
Surgeons of Ontario

Information about the care or
treatment of a patient by the
physician under investigation

Public Hospitals Act

Notice must be given to
the Chief of Staff and
the administrator of the
hospital

Coroner or designated
Police Officer

Facts surrounding the death of an
individual in prescribed
circumstances (e.g., violence,
negligence or malpractice)

Information about a patient who
died while in the hospital after being
transferred from a listed facility,
institution or home

Information requested for the
purpose of an investigation

Coroners Act

Minister of Health and
Long-Term Care

Information for data collection,
organization and analysis

Public Hospitals Act

Ontario Health Insurance
Plan

Information about the funding of
patient services

Public Hospitals Act

Collection, Use and Disclosure
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To whom disclosure must
be made

What information must be
disclosed

Authority

Order, warrant, writ,
summons or other process
issued by an Ontario court

Information outlined on the warrant,
summons, etc.

Personal Health
Information Protection
Act

Physician assessor
appointed by the Ministry
of Health and Long-Term
Care

Information to evaluate applications
to the Underserviced Area Program

Public Hospitals Act

Registrar General

Births and deaths

Vital Statistics Act

Registrar of Motor
Vehicles

(note this is a mandatory
disclosure for a physician
not for a hospital)

Name, address and condition of a
person who has a condition that may
make it unsafe for them to drive

Highway Traffic Act

Subpoena issued by an
Ontario court

Information outlined in the
subpoena

Personal Health
Information Protection
Act

Trillium Gift of Life
Network

For tissue donations or transplants
purposes, notice of the fact that a
patient died or is expected to die
imminently (not in force yet)

Trillium Gift of Life
Network Act

Consent must be
decided jointly with the
Network to determine
the need to contact the
patient or substitute
decision-maker

Workplace Safety and
Insurance Board

Information the Board requires
about a patient receiving benefits
under the Workplace Safety and
Insurance Act

Workplace Safety and
Insurance Act

The following tables outline examples of where personal health information may
be disclosed. See also the Consent section for additional information on

permitted disclosures.
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Collection, Use and Disclosure

Person requesting health

record or patient Consent Authority to release
information Purpose Needed information
Lawyers, Insurance To assist the third No Personal Health

Companies, Adjusters,
Investigators on behalf of a
third party, if the third party
is an agent or former agent of
the hospital/physician

party with a
proceeding

Information
Protection Act

Disclosure to Legal Authorities and Law Enforcement

Person requesting health

record or patient Consent Authority to release
information Purpose Needed information
Head of penal or custodial | To assist with health care No Personal Health
institution or an officer in | or placement decisions Information
charge of a psychiatric Protection Act
facility where the patient
is being lawfully detained
Investigator or Inspector To conduct an No Personal Health
investigation or inspection Information
authorized by a warrant or Protection Act
law
Police without a warrant Legal authorities and law Yes Express consent
enforcement
Police without a warrant Where there are No Personal Health
reasonable grounds to Information
believe that the disclosure Protection Act
is necessary for the
purpose of eliminating or
reducing a significant risk
of serious bodily harm
Probation and Parole Legal authorities and law Yes Express consent

Services

enforcement
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Related Sections of the Act

37, 38, 39, 40, 41, 42, 43, 43.1, 44, 45, 46, 47, 48

Checklists, Templates and Tools

e Process Map for Disclosing Personal Health Information
o Sample Non-Disclosure Agreement

e Sample Consent to Disclose Personal Health Information Form
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PROCESS MAP FOR DISCLOSING
PERSONAL HEALTH INFORMATION

Locate and refrieve the personal health infermation ——I
¥

Assess if the request meets conditions for refusal

Will request be Yes Provide notice to
refused? the requesion

Schedule viewing of the personal
health infarmation of prepare copies

Disclose the personal
health information

hun;lpﬂmihiﬂl
m&ltﬁl

Log request and, m

appropriate, type
Hmmiﬂﬁ‘
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SAMPLE CONFIDENTIALITY AGREEMENT

NOTE TO USER: Modify this sample agreement to suit your institution and your needs.
Review with your lawyers before releasing.

I acknowledge that | have read and understood the [®] policies and procedures on privacy,
confidentiality and security.

I understand that:

o all confidential and/or personal health information that | have access to or learn through my
employment or affiliation with [®] is confidential,

e asacondition of my employment or affiliation with [®], | must comply with these policies
and procedures, and

e my failure to comply may result in the termination of my employment or affiliation with [@]
and may also result in legal action being taken against me by [®] and others.

| agree that | will not access, use or disclose any confidential and/or personal health information
that I learn of or possess because of my affiliation with [®], unless it is necessary for me to do so
in order to perform my job responsibilities. | also understand that under no circumstances may
confidential and/or personal health information be communicated either within or outside of [@®],
except to other persons who are authorized by [®] to receive such information.

| agree that | will not alter, destroy, copy or interfere with this information, except with
authorization and in accordance with the policies and procedures.

| agree to keep any computer access codes (for example, passwords) confidential and secure. |
will protect physical access devices (for example, keys and badges) and the confidentiality of any
information being accessed.

I will not lend my access codes or devices to anyone, nor will I attempt to use those of others. |
understand that access codes come with legal responsibilities and that | am accountable for all
work done under these codes. If | have reason to believe that my access codes or devices have
been compromised or stolen, | will immediately contact the [@®].

Name (Please Print) Signature Date
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SAMPLE CONSENT TO DISCLOSE PERSONAL HEALTH
INFORMATION FORM

I hereby authorize

(Name of hospital/physician’s office)

to disclose the following personal health information:

(Description of personal health information to be disclosed and dates of contact/hospitalization)

o

(Name and address of person/agency requesting information)

from the records of

(Name of Patient) (Birth date)

Mailing Address of Patient:

I understand that this personal health information is to be used only by the
recipient for the purposes of:

Date:

I hereby waive any and all claims against [insert name of hospital/physician’s
office] in connection with the disclosure of this personal health information.

Witness: Signed by:

(Patient or Substitute Decision-Maker)

Date:

(Relationship to the Patient)
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Key Points

The term “access” refers to access by patients or their substitute decision-
makers.

Subject to a few exceptions, you must provide patients (or their substitute
decision-makers) with access to their personal health records in a timely
manner.

You must develop procedures to handle access requests.

You must make available a written statement telling patients and substitute
decision-makers who to contact and what to do if they want to see their
personal health record.

The Act does not prevent you from informally communicating with your
patients or their substitute decision-makers.

The access rules in the Mental Health Act are repealed as of November 1,
2004, and the transitional rules found in the Act apply. This means that as of
November 1, 2004, you must comply with the access rules found in the Act
(as opposed to those found in the Mental Health Act); however, if you
received an access request before November 1, 2004, the access rules found in
the Mental Health Act apply to that request.
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The Rule

Except under special circumstances, patients have the right to access their
personal health records.

Patients may request access to their personal health records orally or in writing.
Oral requests are routine when the patient is still receiving care, and the Act does
not prohibit you from responding to oral requests. The request must be in writing,
however, to invoke the rights and procedural requirements set out in the Act.

A substitute decision-maker can request access on a patient’s behalf because the
right of access exists whether or not a patient has capacity. Substitute
decision-makers will follow the same process to obtain access to the personal
health record as the patient. See the Consent section for more information on
substitute decision-makers.

The Act does not prevent you from informally communicating with your patients
or their substitute decision-makers. The access rules in the Mental Health Act are
repealed as of November 1, 2004, and the transitional rules found in the Act
apply. This means that as of November 1, 2004, you must comply with the access
rules found in the Act (as opposed to those found in the Mental Health Act);
however, if you received an access request before November 1, 2004, the access
rules found in the Mental Health Act apply to that request.

Note: The term “access” refers to access by patients or their substitute decision-
makers. The term “disclosure” refers to access by individuals other than patients
or their substitute decision-makers. See the Collection, Use and Disclosure
section for more information on disclosure to others. For the sake of brevity, the
term “requestor” is used to describe patients and substitute decision-makers in this
section of the Toolkit.

What You Need To Do
If you are asked for access to a personal health record:
o Verify the patient’s identity or substitute decision-maker’s authority.

o Determine if the request contains enough detail to let you reasonably find the
record. If you need more information to find the record, work with your
patient to obtain the information you require. If you cannot find the record
after a reasonable search, tell the requestor so in writing.
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o Determine if one of the legal exceptions applies to providing access. See the
table on pages 80 to 81 for a description of where you may refuse access.

o Ifalegal exception applies:

— tell the requestor in writing that you are refusing access, in whole or in
part, and why you are doing so,

— where possible, sever the record and provide access to the part of the
record where no legal exception applies,

— tell the requestor about your complaints procedure, and that if the
requestor is not satisfied with your resolution of the complaint, the
requestor can complain to the Commissioner, and

— in some circumstances, you cannot even tell the requestor that a
personal health record exists.

Guidelines for refusing access are found at page 79.

e If no legal exception applies and you can find the record, arrange to provide
access. You can provide access by showing the requestor the original record.
If you choose to show the requestor the original record, you should arrange for
the requestor to be monitored while viewing the record to ensure that it is not
altered in any way. You can also provide access by giving the requestor a
copy of the record. You must provide a copy if the requestor asks for a copy.

« If reasonably practical, answer any questions about any medical terms or
abbreviations used in the record.

o Put policies and procedures in place to handle access requests.

o Make available a written statement telling patients and substitute decision-
makers who to contact and what to do if they want to see their personal health
record. See the General Privacy Compliance and Contact Person sections for
more information on the written statement and the contact person.

What You Should Do

« Train all staff to direct a requestor to your contact person if they want access
to a personal health record.

o Forward all access requests to your contact person. The contact person can
also help to complete a request form for access to the personal health record.
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o Document the date of the request for access in the patient’s personal health
record.

The Sample Checklist — Process for Accessing a Personal Health Record provides
a sample procedure for processing access requests.

Fees for Providing Access

You may charge a fee to provide access to a personal health record if you first
give the requestor an estimate of the fee.

The fee you charge cannot exceed either a prescribed amount or, if no amount is
prescribed, a reasonable cost recovery charge.

You may waive payment of all or any part of the fee if it is fair to do so.

Note: The Regulations do not currently prescribe a fee.

Timeframe to Respond to a Request for Access

Respond to requests for access as soon as possible. If you need more than 30
days to respond to a request for access, provide the requestor with written notice
of an extension.

« Time to respond — « Maximum Extension —
Date of 30 days 60 days
Request from request from request

An extension is only permitted if:

o replying to the request within 30 days would reasonably interfere with your
activities because locating the personal health record requires a complex
search, or

« the time required to undertake the necessary consultations would make it
reasonably impractical to reply within 30 days.

The written notice of an extension should explain:
e when you will respond, and
e why an extension is needed.

An extension cannot exceed an additional 30 days.
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If you do not provide access within the stated time period, the requestor can
assume that you have refused the request.

Urgent Requests for Access

If a requestor can satisfy you that the request is urgent, you must provide access
within the requested time period, if it is reasonable to do so.

Refusing a Request for Access

The table below lists circumstances where you may refuse access to personal
health records.

Even when a restriction to access exists, a requestor has a right to access personal
health information not related to the restriction. You must sever the restricted
information from the rest of the record, and give the requestor access to the
remaining information.

You should tell requestors that their request has been refused and, where
appropriate, give reasons for the refusal. There may be situations where access is
refused and you do not confirm or deny the existence of a record. This is context
specific and you may need to confer with a psychologist, legal counsel or the
Commissioner about how reasons for your refusal should be communicated.

You should tell requestors that they can complain about your refusal to the
Commissioner. You should also provide information on how to contact the
Commissioner.

Guidelines for Refusal of Access

In each of the following situations, you should provide access to the part of the
record that is not impacted by the reason for refusal and that can reasonably be
severed from the record.
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Reason for Refusal of Access

Follow-Up Notification to Requestor

State you are refusing State you are refusing to

the request (in whole or confirm or deny the
in part) and reason for existence of any record
the refusal

The record contains quality of care
information

X

The record contains information
collected/created to comply with the
requirements of a quality assurance
program under the Health Professions
Procedural Code that is Schedule 2 to
the Regulated Health Professions Act

The record contains raw data from
standardized psychological tests or
assessments

The record (or information in the
record) is subject to a legal privilege
that restricts disclosure to the
requestor

Other legislation or court order
prohibits disclosure to the requestor

The information in the record was
collected/created in anticipation of or
use in a proceeding that has not
concluded

The information in the record was
collected/created for an
inspection/investigation/similar
procedure authorized by law that has
not concluded

Granting access could reasonably be
expected to result in a risk of serious
harm to the patient or to others
(Where this is suspected you may
consult a physician or psychologist
before deciding to refuse access)
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Reason for Refusal of Access

Follow-Up Notification to Requestor

State you are refusing
the request (in whole or
in part) and reason for

State you are refusing to
confirm or deny the
existence of any record

the refusal

Granting access could lead to the
identification of a person who was
required by law to provide the
information in the record

Granting access could lead to the
identification of a person who
provided the information in the record
in confidence (either explicitly or X
implicitly) and it is considered
appropriate to keep the name of this
person confidential

The request for access is frivolous,

vexatious or made in bad faith X
The identity or authority of the
requestor cannot be proven by the X

requestor

Failing to Respond to a Request for Access

If you fail to respond to a request for access within the time required by the Act,
you will be deemed to have refused the request.

Requestors can complain to the Commissioner about your refusal of a request for
access. You will have to justify your decision to refuse access.

It is an offence under the Act to dispose of records so that you do not have to

respond to a request for access. You may face penalties if you commit this
offence.

Related Sections of the Act

51,52, 53, 54, 72 (1)(d)
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Checklists, Templates and Tools

Sample Process Map — Access to Personal Health Record

o Sample Form to Request Access to Personal Health Record

e Sample Checklist — Process for Accessing a Personal Health Record
o Sample Letter for Extension to Comply with Request

o Sample Refusal of Access Letter
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SAMPLE PROCESS MAP
— ACCESS TO PERSONAL HEALTH RECORD

Provide nobice fo
the requester and
advine of complaint
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SAMPLE FORM TO REQUEST ACCESS
TO PERSONAL HEALTH RECORD

Information and Instructions

We will provide you with access to your personal health record, unless a legal exception applies.
We will review all health record access requests, and will make every effort to respond to your
request in a timely fashion. Please complete Parts A and B of this Form. Part C is for our internal
use. For information about our privacy protection practices, contact ® at: [Address, fax, email
and telephone number.]

PART A: REQUESTOR INFORMATION

Patient Contact Information:

Last Name First Name Initials

Mailing Address

Telephone Number Date of Birth

Hospital ID Number

If you are a substitute decision-maker, your contact information:

Last Name First Name Initials

Mailing Address

Telephone Number

Note:  Include copies of documents that provide your authority as a substitute decision-maker.
PART B: ACCESS REQUEST

1. Please describe what you need and include details that will help us locate the record (e.g.,
dates, name of healthcare provider, etc.).

84



Accessing Health Records

2. How would you prefer to access this information? Please check off:
] Receive hard copies of originals
] Receive electronic copies of originals (please supply storage medium)
] Examine originals in the facility

Signature Name (print) Date

PART C: RESPONSE TO ACCESS REQUEST (For Internal Use Only)

1. Information Regarding Receipt and Initial Review of Request

Date Request Received

2. Information Regarding Response

Date Response Issued

] Access request granted
] Access request not granted
[l Access request granted in part

If complete access request was not granted, reason for refusing the request/part of the

request.

3. Information Regarding Extension

If an extension to the access request response was required, please indicate:

Date of Extension Reason for Extension Date Patient Notified
4. Processed by:
Signature Name (print) Title
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SAMPLE CHECKLIST

— PROCESS FOR ACCESSING A PERSONAL HEALTH RECORD

] Give the requestor a form to request access to the health record (in whole or part) or
inform them of what to include in a written request. An oral request may also be
accepted. See Checklist for Information to Include in a Request Form.

] Verify the identity of the requestor.

Verification of an Oral
Request — Patient

Verification of a Written
Request — Patient

Verification of a Written
Request — Substitute
Decision-Maker

Request photo-1D for
verification purposes if
patient is not known

You should only accept
requests by phone if you
know the patient

If practical, call back to verify
the patient’s identity

Ensure the following patient
information from the request
matches information in your
registration system:

(] name
e date of birth
e hospital ID number

Check that a signature is
included

Review information in the
health record to ensure there is
documentation that the
requestor is a substitute
decision-maker

Request documentation
(power of attorney) if there is
no information in the health
record

Verify if any parent requesting
access for a minor is the
custodial parent and that the
parent is entitled to access

] Once you have the request, make sure you have enough information and any required
payment to allow you to find the health record.

If you need more information, follow up with the requestor.

Fee estimates should be provided and agreed upon in advance. If payment is
required, ensure the fee is included, otherwise follow up. Do not charge fees over a
prescribed amount. If there is no prescribed amount, do not charge more than what you
need to recover costs. You may waive any fees.

] Decide if there are any reasons to refuse access to the health record (in whole or part).
See Guidelines for Refusal of Access.

] If the health record cannot be located, provide a written notice/form to the requestor
advising them that the health record either does not exist or cannot be found.

] Assess if the request is urgent (required in fewer than 30 days of initial request).
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Expedite request if the requestor can show that the need is urgent and you have enough
time to respond.

If you cannot meet the timeframe requested, advise the requestor.

Assess if the request for access can be provided within 30 days of receipt of the
request.

If an extension is needed, provide a written notice/form to the requestor advising of the
reason for the delay and length of the extension. The length of the extension must not
exceed 30 days, and is only permitted in certain circumstances.

If access is denied, provide a written notice to the requestor. Make sure the notice
reflects the appropriate response (see Table included in the Guidelines for Refusal of
Access).

Retrieve the health record.

Provide a copy of the record or schedule a convenient time for the requestor to look at
the requested health record (or copy) in a private and secure location.

Ensure you verify the identity of the requestor who comes in to examine the health
record. See Table above for guidelines.

Ensure the health record remains secure. Information in the health record should not
be removed, changed or otherwise tampered with. Supervise the requestor viewing the
health record to ensure the health record remains intact.

Where it is reasonable, respond to any questions about medical terms or abbreviations.

Verify the health record is intact and return the health record to its filing location, as
needed.

Document all requests, extensions, accesses and refusals to access the health record.
Ensure an event record is created when a requestor views an electronic health record.
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SAMPLE LETTER FOR EXTENSION TO COMPLY WITH REQUEST

[Name and Address of Health Care Facility]

XXX Street

City/Town, Ontario

ABC 123

Date

Dear Sir/Madam,

RE: Request for Access to Personal Health Record of [Patient’s Name]

Health Record #:

An extension of days is required to address your request to access the personal health
record of the individual named above. While every effort is made to retrieve the information

requested, this extension is required for the following reason:

[Reason for extension]

If you have any concerns or questions please contact (Contact Person). If

they are unable to resolve your concerns, you may file a complaint with the Information and
Privacy Commissioner/Ontario, who may be contacted at:

[Contact information for the Information and Privacy Commissioner/Ontario]

Sincerely,

[Name, Title]
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SAMPLE REFUSAL OF ACCESS LETTER

[Name and Address of Health Care Facility]

XXX Street

City/Town, Ontario

ABC 123

Date

Dear Sir/Madam,

RE: Request for Access to Personal Health Record of [Patient’s Name]

Your request for access to the personal health record has been declined for the following reason:
[Reason for declining request]

If you have any questions or concerns please contact (Contact Person). If

we are unable to resolve your concerns, you may contact the Information and Privacy
Commissioner/Ontario, who may be contacted at:

[Contact information for the Information and Privacy Commissioner/Ontario]

Sincerely,

[Name, Title]
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Key Points

Subject to a few exceptions, you must correct a patient’s health record at the
patient’s request in a timely manner, if the requirements set out in the Act are
met.

You must develop procedures to handle correction requests.

You must make available a written statement telling patients and substitute
decision-makers who to contact and what to do if they want to correct their
personal health record.

The correction rules in the Mental Health Act are repealed as of November 1,
2004. This means that as of November 1, 2004, you must comply with the
corrections rules found in the Act (as opposed to those found in the Mental
Health Act).

95



Correcting Health Records

96

The Rule

If you have granted a patient access to his or her personal health record and the
patient thinks that the record is not correct or complete for your purposes, the
patient may ask you (in writing) to correct the record.

If the patient makes an oral request for a correction, you may respond to it;
however, only written requests invoke the rights and procedural requirements set
out in the Act.

With a few significant exceptions, you must make the requested correction if the
patient can show to your satisfaction that the record is not correct or complete for
your purposes and also gives you the information you need to make the
correction.

A substitute decision-maker can request a correction on a patient’s behalf because
this right exists whether or not a patient has capacity. Substitute decision-makers
will follow the same process to request a correction to the personal health record
as the patient. See the Consent section for more information on substitute
decision-makers. The correction rules in the Mental Health Act are repealed as of
November 1, 2004. This means that as of November 1, 2004, you must comply
with the corrections rules found in the Act (as opposed to those found in the
Mental Health Act).

What You Need To Do

e Put policies and procedures in place to handle correction requests.

« Make available a written statement telling patients and substitute decision-
makers who to contact and what to do if they want to correct their personal
health record. See the General Privacy Compliance and Contact Person
sections for more information on the written statement and the contact person.

Responding to Requests for Correction

If you receive a written request for a correction, you should:

« Verify the patient’s identity or substitute decision-maker’s authority.

o Verify that the patient or substitute decision-maker has a right of access to the
personal health record.
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o Ensure the request for correction relates to a personal health record created by
you or your staff.

o Determine who will validate the request and correct the personal health
record. Confirm that this person has the knowledge, expertise and authority to
validate and make the correction.

When making a correction you must:
« record the correct information in the record, and

e cross out the incorrect information (without obliterating it) or, if that is not
possible, label the information as incorrect, remove it and store it separately
from the record, and keep a link in the record that lets you trace the incorrect
information.

If it is not possible to record the correct information in the record, you must put a
practical system in place to:

« inform anyone who uses the record that the information in the record is
incorrect, and

o direct that person to the correct information.
Once you correct the personal health record:
« tell the patient in writing how the correction was made, and

« if the patient asks you to do so and to the extent reasonably possible, tell
others in writing to whom you have disclosed the incorrect information of the
correction, unless the correction cannot reasonably be expected to affect the
ongoing provision of health care or otherwise benefit the patient.

What You Should Do

o Develop procedures to determine who should assess requests for correction
and make corrections.

e Where practical, refer the request for correction to the author of the personal
health record unless the author is not available, there is a question of
competence or negligence in the creation of the record or if the patient has
specifically requested that another practitioner assess the record.

o If appropriate, refer the request to the most responsible physician.
o Date and sign corrections.

« Advise any members of the patient’s circle of care of the correction if it
affects the patient’s current plan of care.
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« Notify anyone who is currently using the personal health record of the
correction.

Where You Do Not Have To Make Corrections
You do not have to correct a record:

« that was not made by you/your facility and where you do not have sufficient
knowledge, expertise and authority to correct the record (this would include
your ability to validate the new information being provided),

« if you reasonably believe that the request for correction is frivolous, vexatious
or made in bad faith (requests should only be refused for these reasons in the
rarest of cases),

« if the patient has failed to demonstrate that the record is not correct or
complete, or

« if the patient has not given you the information you need to make the
correction.

You do not have to correct a professional opinion or observation made in good
faith about a patient.

Timeframe for Responding to a Request for Correction

Respond to requests for correction as soon as possible and within 30 days of your
receipt of the request. If you need more than 30 days to respond to a correction
request, give the patient a written notice of an extension.

« Timetorespond — | < Maximum Extension —
Date of 30 days 60 days

Request from request from request
An extension is only permitted if:

o replying to the request within 30 days would unreasonably interfere with your
activities, or

« the time required to undertake the necessary consultations would make it
reasonably impractical to reply within 30 days.

The written notice of an extension must describe:
« when you will respond, and

e why an extension is needed.
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An extension cannot exceed an additional 30 days.

If you do not make a correction within the stated time period, the patient can
assume that you have refused the request.

Conflict Resolution: Refusing a Request for Correction
If you refuse a request, tell the patient in writing:

« the reason for your refusal, and
« that the patient can:

— prepare a brief written description of the correction that you refuse to
make,

— require you to attach this document to the patient’s personal health
record, and make you disclose the document whenever you disclose
the information to which it relates,

— require you to make all reasonable efforts to disclose this document to
anyone to whom the patient’s personal health record had been
disclosed, unless the correction cannot reasonably be expected to
affect the ongoing provision of health care or otherwise benefit the
patient, and

— complain about your refusal to the Commissioner.

Note: The patient also has these rights when you are deemed to refuse a request.

If you refuse a request because you think it is frivolous, vexatious or made in bad
faith, tell the patient in writing:

« the reason for your refusal, and
« that the patient can complain about your refusal to the Commissioner.

Related Sections of the Act
55

Checklists, Templates and Tools

e Process Map for Responding to Requests for Correction
o Sample Request Form for Correction to Personal Health Record
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PROCESS MAP FOR RESPONDING
TO REQUESTS FOR CORRECTION
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SAMPLE REQUEST FORM FOR CORRECTION
TO PERSONAL HEALTH RECORD

Information and Instructions

We will correct health record information if it is demonstrated, to our satisfaction, that the record
is not correct or complete for the purpose for which we collect, use or disclose the information.
We will make every effort to respond to your request in a timely fashion. Please complete Parts A
and B of this Form. Part C is for our internal use. For information about our privacy protection
practices, contact [@®] at: [Address, fax, email and telephone no.]

PART A: REQUESTOR INFORMATION

Patient Contact Information:

Last Name First Name Initials

Mailing Address

Telephone Number Date of Birth Hospital ID Number

If you are a substitute decision-maker, your contact information:

Last Name First Name Initials

Mailing Address

Telephone Number

Note: Include copies of documents that provide your authority as a substitute decision-maker.

PART B: CORRECTION REQUEST

1. List or attach the correction requested, with reasons for the correction.
Requested Correction Reasons for Correction
2. How do you wish to receive notice of the correction (in writing, by telephone)?
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3. Would you like us to give notice of the correction, to the extent reasonably possible, to
others to whom we have disclosed the incorrect information? (We will only do so if this
notice will affect your health care or otherwise benefit you.)

O Yes

O No
Signature Name (print) Title
Date

PART C: CORRECTION REQUEST RESPONSE (For Internal Use Only)

O Correction made
O Correction not made
O Refusal letter (with reasons) sent
O Statement of Disagreement attached to record
O Date of Response
1. List names, contact information and comments of any individuals consulted
2. If correction was not made, provide reasons:
3. If an extension to the correction request response was required, please indicate:
Date of Extension Reason for Extension Date Patient Notified
of Extension
4. Notice of correction provided to others to whom incorrect information was disclosed.
List names:
5. Processed by:
Signature Name (print) Title
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Key Points

You must store your patients’ personal health information in a reasonably
secure manner and in accordance with the prescribed requirements, if any.

If your patients’ personal health information is stolen, lost or accessed by
unauthorized persons, you must notify your patients as soon as possible.

You must retain personal health records for their minimum retention periods,
and as long as needed to allow patients to exhaust any legal recourse available
to them involving an access request.

You must dispose of your patients’ personal health records in a secure
manner.

You may transfer your patients’ personal health records as described in the
Act so long as you do so securely.
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Storage and Retention

The Rule

Storage

You must store your patients’ personal health information in a reasonably secure
manner and in accordance with the prescribed requirements, if any.

If your patients’” personal health information is stolen, lost or accessed by
unauthorized persons, you must notify your patients as soon as possible. (There is
an exception under the law for researchers. See the Research section for details.)

Retention

The Act does not establish specific retention periods, but does require records
containing personal health information to be kept:

e no longer than prescribed by law, and

« foras long as needed to allow a patient to exhaust any legal recourse a patient
has regarding a request for access.

Note: The Regulations made under the Act do not currently contain any specific
storage or retention rules; however, the Regulations made under the Public
Hospitals Act that deal with record retention do continue to apply.

What You Need To Do

« Retain your patients’ personal health information in a reasonably secure
manner. See the Security section for guidelines on keeping information
secure.
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e The steps you take must address your:

— physical security (for example, locked filing cabinets, restricted office
access and alarm systems),

— technological security (for example, passwords, encryption and
firewalls), and

— administrative controls (for example, security clearances, access
restrictions, staff training and confidentiality agreements).

Note: If you are a physician and you keep electronic health information, make
sure you:

« can display and print your records for each patient in chronological order,

e can retrieve your records by the patient’s name and health card number (where
applicable),

e Kkeep an audit trail that:
— records the date and time of each entry for each patient,
— shows any changes in the record,

—  preserves the original record’s content when changed or updated, and can
be printed separately from other patients’ records,

e use password protection or other features to secure the records from
unauthorized access, and

« install automatic back-up for file recovery to protect your records from loss
and damage.

e Retain personal health records for their minimum retention periods. This
means in every instance you need to know the retention periods various laws
prescribe and why the information you are dealing with was collected.

e When patients have requested access to their own personal health records,
retain those records as long as needed to allow the patients to exhaust any
legal recourse involving the request.
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What You Should Do
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Establish procedures for record storage. These procedures should be based on
the guidelines provided in the Security section.

Establish procedures for record retention. These procedures should be based
on the information in the Summary of Retention Periods.

Retain clinical records for the periods described in the Summary of Retention
Periods. Retain educational, administrative, funding and research records for
as long as you need them to serve their purpose, and then securely dispose of
them.

In deciding how long you need to keep your patients’ personal health
information, follow three steps:

— First, consider why you collected the information (for example, for
research, funding or clinical purposes).

— Second, consider how long the law requires you to keep the records.

— Third, decide whether under the circumstances you should hold onto
the records longer than required to manage legal risks (for example,
where patients have sued in the past).

A general practice is to retain information for 10 years from the time the
record was last updated or from when a minor attained the age of majority.

Consider your own risk management. What if a patient sues you after the
minimum retention period has ended and you have destroyed records that
could help defend you? Before disposing of files, ask yourself whether the
patient’s case was one that might lead to a lawsuit. For example, certain kinds
of treatment have a higher incidence of negligence claims (such as
gynaecology and obstetrics). You may want to retain these records for longer
periods than legally required.

See the Summary of Retention Periods for retention periods for:
— Health Records
— OHIP Records
— Research Records

— Education Records
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Disposal

The Rule

You must dispose of your patients’ personal health records in a secure manner.
The Act does not specify disposal methods.

What You Need To Do

« Dispose of your patients’ personal health records in a secure manner.

What You Should Do

« Outline very clear procedures for securely disposing of personal health
records and make sure your procedures are always followed.

« For hard copy records, secure disposal means shredding or burning them.

e For electronic records, secure disposal means either physically destroying the
media they are stored on (such as a CD) or magnetically erasing or over-
writing the information (in such a way that it cannot be recovered).

Encrypting information is not a method of disposal even if the encryption keys
are destroyed because it is possible that encrypted information may be
recovered at some time in the future, even though keys have been destroyed.

« For more information on the security aspects of record disposal, see Security —
People — Personal Responsibilities for Security.

e When you dispose of personal health records, record:

— the names of the patients whose records were disposed of,
— the dates the records were disposed of, and

— that you properly followed your hospital’s disposal procedures.
Keep this record of disposal for as long as your hospital by-laws require.

Note: This is a requirement of the Public Hospitals Act.
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Transfer

The Rule

You may transfer your patients’ personal health records as described in the Act so
long as you do so securely.

What You Need To Do

Transfer to Another Facility

e When you transfer your patient’s personal health records to another facility or
physician, you must keep the original record and only transfer a copy.

Note: This is a requirement of the Public Hospitals Act and the Medicine Act.

Transfer to a Successor

e When you transfer your patients’ personal health records to your successor,
make reasonable efforts to notify your patients before transferring their
records or, if that is not reasonably possible, as soon as possible afterwards.

Transfer to Archives

e When you transfer your patients’ personal health records to:
— the Archives of Ontario, or

— in certain prescribed circumstances, a prescribed person whose duties
include collecting and preserving records of historical or archival
importance, if the transfer is made for that purpose,

make sure you have the archivist’s agreement to the transfer.

Note: In this context, the transfer is made for storage purposes.
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The rules around discoverability of a negligence claim are complex and are dependent on the
specific facts of each case

For specific retention periods regarding individual cases, consult your lawyer
Retention Periods for OHIP Records for Hospitals

The Health Insurance Act requires that records be maintained to demonstrate that:
e aninsured service was provided

e the hospital provided these services

e the service was medically and therapeutically necessary

A minimum of 10 years, in line with statutory retention periods for clinical records, to assist in
proving billing was necessary

Retention Periods for Research Records for Hospitals

General Principle

Identifying data should be retained only as long as necessary to fulfill the research purpose;
however,

e inacase where a claim of negligence may arise, records should be kept longer

o due to the complexity of the discoverability rules in relation to claims of negligence, for
record retention periods for specific research projects, consult your lawyer

If research is conducted without patient consent, the researcher receiving the information must
follow any return restrictions imposed by the originating health information custodian

Retention Periods for Health Records for Physicians (Private Office Records)
Patient Care Records:

Adults: 10 years after the last entry date, or until the physician stops practicing

Minors: 10 years after the day the patient turns or would have turned 18 or until the
physician stops practicing

Special Notes:

Family medicine and primary care physicians should refer to special transfer and disposition rules
if they plan to stop practicing

Dispensing physicians should refer to Supplementary Tables A and B for retention rules relating
to dispensing medications
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Investigations
If a notice for an investigation or inspection under the Regulated Health Professions Act, Health

Insurance Act or Coroners Act is received, the records must be retained until the investigation or
inspection and any subsequent hearing is completed

Patient Access Requests

A personal health record cannot be disposed of if the patient the record relates to seeks access to
those records and has not yet exhausted all avenues allowing for access

Lawsuits
Where a claim of negligence may arise:

Adults: A minimum of 15 years from the date on which the act or omission upon which
the claim of negligence could be based occurred

Minors: A minimum period of 15 years from the date the patient turned 18
In both cases, if the patient cannot commence a claim because of a mental, physical or
psychological condition and the individual has no litigation guardian, the records should be kept

longer

The rules around discoverability of a negligence claim are complex and are dependent on the
specific facts of each case

For specific retention periods regarding individual cases, consult your lawyer
Retention Periods for OHIP Records for Physicians

The Health Insurance Act requires that records be maintained to demonstrate that:
e aninsured service was provided

e the physician provided these services

e the service was medically and therapeutically necessary

A minimum of 10 years, in line with statutory retention periods for clinical records, to assist in
proving billing was necessary

Retention Periods for Research Records for Physicians

General Principle

Identifying data should be retained only as long as necessary to fulfill the research purpose;
however,

e inacase where a claim of negligence may arise, records should be kept longer
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o due to the complexity of the discoverability rules in relation to claims of negligence, for
record retention periods for specific research projects, consult your lawyer

If research is conducted without patient consent, the researcher receiving the information must
follow any return restrictions imposed by the originating health information custodian
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SUPPLEMENTARY TABLE A

RETENTION PERIODS FOR RECORDS RELATING TO DRUGS
DISPENSED UNDER THE ONTARIO DRUG BENEFIT PLAN

Document

Retention Period

Statement of daily transaction totals

2 years from the statement
preparation date

Summary remittance or reject statement from the
Minister

2 years from the statement receipt
date

Claim for payment or reversal submitted to the Ministry,
with a record of the claim submission date

2 years from the claim submission
date

Monthly Ontario drug benefit eligibility card or copy of
the cards for each eligible person for whom a drug is
dispensed

2 years from the first drug
dispensing date

Prescription with a no substitution direction and
accompanying copy of the Health Canada adverse drug
reaction form

2 years from the receipt date

Ministry confirmation that drug is to be supplied if it
meets the applicable clinical criteria set out in Part 111 of
the Formulary

2 years from the confirmation
receipt date

For each extemporaneous preparation supplied for an
eligible person, the formula, including the compounding
time, all of the ingredients and the quantities and cost of
those ingredients

2 years from the supply date

Where the acquisition cost of a drug is claimed, a copy
of the supplier’s invoice and a detailed calculation in
accordance with section 14 of the cost of purchasing the
drug product

2 years from the receipt date
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SUPPLEMENTARY TABLE B

RETENTION PERIODS REQUIRED FOR PATIENT RECORDS
RELATING TO DISPENSING OF DRUGS UNDER
THE DRUGS AND PHARMACIES REGULATIONS ACT

Document

Retention Period

Required dispensing records

6 years after the last entry date or
until the physician stops practicing
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The Rule

You must implement reasonable physical, technical and administrative measures
to safeguard personal health information.

You must implement these measures to ensure the security and confidentiality of
personal health information. Specifically, you must:

e prevent unauthorized use, copying or disclosure of the information,
e protect the information during collection, storage, transfer and disposal, and

e protect the integrity of the information by preventing unauthorized
modification or disposal.

You must also notify your patients as soon as possible if their personal health
information is stolen, lost or accessed by unauthorized persons.

The Act does not prescribe specific security standards and safeguards; instead it
asks you to take reasonable steps. What is reasonable depends on the threats,
risks and vulnerabilities to which the information is exposed, on the sensitivity of
the information and on the extent to which it can be linked to an identifiable
individual. What is reasonable can also be judged by comparing the steps you
take with the best practices that other similar organizations with effective security
have implemented.

It is clear that taking reasonable steps includes implementing systems and controls
that safeguard how you collect, use, modify, disclose, retain, transfer and dispose
of personal health information. These steps cover:

o physical security (for example, locked filing cabinets, restricted office access
and alarms),

« technical security (for example, passwords, encryption and firewalls), and

« administrative controls (for example, security clearances, access restrictions,
staff training and confidentiality agreements).

The four security sections that follow are designed to help you identify and
implement best practices for safeguarding personal health information. When you
read them, you will see statements such as “What you need to do...” You should
interpret this as “What you need to do to implement best practices for
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safeguarding personal health information” as opposed to “What you must do to
comply with the law”. Ultimately, it is up to you to decide what taking
reasonable safeguard steps means for your organization, but we strongly suggest
that adopting best practices is the approach to take. Clearly, if you take no steps,
you are in violation of the Act.

As you read the four security sections, you should keep in mind some simple
principles of security that will help you make decisions and determine priorities:

o Take a “defence in-depth” approach that assumes no single measure is
perfect. So if it fails, you have other lines of defence to maintain protection.
Consider mixing your measures between technical/physical measures and
administrative measures (people and processes). Just having all technical
measures could leave you exposed in situations such as power failures.

o Make sure your security program is balanced and comprehensive. Security
is only as strong as the weakest link. Paying too much attention to one
vulnerability at the expense of others will leave you exposed and will not
provide you with the best value for your security dollar. It is better to have a
$50 lock on both front and back doors than a $1,000 lock on the front door
and none on the back.

o Don’trely only on technology. Using technology will be important to help
you protect personal health information but people and processes are often
more important. Technology is useless if people don’t use it properly. And
unfortunately, your people will often likely be the cause of security problems.
So having informed, motivated staff using well designed processes is critical.

e Security is not just the job of the security professionals — security is
everyone’s job. Once someone has “security” in their job title you may think
you can relax and assume that they are taking care of everything. Staff must
be made aware that they are all key to good security.

o Keep personal health information in places you can best protect it. This
sounds obvious but there are choices you can make to centralize the storage of
both hardcopy and electronic information in areas that have good security
controls such as supervised filing areas or servers managed by an IT
department. Wherever possible, avoid letting the information be stored where
you have less control, such as individual offices or personal computers.

You should also apply your thinking to everyone who has access to personal
health information within the institution, including employees, agents, contractors
and volunteers. Throughout these sections we will collectively refer to these
people either as “staff”, or “user” if we are talking about electronic access to
information. You must also think beyond your boundaries to how the security
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protections will apply to third parties who handle personal health information on
your behalf.

In the next four sections, we’ll deal with the critical aspects of an effective
security program:

e Section 1: Security — First Steps
e Security Program and Policy
* Roles and Responsibilities
» Information Inventory and Classification
e Section 2: Security — People
» Personal Responsibilities for Security
» Authentication and Authorization
e Section 3: Security — Institutional Safeguards
» Perimeter Security
» Malicious Software
» Wireless and Portable Devices
e Section 4: Sustaining Security
» Business Continuity
» Development and Maintenance
* Audit

e Recommended Standards
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Key Points

To implement security effectively, you need a balanced approach that covers your
staff, your administrative processes and your technology. This section deals with
the fundamental first steps:

Set up a security program that takes a comprehensive approach to your
physical, technological and administrative operations.

Assess your current security situation to determine your priorities and serve as
a baseline for the program.

Develop a security policy that commits the organization to appropriate
security measures and provides high-level direction on how this will happen.

Develop an appropriate set of security standards and procedures based on your
policy.

Appoint a staff member with overall responsibility for security.

Define, document and communicate the responsibilities of this role and all the
other roles required to support your security policy.

Documents you should create as a result of carrying out these steps include:

Security Policy, Standards and Procedures
Initial Security Review Results

Personal Health Information Inventory (Appendix B)
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Security Program and Policy

You must take reasonable steps to keep personal health information secure. What
is reasonable may vary depending on your organization’s size and complexity,
and the nature and extent of risks faced within the organization. Large hospitals
dealing with significant amounts of sensitive personal health information that
have internal networks, centrally managed IT and many staff members accessing
information electronically will need different security than small offices. You
must decide where your organization falls on the range between large institution
and small office. Scale your measures to a reasonable level that fits your
circumstances.

What You Should Do

Set up a security program that takes a comprehensive approach to your physical,
technological and administrative operations.

Assess your current security situation to determine your priorities and serve as a
baseline for the program.

Develop a security policy that commits the organization to appropriate security
measures and provides high-level direction on how this will happen.

Develop an appropriate set of security standards and procedures based on your
policy.

Your security program must be comprehensive because good security does not
rely only on a strong lock on the front door. Good security relies on a series of
measures in place just in case the lock gets broken or the back door is left open.
Your program must also cover all security measures and not just technical ones.
Installing anti-virus software to secure personal health information is important.
But, it is not enough. Security is easily breached by simple mistakes such as
sensitive information being left lying around or a wrong number being punched in
when faxing a patient record.

You need to make an initial assessment of your current security situation to
determine the critical areas you must address first and also to set the baseline you
will measure against to determine the effectiveness of your security program.
This assessment should analyze both your current security risks and controls. If
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you don’t have the skills within your institution to do this, seek outside help to do
the assessment properly since it will serve as the foundation for your program.

A written security policy is important as it will guide your staff on overall security
matters and provide a base for creating specific standards and procedures. Your
initial security assessment will provide input to help you build the policy that best
meets your security needs. You also need to have a good understanding of your
legal, regulatory, ethical and contractual security obligations in order to build
your policy.

At a minimum, the highest levels of your management should approve your
security policy. Your security policy should include:

e what security means to your institution and why it is so important,

o key security goals and principles,

 individuals’ basic security responsibilities and accountability,

e how staff will be trained,

« who will review and update your policy, and

« how you will comply with your contractual and legal security obligations.

You should use your policy to help develop a fully documented set of security
standards (for example, password rules) and security procedures covering both:

e how you protect your perimeter (such as the main entry point to your building
or computer network), and

e what occurs inside your building or network (because your employees are not
free to see any information they want, nor are they immune from mistakes or
bad judgement).

The security policy should integrate with other policies, particularly privacy.

Tell your staff and outside contractors about the policy.

Small Office Applicability

o Give your staff a concise written set of security rules that also explain why the
rules must be followed.

e Remember that everyone must play their part in protecting your patients’
personal health information and your facilities.
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o The Small Office Applicability sub-sections in this section will help you
customize rules that fit your office.

Roles and Responsibilities

What You Should Do

Appoint a staff member with overall responsibility for security.

Define, document and communicate the responsibilities of this role and all the

other roles required to support your security policy.

Assign at least one staff member (for example, the Security Officer) overall
responsibility for security. See Appendix A for a sample of this person’s
responsibilities.

Establish a cross-functional team of senior managers to review security status,
requirements and direction and ensure security issues are addressed with long-
term solutions. The team should meet regularly.

Consider appointing a Data Steward to define the exact policies for access to
stores of personal health information.

Appoint one staff member in each critical process (such as transferring health
records) to be responsible for that security process. This role differs from the
Data Steward role as the latter deals with disaster recovery requirements
rather than specific data-handling requirements.

Define, document and communicate security responsibilities for personnel
managers, general employees, and those with security roles for specific
processes.

Define specific security duties for employees responsible for maintaining
security controls and with special access for technical support.

Ensure security through “separation of duties.” Individuals should neither
audit their own performance nor authorize their own access to a system.
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If security responsibilities can be delegated, for example, where a Data
Steward may appoint someone to perform day-to-day data access approvals,
define the delegation precisely.

Do not delegate responsibility for determining security requirements to third
parties. Define security requirements in any contract with third parties with
access to personal health information. Build in appropriate monitoring
measures to ensure they comply.

Your list of security responsibilities should cover specific security incident
response procedures (such as responding to security breaches).

Small Office Applicability

The law makes physicians ultimately responsible for security.

While all staff play a role, the buck stops with the custodian of personal health
information.

Make clear to your staff what are their security responsibilities (as described
in other sections of this Toolkit). Train staff on these responsibilities when
hired. Ask them to sign that they understand and will abide by their
responsibilities.

Information Inventory and Classification

What You Should Do

Maintain a categorized inventory of all your stores of personal health information.

List all stores of personal health information. Capture the essential facts about
the information and how it should be handled. (A sample Inventory Template
is included in Appendix B).

The inventory should include all formats and media used to store personal
health information including electronic, hardcopy, microfiche, audiovisual
media, photographs and other images.
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e Build your security policy around a data classification scheme. Categorize the
types of information you collect and store and define security controls for
each category. Typical categories include:

public — no restrictions,

internal — for use inside the institution only,

confidential — for use only on a “need to know” basis, and

restricted — controlled access to specified individuals.

o All personal health information should be classified as at least confidential.

Small Office Applicability

o Keep accurate records of the personal health information you store. Include
both hardcopy and electronic information and information that may be outside
your office.

o Implement appropriate security measures to protect the information. At a
minimum, store hardcopy information under lock and key and protect
electronic information by password.

Checklists, Templates and Tools

Appendix A — “Roles and Responsibilities” provides a sample of a Security
Officer’s Responsibilities

Appendix B — “Information Inventory and Classification” provides a sample
Information Inventory Template
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APPENDIX A — ROLES AND RESPONSIBILITIES

Sample Security Officer Responsibilities

Setting, reviewing and updating security policy.

Ensuring staff and contractors are aware of the policy and informed on how
they should support it.

Driving implementation of supporting procedures and controls.
Ensuring security controls are audited.

Conducting Threat Risk Assessments (TRA) for any changes to processes or
IT systems that could affect security. (See sample TRA form in Sustaining
Security section.)

Investigating security incidents and ensuring long-term solutions are in place.
(Security incidents occur whenever your security controls are compromised or
challenged beyond any thresholds you have set. If the incident compromises
personal health information, it also raises privacy issues; you should follow
the guidelines in the Oversight section of this Toolkit to manage a privacy
breach.)

Developing a close working relationship with the contact person or equivalent
(since these roles are intimately connected).

Advising staff and contractors on security.
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APPENDIX B — INFORMATION INVENTORY AND CLASSIFICATION

Sample Information Inventory Template

Create and maintain a high-level inventory of all the computer and hardcopy
stores of personal health information you have. Remove the sample information
and customize the table according to your needs.

Information Info Backup
Name Types Steward Location Copies Security Retention

Master Patient info: John Q. UNIX Offsite Confidential: Archive
Patient - Name Deere server at storage password- after patient
Health - Contact info College facility in protected via inactive for
Records - Health # Street Markham EHR ° years

- Family info location application on

- Health encrypted in

history storage
MRI MRI images Jane P. MRI None Confidential: Destroy
Records with: Doe Cabinet, Locked after patient

-patient name 4th floor, cabinet (key inactive °

-health # University with Jane) years

-date Avenue Sign-out sheet

for borrowing
records

Storage requirements should include any special measures needed for the type of
media used, such as limits on heat, humidity, ultra-violet light and magnetic

fields.
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Key Points

Your security is only as strong as your staff. Even the best technological security

is vulnerable if you do not have staff committed to safeguard confidential

information. This section deals with the steps needed to address the people aspect
of security:

Inform and motivate all staff and contractors. Give them the necessary tools
to carry out their personal security responsibilities. Training should include
awareness and commitment to:

Security Policy

Malicious Software Rules
Responsibilities for Physical Security
Acceptable Use Policy

Rules for Fax Machines
Confidentiality Agreement

Password Policy

Guidelines for Mobile Computing

Incident Reporting Rules

Impose controls to ensure no one gains access to personal health information
without proper authorization.

Documents you should create as a result of carrying out these steps include:

Staff Responsibilities for Physical Security (Appendix A)

Acceptable Use Policy and Rules for Fax Machines (Appendix A)

User ID and Access Management Procedures (Appendix B)

Password Policy (Appendix B)
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Personal Responsibilities for Security

What You Should Do

Inform and motivate all staff and contractors. Give them the necessary tools to
carry out their personal security responsibilities.

e Run appropriate background checks before hiring staff who:
— deal with personal health information,
— work on IT infrastructure, and

— have special security responsibilities.

« Staff should sign confidentiality agreements.

— Have staff sign the agreement when they are hired and initial their
pledge annually as a reminder. Use this as an annual opportunity to
reinforce training on privacy and security and brief staff on recent
changes.

« All third-party contractors (for instance, consultants) and key contractor staff
who may have access to sensitive information should sign an agreement
before they begin work.

Physical Security

e Your staff must:

be aware of physical security responsibilities,

— lock up sensitive material,

— wear identity badges,

— secure information outside the normal work area, and

— report suspected incidents.
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See Appendix A for more detailed guidance on physical security and use of
fax machines.

Tell staff what they need to do for on-line security. Issue an “Acceptable
Use” policy (see Appendix A for a sample).

Provide staff with necessary security tools (such as anti-virus software and
laptop computer cable locks).

Create an ongoing security awareness and training program, reinforced with
regular updates.

Small Office Applicability

Lock up hardcopy personal health information if left unattended. Assign
someone the task of making sure the office, all personal health information
and computers are locked at the end of each day.

Set power-on passwords on all computers. Install locking screen savers and
instruct staff to use the screen saver whenever they leave their computer. Set
the screen saver to automatically kick in when the computer is idle for a
reasonable period of time.

Use your computers’ built-in security features, such as power-on and hard-
drive passwords.

Make sure staff understand that they should not install any unauthorized
software or connect any unauthorized devices to their computers, or use their
computers for unauthorized purposes.

Make sure staff understand that they may not copy or transmit any
information from their computers unless authorized. This includes using
email or instant messaging.

Avoid accidental exposure of personal health information, like the “reader
over the shoulder” or the neighbour who overhears loud conversations.

Give staff facilities (for example, shredding machines) to securely dispose of
personal health information no longer required.
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Authentication and Authorization

Although the following guidelines focus on computer systems, many apply
equally to voicemail and hardcopy records.

What You Should Do

Impose controls to ensure no one gains access to personal health information
without proper authorization.

o Authentication establishes someone’s identity.
o Authorization establishes what someone may do.

Restrict access to all personal health information to only those who “need to
know”. Give access only to people whose job requires access.

Always provide only the minimum access needed to perform the job.

e Where possible, use two-factor authentication to grant access to personal
health information. This requires users to (1) know something, like a
password, and (2) have something, like an ID badge. This is especially
important when providing remote electronic access to personal health
information.

« Implement effective password policies and practices, including standards on
password choice, protection and updating. (A sample password policy is
found in Appendix B.)

e Avoid shared User IDs so you can hold all individuals accountable for their
use of computer and network resources.

e Manage User IDs and associated access rights from issuance through deletion.
Appendix B provides details on the practices you should adopt, including:

— periodically checking to see that User IDs are still needed, and

— creating special measures for User IDs with access overrides, such as
those technical support staff use.
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Small Office Applicability

o Provide staff with their own computers, User IDs and passwords, where
possible. At a minimum, staff should have their own User IDs and passwords
to access personal health information.

e Remove or change access as soon as staff leave or change responsibilities.

e Instruct your staff to create passwords that are hard to guess. Tell them not to
write passwords down and, if they must, to store the paper someplace secure.
(Recommend passwords at least 8 characters long containing both numbers
and letters.) Ask them to change these passwords periodically and never re-
use old ones.

o Instruct your staff never to share their passwords except for temporary
authorized backups. Passwords should be reset immediately afterwards.

Related Sections of the Act

2,3,4,10, 12,13, 14, 42,53

Checklists, Templates and Tools

Appendix A — “Personal Responsibilities for Security” provides a sample List of
Staff Responsibilities for Physical Security, a sample Acceptable Use policy and
guidance on using fax machines.

Appendix B — “Authentication and Authorization” provides a sample password
policy.
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APPENDIX A — PERSONAL RESPONSIBILITIES FOR SECURITY

Sample List of Staff Responsibilities for Physical Security

Lock cabinets and secure removable computing devices such as laptops.
Follow “clean desk” practices especially in unattended workspaces.

Wear identity badges, challenge “tail-gaters” entering restricted areas, and
sign-in and escort visitors in restricted areas.

Secure information and computers used outside the normal work environment
(for example, in a home office or while tele-commuting or travelling for
business).

Avoid accidentally exposing information, for example, allowing a computer
screen to be viewed or a conversation to be overheard.

Dispose of hardcopy personal health information properly (for example, using
a shredding machine). Disposal methods such as shredding machines should
meet security standards.

Properly dispose of digital media by either physical destruction (for example,
shredding CDs) or by first erasing information in an approved manner.

Sample Acceptable Use Policy

Modify the following sample policy to suit your requirements. Review with your
lawyers before publishing.

Applicability

— All users, including full- and part-time employees, contractors, temps,
affiliates, consultants, and interns, of [Insert Your Organization’s
Name] IT resources are subject to this Acceptable Use Policy.

Business Use

— Use [Insert Your Organization’s Name]’s resources exclusively to
conduct [Insert Your Organization’s Name] business or for other
uses management authorizes.

— The following statement (or equivalent statements) must be presented
to individuals logging onto [Insert Your Organization’s Name]
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systems during the identification and authentication process if the
[Insert Your Organization’s Name] system is running an operating
system that can provide notification (otherwise labels containing the
text should be placed visibly at the user interface):

e Use is subject to audit at any time by [Insert Your
Organization’s Name] management. [Insert Your
Organization’s Name] may from time to time monitor use of its
IT resources, including email and the Internet, to ensure business
use or to investigate suspected problems. Users are advised of this
practice before being permitted access to [Insert Your
Organization’s Name] IT resources.

e Personal Use of Computing Equipment

Only [Insert Your Organization’s Name] management may approve
personal use of [Insert Your Organization’s Name] computing
equipment (if the use is clearly insignificant and complies with [Insert
Your Organization’s Name]’s Business Conduct Guidelines).
Personal use may not be approved if it:

* interferes or competes with [Insert Your Organization’s Name]
business,

* interferes with any employee’s job performance,

» involves any additional costs to [Insert Your Organization’s
Name],

* involves commercial solicitation,

» divulges company information to others, or

involves commercial or personal distribution lists.

Questions concerning personal use of [Insert Your Organization’s
Name] computing resources and Internet services should be discussed
with the employee’s manager.

Incidental or infrequent personal use of [Insert Your Organization’s
Name]’s e-mail systems and access to the Internet for personal use
may be allowed without management approval provided none of the
above prohibitions are violated.
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e Instant Messaging

— Internal Instant Messaging is subject to all [Insert Your
Organization’s Name] Acceptable Use standards and is subject to the
same policies and standards as e-mail communications.

— External or public Instant Messaging software and services may not be
used on any [Insert Your Organization’s Name] machines or from
within the [Insert Your Organization’s Name] network.

— Only the authorized [Insert Your Organization’s Name] Instant
Messaging solution may be used.

e Cell Phones

— Cell Phones should not be used to store or transmit confidential
information.

— Use of cell phone cameras is prohibited within [Insert Your
Organization’s Name].

o Wireless Network Access

— Management must approve in writing all Wireless Access Points. A
Risk Assessment must be performed prior to their implementation.

— Only [Insert Your Organization’s Name] approved and installed
Wireless technology is permitted on an [Insert Your Organization’s
Name] machine or within [Insert Your Organization’s Name].

e Chain Letters, Hoaxes and Virus Warnings
— Using [Insert Your Organization’s Name] computer systems to
send, forward or reply to chain letters, free offers, hoaxes or virus

warnings is prohibited.

— Should you receive an e-mail notice about a supposed virus or harmful
code threat, notify the Help Desk or check the [Insert Your
Organization’s Name] intranet site.
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o Offensive and Inappropriate Material

— [Insert Your Organization’s Name] employees may neither access
nor distribute any material that could be considered inappropriate,
offensive or disrespectful to others. Examples include material that:

» contains sexually explicit images or descriptions,
» advocates illegal activity, or

« advocates intolerance for others.

— Employees should obtain company directives from their managers.

e Internet Use

— These rules apply to both the Internet and internal [Insert Your
Organization’s Name] intranet network.

— Unprotected information posted on the Internet is available to
countless unknown people worldwide, not all of whom support [Insert
Your Organization’s Name].

— [Insert Your Organization’s Name]’s information, computing assets,
and corporate image on the Internet must be rigorously safeguarded
from loss, modification or destruction.

— Using the [Insert Your Organization’s Name]’s Internet access is
regulated by policy. Any infringement can result in disciplinary action
up to and including termination. Prohibited uses can include:

e viewing or posting any material considered inappropriate,
offensive or disrespectful to others,

 using unauthorized file exchange or sharing of services (such as
Napster, Gnutella, WinMX, LimeWire, BearShare, Morpheus and
Kazaa),

» trading securities,
» gambling on-line or entering prize competitions,

» downloading entertainment software or games or playing games,
and
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» uploading software or data owned by or licensed to [Insert Your
Organization’s Name] without appropriate authorization.

[Insert Your Organization’s Name] may block access from within
our networks to any sites we determine are inappropriate for any
reason. If you find yourself connected incidentally to a site that
contains inappropriate material, you must disconnect from the site
immediately.

Posting information about [Insert Your Organization’s Name]’s
employees, vendors, suppliers or partners without a valid business
justification is prohibited. Posting personal opinions about [Insert
Your Organization’s Name]’s staff or affiliates is prohibited.

Revealing confidential or personal health information, and any other
material on chat rooms is prohibited.

Downloading infected, unlicensed or unregistered software is
prohibited.

Electronic Mail

Electronic mail (e-mail) is a business tool that should be used with the
same considerations for quality and appropriateness as any other
business communication.

E-mail is the property of [Insert Your Organization’s Name] and
may be monitored or audited at any time to ensure compliance with
Security Policies and Standards or for other reasons at management’s
discretion.

Employees may not represent themselves as someone or something
they are not.

Sending, creating or storing offensive or disruptive material using
email is strictly prohibited. Violating [Insert Your Organization’s
Name]’s business conduct guideline is also prohibited. Prohibited
content includes, but is not limited to, racial or ethnic slurs, profanity,
and messages containing sexually explicit language or graphics.

Any communication using [Insert Your Organization’s Name]’s e-
mail or Internet systems could be construed as representing [Insert
Your Organization’s Name]’s corporate position. Only duly
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authorized individuals may speak or write on [Insert Your
Organization’s Name]’s behalf.

— Users must never attempt to gain access to another user’s email
messages without permission.

— Critical information should not be stored in email.

e Representation of [Insert Your Organization’s Name] using IT facilities
(such as email or the Internet)

— Employees representing [Insert Your Organization’s Name] must
identify themselves accurately and completely (including their position
and function where requested).

— Any false representation of authority or engagement in unauthorized
business is strictly prohibited.

— Only duly authorized employees or officials may represent [Insert
Your Organization’s Name] and its policies in speech or writing to
the media, analysts, or at public gatherings. Other employees may
participate in newsgroups or chats in the course of business, when
relevant to their duties, as individuals speaking only for themselves.
Individuals participating who are identified as an [Insert Your
Organization’s Name] employee or agent must refrain from any
unauthorized political advocacy, endorsement or apparent
endorsement by [Insert Your Organization’s Name] of any
commercial product or service.

— Electronic mail addresses may satisfy the requirement for a legal
signature. Employees must avoid creating unwarranted contractual
obligations. Where the possibility exists, a disclaimer must be
included, indicating that official approval must be obtained before
agreement.

— [Insert Your Organization’s Name] does not accept responsibility
for the personal opinions its Internet users express. [Insert Your
Organization’s Name] does not act as a publisher; it simply allows
the means to distribute statements its employees make. Employees
with Internet access must understand how Canadian intellectual
property, defamation and criminal laws may expose [Insert Your
Organization’s Name] to legal liability.
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o Compliance With Legal, Statutory and Regulatory Requirements

[Insert Your Organization’s Name]’s facilities and computing
resources must not be knowingly used to violate the laws of Canada
or Ontario or of any other jurisdiction in any material way. Using
institutional resources for illegal activity is grounds for immediate
dismissal, and [Insert Your Organization’s Name] will cooperate
with any legitimate law enforcement activity.

Any software or files downloaded via the Internet into the [Insert
Your Organization’s Name] network become the [Insert Your
Organization’s Name]’s property. These files or software may be
used only in ways consistent with their licences or copyrights.

No employee may knowingly use [Insert Your Organization’s
Name] facilities to download or distribute pirated software or data.

e Malicious and Damaging Activities

Employees must never use [Insert Your Organization’s Name]’s
Internet facilities to propagate any virus, worm, Trojan Horse or trap
door program code.

Employees must never use [Insert Your Organization’s Name]’s
Internet facilities to disable or overload any computer system or
network, or circumvent any system intended to protect another user’s
privacy or security. Employees also must never use [Insert Your
Organization’s Name]’s computing resources to gain unauthorized
access to remote systems. Any attempts to do so will be reported to the
remote systems’ administrators and law enforcement personnel where
warranted. Deleting, examining, copying or modifying other users’ or
entities” data or files without their consent is prohibited.

Employees must never run security-testing tools or programs against
any Internet system or server.

Employees must never knowingly write or run any computer program
or process (including email) that would consume more computer
resources than needed to perform [Insert Your Organization’s
Name]’s work.

Employees must not use [Insert Your Organization’s Name]’s
network to perform an Internet transaction that may consume
significant system resources and interrupt or delay system use.
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Information Technology management must approve any repetitive or
large data transactions.

Rules for Transmitting Personal Health Information using Fax Machines

e Transmit personal health information by fax only when no more secure
practical alternative exists.

e When you do need to send a fax, always remove common identifiers, such as
a patient’s name and address (an ID number may be all that is required) from
personal health information.

o Because the fax machine receiving your transmission may not be located in a
secure area, always let your recipients know that you are about to fax sensitive
material to them and confirm their fax number.

o Always include a cover page with your name, telephone number, date and
number of pages sent.

o Carefully enter the fax number to ensure you do not misdirect the message
and seriously breach someone’s privacy.

« To avoid manual keying errors to routine destinations, use the fax machine’s
auto-dial features, if available.

« Confirm that the intended recipient has received all pages you sent.

o Immediately try to recapture any misdirected fax, and follow the guidelines in
this Toolkit for handling a privacy breach if appropriate.
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APPENDIX B — AUTHENTICATION AND AUTHORIZATION

Sample User ID and Access Management Practices

Manage user IDs and access rights.

Appoint one person to approve user ID set-up and periodically review
that access is required.

Make sure users immediately change temporary passwords to a
password only they know when they first log on. Never issue
temporary passwords that are easy to guess (like “welcome”).

Transmit passwords securely and separately from information that
identifies the user.

Immediately remove access when people leave or change jobs.
Never reuse old User IDs.

Use Identity Management software to manage this process where
possible.

Implement “need to know” access.

Give access only to those people whose jobs require access. (For
example, those caring for or treating a patient would need to know the
personal health information relating to their role in the patient’s
current primary care and treatment.)

Restrict access by the specific fields and range of records each person
needs access to do the job. If the technology does not allow a fine
enough degree of control, modify or replace the technology as soon as
possible, using manual controls in the meantime. (This usually
requires spot-checking for correct use of information after the fact).

Set default access to read-only (view), and add only where the job
function requires more.

As the type of access needed increases, the level of approval should
increase.
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— Always consider whether the job can be performed effectively with
either anonymous rather than personal information.

— Build access rules in terms of defined job roles, such as “emergency
room physician” or “acute care nurse,” instead of evaluating individual
requests.

— Consider other methods to support “need to know” access, such as:

Relationship Based Location/ Method Time Based
Access Control Based Access Access Control
Control

&2
User has a particular Access may be denied Access is given
relationship with the if the request comes only for specific
patient before access from an insecure times (e.g., no
is granted, (e.g., location or method after hours
attending physician) (e.g., no access from access)

home)

o Users with special support User IDs that provide more powerful access
capabilities should:

— have a regular User ID for when not performing support functions,

— not have special IDs in both production and test/development
environments, and

— not have access to delete or modify audit logs.

o Systems should lock User IDs automatically after three failed logon attempts
in a row and these events should be logged.

Sample Password Policy

Modify the following Password Policy to suit your environment and
requirements, automating as many of the rules as possible.
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Password Protection

Do not transmit user passwords in clear text form over the Internet,
public networks or wireless devices. Passwords generated for an
individual user must be conveyed to the user in a secure manner, such
as in a telephone or face-to-face conversation, password-protected
voicemail box or encrypted electronic mail, or by separating the
password from its context (user ID).

A new password may be generated only after the system administrator
or designated authority has positively identified the user.

When temporary passwords are issued for new or reset User 1Ds, the
user should immediately change to a password no one else knows
when first logging on.

Change default user IDs with default passwords shipped with
operating systems and program products for use during system and
product installation and set up as soon as possible during or following
their initial use.

If possible, user passwords must be encrypted when stored in files or
databases on systems and servers. If passwords cannot be encrypted,
access to the file or database element containing the passwords must
be restricted to only authorized system security administrators. If
passwords are not encrypted during storage and transmission, they
may be hashed with a one-way function. Hashing with a one-way
function is considered acceptable protection for passwords when
transmitted across a network.

Do not disclose to or share with anyone your password, including
administrative assistants or secretaries, unless individual
accountability can be maintained.

User password management is a condition of your employment.

Do not write your password down. If this is unavoidable and you must
write it down, protect the writing containing your password as
confidential information, keeping it in your possession or under lock
and key at all times.

Do not store passwords in a file on any computer system (including
Palm Pilots or similar devices) without strong encryption.
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Passwords must never be included in any automated log-on process
(for example, stored in a macro or function key) or plain-text batch
files residing on a user’s local workstation to hasten log on without
having to key the user-1D/password combination in.

Close or log out of password protected web sessions as soon as you
have finished with them.

Password files for a system must be separated from other system and
application data, and should never be available to non-administrative
users.

Passwords for critical systems and network components must be
sealed and stored in a physically secured location to permit emergency
use by designated personnel when necessary.

Do not possess nor use any tool that would obtain, disclose or capture
another user’s password.

Controls must be in place to prevent an unlimited number of invalid
logon password attempts (like password hacking). This will be
accomplished by either revoking or locking the user 1D on the fourth
consecutive invalid attempt or using a logon inductor to exponentially
increase the amount of time between sign-on screens (to prevent
automated tool password hacking).

Passwords must be changed regularly (monthly or quarterly). Old
passwords should not be re-used.

If an account or password is suspected to have been compromised,
report the incident and change all passwords.

All unsuccessful authentication attempts will be logged.

The Information Security Department or its delegates will perform
password cracking or guessing periodically or randomly. If a
password is compromised during one of these scans, the user will be
required to change it.

Password “Don’ts™:

* Never reveal your password to anyone including your manager,
family members and co-workers, except as part of an authorized
password management process.
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* Never discuss your password in front of others or hint at your
password’s composition (for example, “my family name”).

* Never reveal a password on questionnaires or security forms.

* Never use the “Remember Password” feature on applications (for
example, Internet Explorer, Eudora, Outlook, Netscape
Messenger).

o Password-cracking programs can break weak passwords in minutes. Observe
these rules to build strong passwords.

— Passwords should be at least 8 characters long.

— Passwords should contain a mixture of letters, numbers and special
characters (for example ! @ # $ %), if possible.

— Avoid dictionary words within the password.

— Avoid using passwords based on easily guessed ideas, such as birth
dates, family or pet names, hobbies, sports or months.

— Avoid keyboard sequences (for example QWERTY) and logical
sequences (for example, ABC, 1-2-3, zyx, 10-9-8).

— Avoid repetitive sequences (a number or letter used more than twice).

— Do not use the same password for work and non-work User IDs (for
example, personal ISP account, option trading, benefits, etc.). Avoid
using the same password for multiple work User IDs.

— Do not re-use old passwords.

— Temporary passwords for new or reset User IDs should not be re-used

(generate a new one for each situation) and should not be easy to guess
(for example “welcome”).
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Key Points

To implement security effectively, you need a balanced approach that covers your
staff, your administrative processes and your technology. This section deals with
the steps needed to secure the institution. These steps have some implications for

general users but would largely be carried out by IT professionals:

« Secure the physical and electronic (computer) points that provide access to
personal health information.

o Use appropriate measures to protect information technology from malicious
software.

« Implement an incident response plan to address any incidents that do occur.

o Put policies and procedures in place to reduce the security risks associated
with wireless and portable devices.

Documents you should create as a result of carrying out these steps include:
o Malicious Software Policy (Appendix B)

Malicious Software Guide (Appendix B)

User Guidelines for Mobile Computing (Appendix C)

An Incident Response Plan

A Plan to Manage Computer or Digital Media Theft or Loss (Appendix A)
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Perimeter Security

What You Should Do

Secure the physical and electronic (computer) points that provide access to
personal health information.

Physical Perimeter Security

e Lock printed files and removable storage media (CDs etc.) containing
personal health information in secure places.

e Use physical entry barriers to restrict access to personal health information to
identified and authorized personnel. Examples include:

— active supervision by a security guard or receptionist, or requiring
visitors to sign-in, and

— passive control through an automated security badge system,
surveillance cameras or alarms.

e When printed health records are used outside the controlled area:
— use a sign-out log to record who borrows the record,
— tell them how the record is secured, and

— check the sign-out log at the end of each day to ensure all records due
back have been returned.

e Supervise third-party access (for example, cleaners, building security and
landlords) to areas where personal health information is kept.

« Monitor printers and fax machines for documents containing personal health
information or keep these devices in rooms with restricted access.

e Remove or encrypt any personal health information from computer equipment
sent off-site for maintenance. Ensure those who service your equipment sign
an agreement as well (see the Managing Contracts and Agents section).
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Use secure medical courier delivery services wherever possible for
transporting personal health information.

Use sealed containers to transport personal health information between secure
facilities. Consider using packaging that reveals when it has been tampered
with and check that quantities sent and received match.

Secure centrally managed computing equipment and network cabling to
prevent tampering or unauthorized connection of other devices.

Electronic Access Points

Use network security measures, such as firewalls, to stop unauthorized traffic
from entering your computer network.

Segregate the network into different security zones to provide more protection
for information that needs it. See Appendix A for details on Security Zones of
Control.

Use secure remote access methods, such as Virtual Private Networks (VPNS),
to provide authorized users with secure remote access to your institution’s
network.

Note: VPNs refers to technology that allows authorized users to send
information over a public network, like the Internet, in a protected
manner with safeguards equivalent to that of using the organization’s
private network.

Do not tolerate unmanaged network access points (for example user-
connected dial-up modems or wireless hubs).

Erase or destroy personal health information stored on computer equipment
when selling or disposing of the equipment. (Just using the “delete” or
“format” function is often not good enough; you may need to destructively
erase the storage devices, such as using a magnetic eraser, so the information
cannot be recovered).

Small Office Applicability

Keep physical files containing personal health information in an area that is
locked and supervised when not locked.

Watch printers and fax machines when in use or keep them in a locked area.
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e Run up-to-date Personal Firewall software on all computers in your office that
store personal health information.

o Destroy or destructively erase the storage devices on your computers when
selling or disposing of the computer (just using the “delete” or “format”
function is often not good enough).

o Make sure personal health information is not exposed when your equipment is
serviced. Remove or encrypt any information that is not protected by a hard
drive password when equipment goes off-site and have those servicing your
equipment sign an agreement (see the Managing Contracts and Agents
section).

Malicious Software

What You Should Do

Use appropriate measures to protect information technology from malicious
software.

Implement an incident response plan to address any incidents that do occur.

Malicious software is designed to damage, break, overtake or steal information
from your computers. It includes viruses, worms, Trojan Horses, logic bombs and
spyware. Personal computers are especially vulnerable since most malicious
software targets them directly. Protecting personal computers is vital.

o Implement a malicious software policy and provide simple rules for your staff
to follow (See Appendix B for a sample policy and user guide).

« Develop an incident response plan to combat any malicious software attacks.
Appoint one staff member to:

co-ordinate your response,

assess the incident’s severity and scope,

identify the best way to address the incident,

tell staff what to do,
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— implement a business continuity plan to restore lost facilities,
programs and data, and

— implement long-term solutions.

e Track and implement any applicable updates software vendors develop to fix
known security problems with their software.

o Larger institutions should consider workstation management software or
services that automatically send vendors’ fixes to all users.

Small Office Applicability

e Run up-to-date Anti-Virus, Firewall and Spyware software on all computers
that store personal health information.

o Use the associated update service to ensure your software can catch the latest
known viruses.

Wireless and Portable Devices

What You Should Do

Put policies and procedures in place to reduce the security risks associated with
wireless and portable devices.

Portable devices include Laptop Computers, Personal Digital Assistants and Cell
Phones.

o Do not use wireless devices (such as email or cell phones) to transmit personal
health information unless the system is designed to support wireless devices
securely (for example, with data encryption).

« Do not use portable devices to store personal health information, except
systems designed to support portable devices securely.

« Instruct staff using portable devices outside of the secure work area to take
precautions against theft and unauthorized access. Remind them that the
“reader over the shoulder” is a real risk.
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e If you do not have the skills on staff, get an IT security professional to help
design and implement your wireless systems securely.

Small Office Applicability

o Assume wireless and portable devices are not secure unless you had a security
professional set them up to be secure.

« Do not use wireless and portable devices to store or transmit personal health
information. Cell phones are not secure and you need to be careful when
deciding what information to discuss on a cell phone (use a regular phone
whenever possible).

Related Sections of the Act

2,3,4,10, 12,13, 14, 42,53

Checklists, Templates and Tools

Appendix A — “Perimeter Security” provides guidance on Security Zones of
Control, LAN Management and Managing Computer Theft

Appendix B — “Malicious Software” provides a sample policy on malicious
software and a sample guide for users

Appendix C — “Wireless and Portable Devices” provides a sample user guide and
sample technical standards
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APPENDIX A — PERIMETER SECURITY

Network Design — Security Zones of Control

The concept of security zones is most applicable to large institutions with
complex networks serving many different types of user including the public and
external suppliers. A security zone is an area where a defined set of security
policies and measures combine to achieve a specific level of security. In a large
networked environment it is usually better to define multiple zones that group
computing resources with similar security requirements and cluster levels of risk
together. Specific security mechanisms and policies outline the criteria that should
be met to transit from one zone to another. Separating the zones ensures that
security failures in less secure zones do not compromise more secure zones.

Large organizations typically use the following zones.

A Highly Secure Zone is used to store or process sensitive, private or confidential
information. Access is strictly limited to identified entities. Very stringent
security mechanisms protect the Highly Secure Zone. User credential information
(password files) and highly sensitive personal health information typically belong
in the Highly Secure Zone. Any information requiring the highest confidentiality,
integrity or availability should be considered for this zone.

An Internal Zone is used for storing and processing sensitive, private or
confidential information. Security policies are strictly enforced, but access need
not be as restricted as in the Highly Secure Zone. The Internal Zone includes the
network, applications and facilities implemented to support internal systems. It
also includes internal systems outsourced to external partners, but does not
include systems that act as access points-of-entry for those partners.

The Internal Zone is subdivided into Security Sub-Domains. In general, a sub-
domain is a logical boundary separating a collection of resources that must be
separated from the rest of the security zones for some special purpose, but are still
considered part of the larger zone. These sub-domains should not weaken the
larger zone and may require additional security controls to isolate them from the
common infrastructure. Note that Sub-Domains should be exceptions and limited
in number.

A Buffer Zone (Internal Controlled) houses applications and services provided to
give entities in the Public or External Business Zone access to less-sensitive
resources. Security controls are applied at the Buffer Zone’s entry points and
between the Buffer and Internal Zones. No direct connection between the
Public/External Business Zones and the Internal Zone is allowed (meaning all
connections to the Internal Zone should be via the Buffer Zone).
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External Business Zone (External Controlled) is where information and systems
are shared with other institutions, stakeholders and external users. Equivalent
security policies and standards are mutually acceptable and verifiable. The
External Business Zone generally is another organization’s infrastructure that
your organization connects to for specified business activities. For instance, a
regional hospital might link to local hospitals in this way.

In the Public Zone (External Uncontrolled), information and systems are open and
uncontrolled. Security policies and standards cannot be enforced. A hospital’s
public website might represent such a zone.

Guidance For Managing Computer and Digital Media Theft and Loss

Most of the following steps for managing theft or loss should be taken before an
incident occurs. Some of the steps address your options following a theft.

e Conduct a regular inventory of all of your IT equipment and assets and ensure
sure you have the following information:

Owner Name

Description (brand, model, and features)

Location

— Serial Number

o Larger institutions should consider using asset management software to
inventory software assets on workstations.

« Map assets:

— that support critical business functions within the Business Continuity
Plan, and

— containing the critical information identified in the Information
Inventory and Classification section.

e Put Acceptable Use and other personal security policies in place that require
staff to take protective measures, such as:

— physically locking portable IT assets (including computers, PDA’s,

and portable media such as hard drives, CDs and USB memory keys)
and keeping them hidden from view, and
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— using encryption for sensitive data and employing hard drive
passwords.

Take additional steps for very valuable assets and those containing very
sensitive data:

— Install GPS tracking devices.

— Use storage devices that over-write data when tampered with.

Establish a process to manage stolen or missing IT assets.

— Designate a contact point for reporting stolen assets (such as a Help
Desk).

— Appoint a coordinator to:

establish how critical the lost or stolen asset is,
— contact law enforcement or tracking agencies as appropriate, and

— tell those who may be affected of the asset’s loss (see Section on
Managing a Privacy Breach).

When an incident occurs, take the following steps:

Report the incident to police and internal security (providing serial numbers).
Lock any computer accounts associated with the asset.

Notify managers of affected departments to stem any wider implications the
loss may have.

Notify your legal department and communications staff if you think any
information leak may affect the public or clients so they can decide whether to
alert regulators and draft a press statement.

Review the incident (consider any motive involved and look at similar
incidents).

Consider prosecution if an individual is apprehended or identified.

Review security practices to determine whether the incident could have been
prevented.
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Sample LAN Management Guidelines for Large Installations:

LAN stands for Local Area Network
Modify the following guidelines to suit your needs and own local area network.
LAN Management Physical Security

o Treat LAN devices like computers or servers and follow same physical and
logical security rules for servers.

— LAN devices should be house in a secure enclosure accessible to only
authorized personnel.

— Grant access to a LAN device following the same rules and restrictions
for physical access to a server.

o Do not expose LAN cables or leave them open to unauthorized access, except
at their terminal end when connecting to the user workstation.

— Wiring closets and patch panels should be locked and accessible to
only authorized personnel.

— Cable runs should not be accessible from public-use areas. If cable
runs are accessible, consider using positive-pressure sealed conduits.

e LAN connections should be available only inside internal areas with access
restricted to authorized employees.

— If LAN connections are needed in semi-public areas (like meeting
rooms used for visitors or visitors” waiting areas) enable Media Access
Control (MAC) address filtering on those ports to accept only
connections from known machines. If policy-based networking has
been implemented, stronger protections may be deployed.

— If visitors need a LAN connection, it should be routed to a public
network zone in the network (Internet) and not to the internal LAN.

— Verify and audit physical port counts regularly.
LAN Management Logical Security

o Segment the LAN based on application and data usage. For example, Human
Resources data should reside on servers on a different network than patient
data.
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Intelligent LAN devices (for instance, large switches and routers) must be
protected by passwords the same way and following the same rules as a
server. Do not use default or generic passwords.

Consider using an out-of-band management network to manage networked
devices. If direct console access is necessary, use a terminal server with
strong authentication options.

Upgrade LAN devices using control software that can be maintained with
patches as required.

— Treat these LAN devices the same way as a server and apply the same
procedures for maintenance and security patches.

— Maintain strict controls on who may change these devices and keep
backup copies of configurations in a separate backup location.

Do not enable remote access to network devices.

— Ifavalid administrative reason requires remote access, treat the access
the same way as a server remote access, protecting it in the same way
(using digital credentials, smartcard, or similar authentication
mechanisms).

Only authorized computers or servers should connect to the LAN.

— Ataminimum, if a computer or server not controlled by [Insert Your
Organization’s Name] must be connected to the LAN, it should be
inspected and verified by [Insert Your Organization’s Name]
personnel to ensure no malicious elements (viruses, Trojan horses,
etc.) are hidden in it.

— For stronger protections, consider policy-based networking, which
typically combines authenticating before end-users gain access to the
network, enforcing security policies and standards, and verifying that
the end-client is patched and up to date.

No “shares” or folders should be visible or available in the LAN without a
proper login using a password that follows [Insert Your Organization’s
Name] password rules.

— LAN passwords should follow the same rules as other critical
passwords and have similar expiry times.
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e The protocols used in the LAN environment must be up-to-date and comply
with the security policy. Avoid protocols that are obsolete or have known
vulnerabilities. (For example, wherever possible, do not use basic SNMP,
using common public and private community strings for access. SNMP
versions 2 and 3 offer much more suitable authentication and encryption
options).

« Dual homing (connecting a computer to two different networks at the same
time) is not allowed, unless [Insert Your Organization’s Name] controls
both networks and the networks have identical security controls.

— Dual homing exists when a single computer is connected to the LAN
and another network, such as a wireless one, another LAN, or a dial-

up.

« Control all outside access into the LAN from outside and deny access to
unauthorized users.

— Protect all connections to other LANSs and the Internet with Firewalls.

— Deploy Intrusion Detection Systems (IDS) in Internet connection
points to detect unauthorized attempts to access the LAN.

— Enable logging-in LAN devices whenever supported.

— Archive access logs in a protected server and review them regularly.
Review can be automated or manual, but should be at regular intervals.
Reports should be generated if any event flags intrusion attempts.

o Disable all unused network ports.
o Disable all unnecessary protocols.
o Use anti-virus software, bandwidth throttling and other Quality-of-Service

(QoS) mechanisms to help prevent and impede network-based malicious code
from spreading.

Sample LAN Management Guidelines for Small Installations

Modify the following guidelines to suit your environment and your requirements.
LAN Management Physical Security

o Locate LAN hubs or switches out of the general public’s reach.
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e LAN access ports should not be accessible to the general public.
o Allow only authorized computers to connect to the LAN.
LAN Management Logical Security

e No critical “shares” or folders should be visible or available in the LAN
without proper password protection.

o |fthe LAN is used to access the Internet, use a router with built-in firewall as
the main access point.

« No computer should be connected to the LAN and another network (such as a
wireless one or a dial-up connection) at the same time.

e Do not use default or generic passwords on networking equipment.
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APPENDIX B — MALICIOUS SOFTWARE

Sample Policy for Protecting Against Malicious Software

Modify the following sample policy to suit your environment and your
requirements.

e To protect the integrity of software and information, implement precautions to
prevent, detect, and cleanse the introduction of malicious software.

e The following controls shall apply to all workstations (business or personal)
used for [Insert Your Organization’s Name] business:

A formal policy requiring compliance with software licenses and
prohibiting the use of unauthorized software.

[Insert Your Organization’s Name] supplied malicious software
detection and repair software must on any workstation used for [Insert
Your Organization’s Name] business or connected to the [Insert
Your Organization’s Name] network.

— Signature files routinely updated to within the two most recent
versions.

— Anti-virus software activated at boot-up time.

— If supported by anti-virus software, automatic scanning is enabled.

— Scanning any floppy or CD-ROM used for the first time.

— Scanning any files on electronic media of uncertain or unauthorized
origin, or files received over un-trusted networks, for viruses before
use.

— Scanning any electronic mail attachments and downloads for malicious
software before use. This check may be carried out at different places,
for example, at electronic mail servers, desk top computers or when
entering the [Insert Your Organization’s Name]’s network.

— Employees may download data from known and trusted suppliers after

following the virus-checking process and using the approved virus
detection package.
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Staff are trained for security awareness, covering the virus protection
on systems, training in their use, incident reporting procedures, and
recovering from virus attacks

Appropriate business continuity plans for recovering from virus
attacks, including all necessary data and software back-up and
recovery arrangements.

Users are instructed not to intentionally write, generate, compile, copy,
propagate, execute or attempt to introduce any computer code
designed to self-replicate, damage or otherwise hinder the performance
of any computer’s memory, file system or software.

Computer users are instructed to not knowingly write or run any
computer program/process that would consume more computer
resources than necessary for performing [Insert Your Organization’s
Name] work.

Users are aware of the dangers of browser executable code and active
scripts

Browsers’ ability to run ActiveX, JavaScript, Java and other forms of
active scripts of code are disabled, where feasible.

Users know to allow executable code and active scripts to be run from
only trusted sites.

Sample Malicious Software Guide for Users

Modify the following sample to suit your environment and your requirements.

Do not remove or alter the anti-virus software installed on your computer and
do not shut down its regular scanning activity. Contact the Help Desk if you
suspect it is not running correctly.

If you suspect your computer has a virus, contact the Help Desk immediately,
inform you manager and do not use your computer again until you get further
instructions from the Help Desk

Do not respond to any instructions for dealing with viruses that are not from
the Help Desk or not posted on our intranet site.
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Do not send colleagues any instructions for dealing with viruses you receive.
The instructions may not be appropriate for them. Our virus response team
will handle all communications.

Beware of unexpected e-mail and e-mail from someone you do not know.
Attachments may contain a virus.

Never use web-based e-mail at the office or download software from the
Internet. These files are not scanned for viruses.

Always scan for viruses files downloaded from the Internet, e-mail
attachments, CDs, DVDs, and diskettes.

Always scan new software for viruses before installing it on your computer.

As a precaution against a virus attack, make sure your critical files are backed
up and retrievable.
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APPENDIX C — WIRELESS AND PORTABLE DEVICES

Sample User Guidelines for Mobile Computing

Modify the following guidelines to suit your environment and requirements.

e Laptop Computer and Travel Security
— Always use a cable lock to secure your laptop to your workstation
— Keep your laptop in your possession as far as possible when travelling.

— When traveling by air, do not check laptops in as baggage, and be alert
to the possibility of theft when going through airport security
checkpoints.

— Never leave your laptop for an extended time in an unoccupied
vehicle. If you must leave your laptop in an unoccupied vehicle,
ensure it is not visible and secure the laptop to the body of the vehicle
inside the trunk with a locking cable.

— Avoid leaving your laptop in a hotel room. If you must, lock it in the
hotel safe or use a locking cable to secure it out of sight in your room.

— If you are traveling with [Insert Your organization’s Name]
sensitive or confidential material on portable media such as paper,
diskettes, notebooks, or other devices, protect this media following the
same guidelines listed above for protecting your laptop.

— Do not work in open public areas where others may view user IDs,
passwords, or [Insert Your organization’s Name] data. (Be
especially cautious on airplanes).

— Never discuss [Insert Your organization’s Name] confidential
information in public areas where you may be overheard, including in
conversations on telephones or cell phones.

— Report the loss of any mobile device containing [Insert Your
organization’s Name] information to the Help Desk immediately.
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Security of Handheld Devices

Hand-held devices (such as Personal Digital Assistants, RIM
BlackBerry, and mobile phones with data access) storing or accessing
[Insert Your organization’s Name] confidential or business-sensitive
data require physical and electronic access controls. The following
actions are required:

Keep handheld devices in your possession whenever possible.

Activate data encryption, power-on password and password-controlled
time-out/lock-out features on all hand-held devices supporting these
security features.

Remote synchronization via modem to move the [Insert Your
organization’s Name] data between the device and your workstation
must go through a [Insert Your organization’s Name] authorized
remote access gateway.

Wireless/Remote Network Access

Use only [Insert Your organization’s Name]’s approved remote
network access facilities to gain access to the network from outside the
office.

Ensure that you are not connected to any other network (for example
via dial-up modem) at the same time you are connected to the [Insert
Your organization’s Name] network.

Never use publicly available wireless networks (often referred to as
“hotspots™), unless you (a) have adequate perimeter and antivirus
controls and (b) are not transmitting sensitive [Insert Your
organization’s Name] information.

Only [Insert Your organization’s Name] approved and installed
Wireless technology is permitted on any [Insert Your organization’s
Name] machine or within [Insert Your organization’s Name]’s
environment. Installation of personal wireless technology into the
[Insert Your organization’s Name] environment is considered to
be a serious breach of [Insert Your organization’s Name] security
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Sample Technical Standards for Wireless Connections

Modify the following sample to suit your environment and requirements.

Cellular-based wireless is assumed to be public and untrustworthy. [Insert
Your organization’s Name]’s secure remote access mechanisms must be
used to access [Insert Your organization’s Name] resources over cellular-
based networks.

The following standards must be observed for all wireless LANS:

— Unless explicitly for public-access use only, open wireless LAN
networks must not be deployed. If public-access wireless is deployed,
it must be adequately isolated from the other parts of the network.

— Simultaneous wireless and wired connections on the same machine are

prohibited.

— Wireless Access Points must be isolated by firewalls and application
proxies.

Sensitive applications and data should not be available via wireless
connections unless additional layers of security have been added at
OSI Layer 2 (WPA, EAP, LEAP, PEAP) and OSI Layer 3 (IPSEC

VPN Tunnel).

— Mitigate basic potential exposures created by the passive interception
of wireless network traffic. Some exposures can be mitigated through
good wireless network management, including:

MAC address filtering must be used to prevent unauthorized
clients from connecting through wireless LAN access points.
While these addresses can be imitated (spoofed), this does protect
against casual attacks and unintentional client associations.

Service Set Identifier (SSID) broadcast must be disabled or the
beacon interval must be increased to the maximum interval. As
these broadcasts can be intercepted, naming conventions (for
SSID, status fields, for instance) must not reveal any information (
such as department or company name). Default (vendor-supplied)
SSIDs are not permitted.

Connections from “null” or “any” SSIDs must be denied.

Default administrative passwords must be changed to strong
passwords. This should include SNMP community strings
accessible from the wired side of any Access Point.
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» All unnecessary protocols on the Wireless Access Point must be
disabled (including ad hoc networking capability). Adhoc
networking (peer-to-peer) must also be disabled on all [Insert
Your Organization’s Name] wireless LAN clients.

* Management of Wireless Access Points from any wireless
interface must be denied. Access Points may only be managed
from wired terminals.

* IP and MAC address filtering must be used to manage Wireless
Access Points.

* SNMP traps must be set on Wireless Access Point resets or
configuration reloads.

802.11i Wireless LANs must be deployed where possible to provide the
highest level of confidentiality and integrity protections currently available. It
combines:

— strong authentication and/or encrypted authentication channels for
single-factor encryption, and

— robust cryptographic services based on the Advanced Encryption
Standard (AES).

If 802.11i is not supported, WiFi Protected Access (WPA) may be used as it
provides:

— the same cryptographic services as standard wireless LANSs but with
changing keys to help prevent compromise, and

— strong authentication and/or encrypted authentication channels for
single-factor encryption.

Where 802.11i and WPA are not supported, an exception to this standard must
be obtained. At a minimum, these exceptions must:

— support strong user-based authentication,
— enable 128-bit (or higher) WEP encryption, and
— change default WEP keys to a random value and rotate bi-weekly.

WEP-based protections must be used for home use. At a minimum, 802.11i
and WPA Home Edition are strongly recommended (versions not requiring
strong authentication are available).
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Sustaining Security

Key Points

To implement security effectively, you need a balanced approach that covers your
staff, your administrative processes and your technology. Security is also an
ongoing program and not a one-time project. This section deals with the steps
needed to sustain security:

« Ensure critical functions can operate and critical data is protected if local
disasters or major technology failures cripple your systems.

« Institute policies to ensure security is considered when developing, buying
and maintaining IT resources.

e Regularly audit your actual practices for compliance with your security
policy.

Documents you should create as a result of carrying out these steps include:

o Data Backup, Disaster Recovery and Business Recovery Plans (Appendix A)
e Guidelines for Secure Applications (Appendix B)

e Any relevant Threat Risk Assessments (Appendix B)

e Security Review, Spot Check and Audit Results

o A Strategy for Capturing and Using Audit Information (Appendix C)
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Business Continuity

What You Should Do

Ensure critical functions can operate and critical data is protected if local disasters
or major technology failures cripple your systems.

Analyze the data and critical systems you need to maintain your operations if
the technology fails.

— ldentify key personnel for each critical process, such as health records
transfer, who can best identify the systems, staff and data needed to
run the process and give specific advice.

e Build backups to support infrastructure, such as:

— computing facilities (for example third-party hot-site backup and
mutual arrangements with other institutions), and

— power (for example emergency generators, UPS systems, and dual-
power feeds).

o Develop a Data Backup plan for critical and highly critical data that includes
schedules for backups to be sent to a secure off-site storage facility.

o Secure information being transferred to the off-site facility.
o Ensure the data is secure while in off-site storage.

o Develop a Disaster Recovery Plan describing how basic operations (for
example, health, office, computing, power, and communications) will run and
how data will be restored from backup. Ensure that key staff securely store
copies of the plan at home or off site.

« Develop a Business Recovery Plan describing how to restore critical business
processes after the Disaster Recovery Plan.

e Include specific recommendations from key personnel. Since you may not
have computers available, develop temporary manual procedures. Designate
deputies for key staff who may be unavailable.
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In your plans, identify which activities depend on others and the order in
which they should be performed.

Inventory your data (as suggested in the Inventory and Data Classification
section) and measure how critical each set is based on the risk analysis.
Critical data covers not only personal health information, such as patient
records, but also the procedures that protect your institution.

For example:
Not Critical: losing Critical: losing data will
data will be a mere cause severe disruption
inconvenience with no of operations, potential
significant impact losses and legal liability

Highly critical: losing
data will mean
institutional failure, risk
of injury or loss of life,
or criminal liability

Mildly Critical: losing
data will inconvenience
the institution, but will
not cause significant
loss or risk liability

Test your plans once or twice a year to make sure they still work and that
backup data is useable.

The parts of your plans that cannot be tested in practice should be “paper”
tested, with all staff involved walking through the plan together to identify
potential problems.

Small Office Applicability

Regularly back up critical personal health information on your computers to
removable media (for example CD) at least monthly.

Store these back-up copies in a secure off-site location. Secure the copies in
transfer.
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o Periodically test back-up copies before storing them to ensure they are
useable. You do not want to find useless copies when you need the back-up.

Development and Maintenance

What You Need To Do

Institute policies to ensure security is considered when developing, buying and
maintaining IT resources.

e Spell out the security requirements that IT systems and software should meet
to support your security policy. Specify the audit information that you need to
check that specified requirements are met.

e We recommend that you follow the HL7 (Health Level 7) standard for
application interconnection in any application managing health records (see
the Security Standards section).

o Perform a Threat Risk Assessment (TRA) and a Privacy Impact Assessment
(PI1A) for any major change to systems or software to identify and address any
security and privacy concerns (see Appendix B for a sample TRA form).
Include appropriate security questions in your normal application
development and IT purchasing processes.

o Ensure that all built-in hardware and software security features in the IT
products you buy are used properly (including changing administrator
passwords from their default values).

o Separate any development, test and production environments. Strictly control
the transfer of code between these environments with a rigorous change
control process to avoid introducing new security risks.

« Do not use personal health information from your system to test changes in
your test and development systems. Strip identifying details from information
used outside your environment.

e Regularly monitor software updates and implement code updates designed to
address security vulnerabilities.
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Small Office Applicability

e Buy software from only reputable vendors. Professional journals and
organizations like the Ontario Medical Association may suggest software for
practices like yours.

o Promptly install any updates vendors offer to close security vulnerabilities.

What You Need To Do

Regularly audit your actual practices for compliance with your security policy.

We interpret audit broadly in this section to mean any review of current practices
against policy or standards. This includes spot checks to make sure staff with
access to personal health information are protecting it appropriately.

e If you have never audited security, conduct a “gap analysis” review.

— A “gap analysis” review compares a target of acceptable security
practices with current practices, revealing a list of gaps between the
two.

— The list of gaps identifies issues needing immediate attention and
constitutes a baseline for future audits.

e The Diagnostic Tool in this Toolkit can be used for a preliminary assessment
of security gaps. However, we suggest hiring outside experts to conduct the
initial audit if your staff lacks the skills. You can always require the experts
to train staff if you wish to perform future audits yourself. Do periodic
external audits to make sure you keep pace with technology, standards and
what similar institutions are doing.

o Conduct security audits at least annually. If internal staff will conduct the
audit, choose individuals:

— without day-to-day responsibility for the practices, and
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— with appropriate skills and current knowledge of security issues,
practices and threats.

A Security Audit should focus on how well actual security practices compare
with the institution’s security policy, standards and procedures.

Use random spot checks to help ensure security policies are being followed
and determine whether users are following Acceptable Use Policies, such as
locking up sensitive information and locking computers.

Audit the performance of any third parties handling personal health
information on your behalf to make sure they meet the security requirements
your agreement specifies.

Perform Threat Risk Assessments (TRA) and Privacy Impact Assessments
(PIA) whenever you make major changes to systems or software to make sure
you have addressed any security and privacy concerns (a sample TRA form is
included with this Toolkit). Follow up and resolve any problems.

Your audit results and action plans to correct security risks should be:

— regularly reviewed within the institution’s management system (for
example monthly senior management operations review), and

— built into individual managers’ performance measures and evaluation
systems.

Make sure you consider problems that will take time to resolve within the
institution’s risk management process and get the appropriate senior manager
to sign off on the risks.

Design your systems to give you all the information you will need for audits.
(Appendix C contains suggestions.)

Perform both external and internal security penetration tests (sometimes called
ethical hacking) at least annually. (You may need to hire outside professionals
to provide the necessary expertise and objectivity for the tests).

Evaluate your security audit program’s effectiveness by reviewing:

— actual security incidents and determining whether your audit program
should have caught them, and

— staffing levels compared with those at similar institutions having
effective security programs to ensure your resources are in line.



Appendix C — “Audit” provides more detailed guidance on capturing and using
audit information.

Small Office Applicability

o Perform spot checks on a regular basis to ensure all staff are following the
security rules and take appropriate action.

Recommended Standards

What You Need To Know

The emerging international cross-industry standard for security is ISO/IEC 17799.
Details of the standard can be found at www.iso.org. The 10 core areas of the
framework are summarized below. The topics covered in the above security

sections fit into this framework.

Policy
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organization
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Organization

Management
framework
supporting the
policy and

ensuring
compliance

Asset
Classification
and Control

System to
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risk of
individuals
compromising
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Physical
Security
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prevent
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access and
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systems
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Other recommended standards and guidelines include:

ITIL (IT Infrastructure Library). This widely accepted approach to IT
Service Management provides comprehensive guidance on best practices for
the processes required to support IT, including those critical to security such
as Change Management. More details can be found at
http://www.ogc.gov.uk/index.asp?id=2261

COBIT (Control Objectives for Information Technology). This widely
accepted standard for good Information Technology (IT) security and control
practices provides a reference framework for management, users, and IS audit,
control and security practitioners. More details can be found at
http://www.isaca.org/

COACH (Canada’s Health Informatics Association). The COACH-
published “Guidelines for the Protection of Health Information,” which
supplements this Toolkit, provides more detail on how to implement security
in a healthcare setting. More details can be found at
http://www.coachorg.com/

RCMP Guidelines for Threat Risk Analysis (TRA). Details on this tool for
identifying and mitigating security risks can be found at http://www.rcmp-
grc.gc.ca (Also see Appendix B for a sample TRA form.)
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e HL7 (Health Level 7). We recommend any applications managing health
records meet the HL7 (Health Level 7) standard for application
interconnection. Based on the ISO OSI (Open Systems Interconnection)
Level 7 application interconnection standard, this standard is gaining wide
acceptance and includes security checks. More details can be found at
http://www.hl7.org.

Related Sections of the Act

2,3,4,10, 12,183, 14, 42,53

Checklists, Templates and Tools

Appendix A — “Business Continuity” provides a sample Business Recovery and
Disaster Recovery Management Guide

Appendix B — “Development and Maintenance” provides more detailed guidance
on Secure Applications and a sample TRA form

Appendix C — “Audit” provides more detailed guidance on capturing and using
audit information
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APPENDIX A — BUSINESS CONTINUITY

Business Recovery and Disaster Recovery Management Guide

1. Establish a Business Recovery and Disaster Recovery Management Process.
A Business Recovery and Disaster Recovery management process must be
implemented across the organization to reduce an interruption’s effects to a level
acceptable by service unit management and regulatory authorities.

Assign a staff member responsibility for Business Recovery planning
(Business) for the institution. Also appoint individuals within each service
unit performing critical functions and sub-functions.

Assign a staff member responsibility for Disaster Recovery planning (IT).

Identify service units critical to the organization, based on criteria
management agrees to.

Define a Business Recovery group with members from each service unit to
ensure that adequate recovery plans are instituted and kept current as the
business changes.

Make the Business Recovery group responsible for ensuring that staff from
each service unit are assigned and trained on Business Recovery and Disaster
Recovery processes and procedures.

Involve assigned staff in testing the recovery plan (at least annually)

Review the institution’s insurance coverage annually for opportunities to use
coverage as an alternative way to manage the risk of an interruption or the
organization’s response to an interruption

2. Perform a Business Recovery and Disaster Recovery Impact Analysis.

Business Recovery and Disaster Recovery planning must be based on the results
of a Recovery Requirements Analysis that assesses the impacts of interruptions to
critical service. Determine the resources on which those critical functions rely and
the maximum period of interruption each critical function can withstand.

All service units must participate in the Recovery Requirements Analysis.

The threshold for a critical service unit is based on an analysis of the impact
of interruptions to its services and the maximum time those services can
withstand interruption.
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Develop strategies to determine the overall approach to Business Recovery
and Disaster Recovery and have management endorse them.

Establish a budget for contingency planning.

3. Develop and Maintain the Business Recovery and Disaster Recovery Plans.
Business Recovery and Disaster Recovery Plans will be documented for each
service unit identified in the Recovery Requirements Analysis. The plans should:

include the requirements for alternate sites, hardware, software and service
unit specific items,

make saving human life top priority,

be supported by documented Crisis Management and Emergency Response
procedures and responsibilities,

include detailed procedures on the tasks the management team must perform
when declaring a disaster,

include detailed procedures on what each service unit must do when a disaster
is declared,

specify authority for activating recovery strategies, such as an alternative
location (hot-site) and assign authorities for other specific functions,

identify the budget that will be made available when declaring a disaster and
how the expenditures will be managed during the interruption,

identify how staff will be informed of the disaster and given instructions on
what they should do,

include the types and frequency of testing required, and

include maintenance to ensure that currency with business processes and
priorities and resource changes.

4. Test the plans. Regularly test Business Recovery and Disaster Recovery Plans
to ensure they are up to date and effective.

Test the plans at least annually or when major changes occur in the
organization, priorities or infrastructure

Testing should range from the following:

— Table-top dry runs.
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— Simulation testing.
— Parallel system running.
— Partial cut-over testing.

— Full contingency testing.
o Testing may be either planned or unplanned.
e Testing should occur with different staff to ensure cross-training.

5. Maintain and re-assess the plans. Business Recovery and Disaster Recovery
plans must be kept current with the business. Use a change management and
control process to make sure the plans reflect the organization’s current needs.
The following changes could affect the plans:

o People with responsibility within specific plans changing functions within the
organization

e New business strategies

o New location, facilities or resources

o Amendments to applicable legislation

e New key vendors, personnel, supplies, management or customers
o New service unit processes or priorities

e A service unit providing different services (which could alter whether the unit
is designated as a critical service unit).
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APPENDIX B — DEVELOPMENT AND MAINTENANCE

General Guiding Principles for Secure Applications

These principles are written for application designers but can also be used to
evaluate an application that is being purchased.

e Avoid Security Through Obscurity. Assume hackers will inspect source
code and design applications accordingly. Secrets, such as hidden fields and
path names, may slow an attacker down, but secrets do not stay secret forever.
Application security based on *“security by obscurity” is doomed to fail.

e Principle of Least Privilege. Do not require the application to run on the
administrator account. Use coding discipline to determine what privileges
actually needed and explicitly grant only the privileges to the non-
administrator account on which the application runs.

e Principle of Least Trust. Do not trust input external users provide. Assume
that external systems are insecure. Vet data and inspect every return code
from every function call, including system library routines.

e Separate Services. Dedicate a single service to a single platform. Though it
may cost less to run multiple services on the same platform, doing so
increases the system’s overall complexity and increases security
vulnerabilities.

e Principle of Simplicity. Ensure that security subsystems are manageable and
not overly complicated for users and administrators. Large interfaces and
complex solutions run a higher risk security vulnerabilities than small
interfaces and simple code. The more entrance points available to an
application and the more intricate the application’s functionality, the higher
the potential for bugs, some of which will be security-related. Security
functionality added to an application must be easy to install, configure, and
use. Otherwise, it will be disabled or bypassed.

e Avoid a Single Point of Failure. Applications should never be designed so
that a single mechanism failure (such as a firewall or authentication service
Failure) jeopardizes the entire application. Also called Defence in Depth, this
principle recommends a design where a second mechanism that must be
defeated before one mechanism’s failure can compromise the application, a
third must be defeated if a second fails, and so on. A Buffer Zone is an
example of more than single-point failure. If the outer firewall fails, though
the web server may be vulnerable and compromised, the rest of the
application and data remains safe behind a second firewall.
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Secure Defaults. Do not enable services by default unless absolutely
necessary. Services should be disabled by default and enabled only by an
explicit decision. The default settings should be the secure mode of operation.
Security should not have to be turned on; it should always be present unless
explicitly disabled.

Fail in a secure mode. Ensure that applications, systems, and subsystems fail
in a secure manner. This is called failing closed (as opposed to failing open).
Write code to explicitly verify what is allowed before allowing it. Do not
attempt to check for the cases where things are disallowed; an event may be
missed and the application could fail in a non-secure mode because the failure
was not recognized.

Examples that translate this principles into design features include:

Systems and applications should not store passwords in unencrypted
form.

Systems and applications should centrally manage time-outs of
inactive sessions used to access health information.

Applications should have input controls to ensure valid data and
prevent data input from causing error conditions.

Applications should avoid writing personal information to client
devices.

Applications should be able to capture and honour any patient consents
such as lock-box provisions.

Applications should minimize the possibilities for unauthorized
transmission, print or cut-and-paste copying.

Sample Threat Risk Assessment Form

Use this sample Threat Risk Assessment (TRA) Form based on RCMP/CSE
Methodology. Although a row of sample data is provided, refer to the RCMP
website for more guidance. If you have never performed a TRA, consider using
outside professional help for your first one.
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1. Asset Characteristics

Statement of Sensitivity

Effect if Compromised

@] = >

Description o 2 <
=l & g
a = ) i

Value e < of Pl Potential Loss
3 = Impact
o <
g
EHR Database Server $35K High High High High Service,

financial, legal,
trust
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2. Threat Assessment

Threat Details Exposure
Nature Class Likelihood Loss Impact Expo'sure
Rating
*Server Failure Disclosure Medium Confidentiality High High
*Computer Component Failure Interruption Integrity
*Criminal Activity Modification Availability
*Hacker Activity Destruction Privacy
*Staff Termination Removal /
*Tampering Loss
*IT Malfunctions
*Penetration

*Theft of Equipment
*Theft of Data
*Modification of Data
*Cryptographic Failure
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3. Risk Assessment (Current State)

. - Risk
Safeguard Effectiveness Vulnerability Level
*|dentification Medium Medium Medium

*Authentication

*Authorization

*Training

*Structural access protection

*Climate control

*Fire detection/sprinklers

*Encryption

*Auditing

*Testing procedures

*Change control procedures

*Virus scan

*Emergency and contingency planning
*A secure physical environment
*Limitation of physical access to the server
*Strong database management skills
*Data reconstruction procedures
*Personnel security screening
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4. Residual Risk

Mitigation Outcome
Mitigated
Recommendations Risk Decision Implemented
Level
*Applications that draw on information stored Low Accepted Yes

within a database, will use the authentication
and access controls for authorization
provided by the security framework.

*Ensure that a Threats and Risks
Assessment has been approved for each
associated application.

*The Database Server should be protected
by a firewall for security




Sustaining Security

APPENDIX C — AUDIT

Guidance on Capturing and Using Audit Information

« Design your processes and systems to capture information from the sources
you will need to audit against, such as:

— application logs (for applications that process personal health
information),

— system logs,
— network logs,
— exception logs (for example, failed logon attempts),
— operator logs,

— badge access or sign-in logs for restricted areas, and

sign-out logs for hardcopy personal health information.

o Make sure these logs contain the information required for your audit analysis
and keep them secure.

— Collect identifying information, such as User ID, the time and date,
terminal location, resource being accessed, application being used, and
the action being taken on personal health information (for example,
view, update or delete).

— Collect event information, such as failed access attempts, intrusion
alerts and other management alarms, policy violations (for example,
firewalls) and system failures.

— Do not store logs on the same server being monitored.

— Protect logs against destruction or unauthorized changes (users with
privileged support 1Ds should not be able to alter or erase logs).

o Determine a strategy for using the audit information you collect:

— Start with exceptional incidents where the record captures potentially
threatening events, such as excessive failed access attempts.
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— Adopt a spot-checking approach, such as reviewing the activity of a
user 1D (especially privileged IDs) over a period of time to check for
regularity. review access to particular records to ensure
appropriateness. Access to some records may be worth watching more
closely than others (for example those of a well-know politician,
celebrity or senior manager).

— If the spot-checks reveal many potential problems or miss problems
discovered through other means, increase the frequency.

— Whenever possible, use automated tools to scan the logs and find
correlations that may indicate possible intrusion attempts,
unauthorized or illegal activities, or suspicious events, such as activity
beyond normal bounds of a job role, that require further investigation.
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Key Points

e The Act sets out specific requirements for the collection, use and disclosure of
personal health information for research that is conducted without consent.

e The research provisions of the Act apply to:

— researchers, who collect and use personal health information for
research purposes,

— health information custodians (such as hospitals and physicians), who
disclose personal health information for research purposes, and

— research ethics boards, who review and approve research plans.

o This Toolkit uses the term “you” for the sake of brevity. In this section, the
term “you” refers to the health information custodians and researchers reading
this section, who must observe the Act’s requirements concerning research in
their respective roles.

e You may collect personal health information for research purposes without
consent from non-health information custodians who are not prohibited by law
from disclosing the information to you, and from health information
custodians who are permitted or required by law to disclose the information to
you. Before collecting the information without consent, you must comply
with the Act’s requirements concerning research plans and research ethics
board approval.

e You may use personal health information for research purposes without
consent if a law permits you to do so. To use personal health information for
research purposes without consent, you must comply with the Act’s
requirements concerning research plans and research ethics board approval.
When conducting research under the approved research plan, you must follow
the research duties that are listed in the Act.

e You may disclose personal health information to a researcher without consent;
however, before disclosing the information to a researcher, you must enter
into a written agreement with the researcher to protect the information, and
receive from the researcher a written application, a written research plan and a
copy of the research ethics board’s approval of the research plan from the
researcher. You may also impose any other obligations on the researcher that
you feel are appropriate.
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The Rule

You may collect, use and disclose personal health information for research
purposes without consent, but only if you meet the strict conditions described
below.

e The research provisions of the Act apply to:

— researchers, who collect and use personal health information for
research purposes,

— health information custodians (such as hospitals and physicians), who
disclose personal health information for research purposes, and

— research ethics boards, who review and approve research plans.

e This Toolkit uses the term *“you” for the sake of brevity. In this section, the
term “you” refers to the health information custodians and researchers reading
this section, who must observe the Act’s requirements concerning research in
their respective roles.

e The Act has rules on dealing with personal health information, but does not
have specific rules on dealing with specimens. You should follow standard
best practices when dealing with specimens in research, in addition to the
rules in the Act.

e This section of the Toolkit deals with retrospective research for which consent
IS not obtained. It does not discuss clinical trials, genetic testing or other
studies, for which express consent is required.

« This Toolkit only deals with privacy issues. A discussion on other ethical
issues relating to research, including risks and harms, is beyond the scope of
this Toolkit.

« Nothing in the Act prevents you from collecting, using or disclosing personal
health information for research purposes with express consent. You may not
rely on implied consent to collect, use or disclose personal health information
for research purposes.
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What You Need To Do

Collection
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Research Ethics Board Duties

A research ethics board reviews research plans prepared by researchers. Members
of a research ethics board must not review proposals with which they have a
conflict of interest.

If the research ethics board is deciding whether to approve a research plan for
research to be conducted without consent, it must consider everything relevant,
including:

whether the researcher could reasonably achieve the research goals without
using personal health information,

whether the researcher will put adequate safeguards in place to protect privacy
and preserve the information’s confidentiality,

the public interest in conducting the research and the public interest in
protecting the privacy of the individuals whose information is being disclosed,
and

whether it would be impractical to require the researcher to get the affected
individuals’ consent.

A research ethics board should ensure that it considers all matters listed on the
Research Approval Checklist. Once it makes a decision, a research ethics board
must explain to the researcher in writing:

whether the research plan has been approved,
why it has been approved or denied, and

if approved, whether the approval is subject to any conditions.
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Researcher Duties
As a researcher, you must:

« comply with the approved research plan, including any conditions imposed by
the research ethics board,

« implement the safeguards for protecting the information (see security and
storage guidelines) outlined in your plan,

« use personal health information only for the purposes described in your
research plan,

« not publish personal health information in a way that could reasonably allow
others to identify the individual whose information was used in the research,

« only disclose the information when required by law,

« not contact individuals whose information is used in the research unless they
have given consent to the disclosing health information custodian to be
contacted by you (even if personal health information you hold is stolen, lost
or accessed by unauthorized individuals),

Note: The health information custodian who collects the information would
obtain this consent.

« comply with the terms and conditions of the written agreement that you enter
into with the disclosing health information custodians, and

Note: Hospitals should develop a clear policy on signing these agreements,
which includes the designation of a person responsible for them.

e provide written notice of any breach of the written agreement or any of these
duties to the disclosing health information custodians.

If you work under a research plan approved outside Ontario, you must follow the
same requirements that researchers whose plans are approved in Ontario must
follow.

You may use or disclose personal health information originating outside Ontario
for research purposes without consent if a research ethics board (or other body
outside Ontario responsible for approving research) has approved the research.
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Disclosure Under Other Acts
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Realated Sections of the Act
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Checklist, Templates and Tools
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DETAILS OF PROJECT

Project Title

Is this project funded?

[ ] NO
[ ] YES
Sponsor

Duration of Funding: from _/ [/ to [/ |/

Conflict of Interest Declaration — Do you have any conflicts of interest
(actual, apparent, perceived or potential) relating to this project?*

[] NO
[] YES

Description of conflict of interest

Mandatory Signature

(Application will be returned without signature)

*Conflicts of interest include but are not limited to the following situations and also must
be disclosed under institutional policy for review: If you or any of the involved research
team members or your/their dependants have:

(1) employment or consulting arrangements and/or a financial interest in the sponsor of
the study, or with proposed subcontractors, vendors or collaborators; or

(2) a financial interest in the subject of the study.

Protocol:

a) Nature

b) Obijectives

C) Methods
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d) Statistical Analysis
e) Anticipated Public or Scientific Benefit
f) Duration of Research

9) Foreseeable Harms and Benefits of Research (describe how harms
will be addressed)

C. INFORMATION REQUESTED

1. What patient information do you require?
2. What patient information source are you accessing?
[ ] Health Records Specify which

Clinic/Office Files

[ Electronic Database | Specify which

[ ] Outside Institution | Specify which

[ Other Specify which

3. Proposed number of research subjects
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Are you requesting information that identifies or potentially identifies
individuals?

[ ] NO
[ ] YES

If yes, explain why you cannot use anonymized or aggregate information:

Have you obtained consent from the individuals to collect and use the
identifying information on this project?

[ ]1YES Attach a sample consent form

[ INO

If no, explain why

What security measures will be in place to protect the information during
transmission?

INFORMATION LINKAGE

Does your project involve linking any information from this request to
other information?

[] NO
[ ] YES
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If yes,

Describe what information is to be linked:

Describe what type of linkage is required:

Describe the rationale for this linkage:

Have you received approval from the other information sources including
division/department head authorization to conduct this linkage?

[ INO

[ ]YES  Please attach the approval(s)

Will the information be retained in linked form?

[ ]NO
[ ]YES

When will the information be de-identified after the linkage?
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DISSEMINATION OF ANALYSIS AND/OR REPORTS:

How do you plan to disseminate and/or publish the results of your
analyses?

What is the expected date of dissemination and/or publication?

DISCLOSURE AVOIDANCE PRACTICES

How will you ensure that information will be aggregated prior to
disclosure, to the level required in the information sharing agreement,
confidentiality agreement, privacy policy and other applicable policies and
procedures?

Attach information collection form or list of fields (mandatory: application
will be returned if this information has not been included)

Please note that the content of the form should be adequate to answer
the research questions.

Are any sensitive issues raised in this study or its publication (e.g. HIV
status, mental health status, subjects identifiable, pedigrees, other)

[ INO
[ ]YES  Please specify
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G. SECURITY AND ACCESS

1. The information obtained from the records described above will be used
for the outlined research purposes only:

[ INO If no, a separate request must be submitted
[ 1YES
2. List all of the persons who will have access to the records in an

individually recognized form for the research purpose described and why
they need this access: (name and role in research)

3. Have all these persons signed confidentiality agreements?
[INO
[ ]YES If no, please indicate when agreement will be signed

H. SECURITY MEASURES
1. Describe how you will keep information secure

[] Premises will be locked except when one or more of the
individuals named in E1(b) are present

[] Access to the premises will be controlled (passcards,
security clearances etc.)

[] Access to the information will be restricted to the
research team by:

[ Patient code [ Files/Folders password [ Computer password

Please provide name of password software
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] Other computer security methods that prevent
unauthorized access will be used

O Encryption O Firewalls O Identifying Information
Scrambled/De-linked

Other (Describe):

[] Staff will be trained regarding privacy

[]

Staff will sign a confidentiality agreement

[] Other, explain

Will information remain within the institution?

[ ]NO

[ ]YES If no, please indicate why and how information will be
exported outside

Will system files be backed up automatically?

[ ] NO
[ ] YES

If yes, please specify provisions that would be made for a private drive
that cannot be accessed by anyone other than your research team, or that
could not be backed up by computer support staff within your
organization:
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All original personal health records received from ® must be returned to ®
and all copies of personal health records that were made or received must be
destroyed in accordance with the information sharing agreement.

I certify that the information reported here is accurate and that the personal
health information will not be used for future projects without prior
approval of a research ethics board.

Primary Investigator Signature Date

Division/Department Head Date
Signature of Approval

Do you plan on accessing information from another division/department?

[] NO

[ ] YES If yes, authorization from the division/department head is
requested

Signature of Approval Date

In making this request, I acknowledge that failure to comply with the terms
and conditions of the information sharing agreement is cause for termination
of the agreement and, where applicable, a complaint to the Information and
Privacy Commissioner/Ontario.

Date Signature of Requestor

Research Ethics Board for Retrospective Research

Signature of REB Chair

Date of Approval Approval Expires

Level of Continuing Review:
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NOTE TO USER: This Sample Information Sharing Agreement is intended to be used
for retrospective research. You should consider using a material transfer agreement if
your research involves the transfer of specimens. A customized version of this Sample
Information Sharing Agreement could be used when a hospital discloses personal health

information to a health data institute for research purposes. It would not typically be used
when a health information custodian shares personal health information with a researcher

from the same hospital; however your confidentiality agreement with your internal
researcher should include many of the same standards for confidentiality contained here.
Hospitals should develop a clear policy on drafting, negotiating and signing these
agreements, which includes the designation of a person responsible for them.

SAMPLE INFORMATION SHARING AGREEMENT

This Information Sharing Agreement is effective as of [insert date] between
[insert name of Hospital] (as the disclosing party) and [insert name of
Researcher] (as the collecting party)

BACKGROUND:

A. [Identify the Hospital.]

B. [Identify the Researcher.]

C. [Outline the details of the proposed disclosure of personal health
information and the research.]

D. The parties now wish to set out terms and conditions about the collection,
transmission, use, retention, disclosure and disposal of certain personal
health information provided by the Hospital to the Researcher.

E. Section 44 of the Act gives the Hospital and the Researcher statutory
authority to engage in this collection, use and disclosure.

F. [Identify any other legislative authority for the collection, use and

disclosure of the personal health information, such as legislation that
governs the parties or the research.]

FOR VALUE RECEIVED, the parties agree as follows:

SECTION 1- INTERPRETATION

11

Definitions

In this Agreement:
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1) Act means the Personal Health Information Protection Act, 2004
(Ontario) and where the context requires includes the regulations under
that Act, including any amendments;

@) Hospital means [insert name of Hospital];

3) Research has the meaning set out in Section 2.2(1);

4) Research Plan means the research plan attached as Schedule A;
(5) Researcher means [insert name of Researcher];

(6) Shared Information has the meaning set out in Section 2.1;

(7) [Include definitions of any terms or acronyms that may be unique to
the subject matter of the Agreement.]

1.2 Purpose of Agreement

The purpose of this Agreement is to set out terms and conditions about the
collection, transmission, use, retention, disclosure and disposal of the Shared
Information that is provided by the Hospital to the Researcher for the purposes
described in Section 2.2(1) and Schedule A.

SECTION 2 - INFORMATION SHARING
2.1 Shared Information

The Hospital will provide to the Researcher the personal health information
described in Schedule B (the “Shared Information”).

2.2 Use of Personal Health Information

1) The Researcher shall use the Shared Information, and shall ensure that the
Shared Information is used, only as necessary to fulfill the specific
research objectives and related research questions described in the
Research Plan (the “Research”).

(2 The Researcher shall not collect or use the Shared Information for any
purposes other than those purposes described in Section 2.2(1) and
Schedule A or specifically authorized by legislation.

3) The Researcher shall require the prior approval of the Hospital for any

proposed changes to the Research described in Section 2.2(1) and
Schedule A.
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4 The Researcher confirms that the Research Plan has been approved by the
[insert name of research ethics board] on [insert date] and that a copy
of the [insert name of research ethics board]’s written approval of the
Research Plan is attached as Schedule C.

(5) The Researcher agrees that the Researcher shall comply with the
conditions imposed by the [insert name of research ethics board]
concerning the Research Plan, if any.

2.3 Method of Sharing Information

1) The Hospital will provide to the Researcher the Shared Information via
[specify manner of information sharing such as provision of a
computer tape, computer disk, hard copy, electronic data interchange,
etc.)].

(2) Such transmission of Shared Information will take place on [specify
frequency of sharing].

3) Such transmission of Shared Information will [describe the measures
that will be taken to ensure that the Shared Information will be
protected against loss and unauthorized access during transfer].

2.4 Accuracy, Completeness and Currency of Shared Information

The Hospital may conduct audits in accordance with an information quality
framework and may follow up with the Researcher concerning the maintenance of
appropriate technical standards for information quality, integrity and security in
order to seek to ensure the accuracy, completeness and currency of the Shared
Information. The Researcher shall fully cooperate with the Hospital in this
regard. [If this provision is not appropriate in the circumstances, describe
what steps will be taken to ensure the accuracy, completeness and currency
of the Shared Information before it is disclosed to the Researcher].

25 Access to the Shared Information

The Researcher shall refer individuals seeking access to their own personal health
information that forms part of the Shared Information to the Hospital. The
Researcher will cooperate with the Hospital and these individuals in providing
access to this information.

2.6 Security of Shared Information

1) The Researcher shall comply with the Act and all statutes, regulations,
rulings and orders relating to the collection, use and disclosure of personal
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health information in respect of the Shared Information, as the same may
apply or be amended from time to time.

2 The Researcher shall implement the following security safeguards in
handling the Shared Information:

[Insert appropriate provisions. The following provisions are examples of
best practices. You should try to include all of these provisions in your
agreements; however, it is likely that the Researcher will resist some of these
high standards. Consult your lawyers when negotiating these agreements.]

(a)

(b)

(©)

(d)

(e)

(f)

(9)

The Researcher shall not disclose the Shared Information, except
as permitted by this Agreement or required by law;

The Researcher shall give access to the Shared Information, in a
form in which the individual to whom it relates can be identified,
only to the Researcher’s staff members listed in Schedule D (the
“Named Staff”). The Named Staff are responsible for encrypting
identifying numbers, linking files, storing and retrieving files from
safes that are located in secure rooms and for destroying
information in accordance with Section 2.6(2)(m);

Identifying information, including names and numbers, forming
part of the Shared Information will be encrypted immediately after
the applicable computer program first links the Shared
Information;

The Researcher’s working files will not contain any identifying
information about an individual but will contain the encrypted
number;

Other than the Named Staff, staff members of the Researcher will
access the working files only in an anonymized form and will
produce analyses required for reports from such files;

All of the Researcher’s staff members, including the Named Staff,
shall sign a confidentiality agreement in a form acceptable to the
Hospital;

The Researcher shall take appropriate disciplinary action against
any Named Staff member who breaches the terms of his or her
Confidentiality Agreement in relation to the Shared Information
and shall deny such individual any further access to the Shared
Information;



(3)

(h)

(i)

)

(k)

(0

(m)

(n)

(0)
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The Researcher shall keep the Shared Information in a physically
secure manner at all times [Consider adding details of physical
security.];

The Researcher shall monitor access to the Shared Information to
ensure security;

The Researcher shall allow the Hospital to inspect the Researcher’s
security arrangements at any time upon reasonable notice and shall
notify the Hospital of any material changes to these practices;

The Researcher shall present only aggregated information in its
reports so as to prevent any identification of individuals, whether
direct or indirect. The Researcher shall ensure that each cell has at
least five observations, unless express written authorization for
fewer cells is provided by the Hospital;

The Researcher shall not contact any individual to whom the
Shared Information relates without the Hospital’s prior approval
[The Hospital must ensure that it has the individual’s consent
to being contacted by the Researcher before giving its
approval.];

The Researcher shall retain the Shared Information for as long as
necessary to fulfill the purposes identified in Section 2.2. The
parties will review the Researcher’s information retention practices
as required,;

The Researcher shall destroy, in a secure manner, information that
is no longer required to fulfill the purposes identified in Section
2.2. Such information shall be permanently erased, rendered
anonymous or destroyed in such a way that it cannot be
reconstructed or retrieved. The Researcher shall provide the
Hospital with confirmation in writing of the destruction and
manner of destruction of the Shared Information; and

The Researcher shall notify the Hospital in writing immediately
upon becoming aware that any of the terms or conditions of this
Agreement has been breached.

If a Named Staff member no longer has access to the Shared Information
in a form in which the individual to whom it relates can be identified, the
Researcher shall so notify the Hospital in writing. The Researcher shall be
entitled to substitute another individual for that Named Staff member by
notice in writing to the Hospital. After the Hospital has been given such
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written notice, the substituted individual shall be deemed to be a Named
Staff member under this Agreement.

4) In the event that the Hospital has concerns about the Researcher’s
compliance with the provisions of this Agreement, the Hospital shall
provide the Researcher with written notice of such concerns and its
reasons for them. The Researcher shall, within five days of receipt of the
notice, investigate the matter and provide the Hospital with a report stating
the cause of the deficiency, if any, and the steps taken to prevent a
recurrence, if required.

5) If the Researcher becomes aware that a person has obtained access to the
Shared Information other than in accordance with this Agreement through
the Researcher’s breach of this Agreement, or the Researcher or the
Researcher’s staff members have used or disclosed the Shared Information
other than in accordance with this Agreement, the Researcher shall
immediately notify the Hospital in writing and meet any requirements
prescribed by law.

(6) The Researcher shall keep the Hospital appraised of any changes to its
policies and procedures followed in respect of the Shared Information.

(7) Each party undertakes to give the other written notice of any changes in
legislation, regulations or policies governing or regulating it that are likely
to affect the parties’ rights and obligations under this Agreement.

(8) Upon expiration or termination of this Agreement, the Researcher shall
continue to protect the Shared Information in accordance with Section 2.6.

2.7 Term and Termination

1) This Agreement shall start on [insert start date] and shall end on
[termination date], unless ended earlier in accordance with Section 2.7(2)
or if the parties agree in writing to extend it. [State whether the
proposed information sharing will be a one-time occurrence, time-
limited, or ongoing.]

@) This Agreement may be terminated in any of the following ways:
@ by written agreement of the parties;

(b) by either party, if written notice of termination is given to the other
party, because:
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Q) the other party fails to perform or comply with any term or
condition of Section 2.6 and such failure to perform or
comply is not remedied within [five] days of written notice
to do so; or

(i) the other party fails to perform or comply with any material
term or condition of this Agreement (other than a term or
condition contained in Section 2.6) and such failure to
perform or comply is not remedied within [ten] days of
written notice to do so.

3) Notwithstanding the termination of this Agreement for any reason, a
research project of the type referred to in Section 2.2 may be completed
provided that the Researcher has obtained written authorization from the
Hospital to do so and the Researcher continues to comply with the terms
and conditions contained in this Agreement in respect of that research
project.

2.8 Indemnity

In addition to any other protections from liability available to the Hospital at law,
the Researcher shall indemnify and hold harmless the Hospital and its directors,
officers, employees, agents and medical staff members against any and all third
party civil or administrative actions, claims or proceedings, including reasonable
legal fees, incurred by the Hospital in connection with any failure by the
Researcher or any person for whom it is responsible at law to perform its
obligations under this Agreement.

SECTION 3 - GENERAL
3.1 Entire Agreement

This Agreement constitutes the entire agreement between the parties concerning
the information sharing described in this Agreement.

3.2  Amendments
This Agreement may be amended only by written agreement of the parties.
3.3  Severability

Each provision contained in this Agreement is distinct and severable. Any
declaration by a court of competent jurisdiction of the invalidity or
unenforceability of any provision or part of a provision will not affect the validity
or enforceability of any other provision of this Agreement.
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34 Waiver

The failure of either party to insist upon strict performance of any terms and
conditions or to exercise any of its rights set out in this Agreement shall not
constitute a waiver of these rights, and these rights shall continue in full force and
effect.

3.5  Assignment and Enurement

The Researcher may not assign the Researcher’s rights or obligations under this
Agreement without the prior written consent of the Hospital. This Agreement
enures to the benefit of and binds the parties and their respective successors and
permitted assigns.

3.6 Survival

Sections 2.5, 2.6 and 2.7(3) shall survive the expiration or termination of this
Agreement indefinitely.

3.7 Delivery by Fax and in Counterparts

This Agreement may be executed and delivered by fax and in any number of
counterparts, each of which when executed and delivered is deemed an original
but all of which when taken together constitute one and the same instrument.

3.8 Governing Law
This Agreement is governed by, and is to be construed and interpreted in
accordance with, the laws of the Province of Ontario and the laws of Canada

applicable in the Province of Ontario. Each of the parties irrevocably submits to
the non-exclusive jurisdiction of the courts of the Province of Ontario.

The parties have executed this Agreement.

[INSERT NAME OF HOSPITAL]

By:

Name: @
Title: @

[If the Researcher is an individual, use the following signing lines]
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presence of:

By

Woilniess Tiie;, W

R T R S
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Matwe: [[nsert nanw of Researcher)

NNSERT NAME OF CORFORATION]

LTS

Name w
Title: =
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Schedule B - Shared [nfermation
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Schedule C — Research Ethics Board Approval

[Attach a copy of the written decision of the Research Ethics Board. The
entire decision, with conditions, if any, must be attached.]
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Schedule D — Named Staff

[List appropriate individuals. Limit these individuals to a small number.]
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SAMPLE CONSENT FORM FOR STUDY PARTICIPANT

Note to User: This Sample Consent Form is intended to be used for
retrospective research. It is not appropriate to use it for clinical trials.

Study Title: )
Primary Investigator: ®
Sponsor: )
Background: [Insert details about the study.]
What is involved? ®
Benefits and Risks: o

Voluntary: Participation in this study is completely voluntary. You can refuse
to sign this consent form and to participate in the study. You can also withdraw
your consent any time by writing to ®. Your care at ® will not be affected by
your decision.

Confidentiality: [Insert details about collection, use, disclosure,
storage and disposal of personal health
information.]

You have had this study explained to you and had an opportunity to ask questions.
You have been given a copy of this Consent Form. If you have any additional
questions about the study, please contact ® at ®. If you have any additional
guestions about your privacy, please contact ® at @.

Participant Consent

| agree to participate in this study.

I also permit ® to collect, use and disclose health information about me for the
purposes of this study.

Name of Participant (print) Signature of Participant

Investigator’s Signature Signature of Substitution Decision-
Maker (if required)

Date
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Key Points

Your service providers, suppliers, employees, volunteers and others who help
you carry out your duties are considered “agents” under the Act. Your agents
can be internal or external to your organization.

You may allow your agents to handle your patients’ personal health
information if you follow the rules in this Section.

Your agents must comply with the rules in the Act that apply to them.

You should ensure that your agents are informed of these rules.

— For example, by providing staff training to internal agents, and by
entering into Information Sharing Agreements with external agents.

You must take reasonable steps to protect personal health information that you
provide to your agents. For example, you should:

— conduct effective due diligence before hiring agents,
— include privacy protection clauses in your contracts with agents, and

— enforce the privacy protection clauses in your contracts with agents.

263



Managing Contracts and Agents

The Rule

You may hire service providers, suppliers, employees and others to help you carry
out your duties. When working with these individuals and organizations you may
find you need to provide patients’ personal health information to them. These
individuals and organizations are considered to be your “agents” (as defined in the
Act), and they can be internal or external to your organization. Regardless of
their internal or external status, your agents must comply with the rules in the Act
that apply to them.

You may allow your agents to collect, use, disclose, retain or dispose of your
patients’ personal health information if:

« you yourself may collect, use, disclose, retain or dispose of the information,

« your agents will collect, use, disclose, retain or dispose of the information as
part of their obligations to you (through a service or supply contract, for
example) and their actions are not contrary to the limits imposed by you, the
Act or another law.

You should ensure that your agents are informed of their duties under the Act.

Your agents must:

« have your permission to collect, use, disclose, retain and dispose of personal
health information on your behalf,

« use the information only for the stated purpose and for no other purpose
except as permitted or required by any law, and

« alert you if the information they handle for you is stolen, lost, accessed by
unauthorized persons, or used, disclosed or disposed of in an unauthorized
manner.

You may share personal health information with your agents for a number of
reasons. In addition to the reasons you describe to your patients when you collect
their personal health information, additional reasons may include:

« planning or delivering programs or services, allocating resources to them,

evaluating or monitoring their success, and preventing fraud or unauthorized
receipt of services or benefits,
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e managing risk and error,

e improving or maintaining the quality of care, programs and services,

« teaching your agents how to provide health care,

« disposing of or removing personal information from a document,

« obtaining consent (only name and contact information may be used for this

reason),

« testifying in a court or other proceeding (only applies to related information),

o collecting payment or processing claims for payment for health care services,

e conducting research (if the requirements for research are followed), and

e reasons permitted or required by any Act.

What You Need To Do

You must take reasonable steps to protect personal health information that you

provide to your agents.

You should:

Due Diligence

Contracts

Enforcement

e Investigate potential
agents for their privacy
compliance before hiring
them (for organizations)

e Interview potential
agents with privacy
compliance in mind
before hiring them (for
individuals)

Include privacy
protection clauses in your
contracts with agents

(e.g., in your third-party
supply contracts with
external agents or in your
confidentiality
agreements with internal
agents)

Enforce the privacy
protection clauses in your
contracts with agents
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Note: The remainder of this section describes best practices for dealing with
external institutional agents. The Security sections of this Toolkit describe
best practices for dealing with individual agents (whether internal or
external).

Due Diligence

You should investigate whether potential agents have taken steps to comply with
applicable privacy laws before you hire them.

You should check whether they have:
e appointed a privacy officer,
o developed a written privacy policy,

o assessed security risks, understood legal requirements, and taken steps to
address any risks,

e adopted a reasonable security standard,
e demonstrated a commitment to privacy, and

effectively trained and sensitized staff to privacy and security related issues.

When using a Request for Proposal, you should:
e outline privacy protection requirements,

« confirm that your agents build the full cost of privacy compliance into their
proposals,

— If not, you could end up paying if a supplier needs to change
technology, security, or data handling or storage practices

o ask potential agents how they plan to meet your privacy requirements and
evaluate them on this plan,

— Ask how they propose to protect personal health information from
theft, loss and unauthorized access, copying, modification, use,
disclosure and disposal, and how they will make sure information is
accurate
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e get enough information to assess and differentiate between privacy
compliance plans and validate the capability and resources to comply with the
plan,

— Get as much information as you can, but do not make your questions
too specific. You want potential agents’ honest and accurate answers,
not the answers they think you want to hear. Ask open-ended
questions that do not suggest answers. For example, instead of asking
whether potential agents have appointed a privacy officer, ask them to
fully describe their current privacy practices. Their descriptions will
let you decide whether they fully understand and are committed to
privacy.

Contracts

You should make sure your agents put in place effective privacy protection
practices.

When you share personal health information with your agents, you place sensitive
information under your control into their hands. You have an obligation to take
reasonable steps to ensure that this information continues to be protected.

Do this by writing effective contracts, and follow the Checklist for Agents
Agreements.

You should review your existing contracts and, where necessary, amend them to
contain appropriate privacy protection clauses. If your agents resist these
amendments, call your lawyers for advice.

Enforcement

Your responsibilities do not end after you sign a contract. You should monitor
whether your agents are meeting the privacy requirements in their contracts.

You should do this by:
« setting dates for your agents to report on their compliance,

« conducting on-site evaluations of your agents’ privacy protections,
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« holding regular meetings to discuss how current procedures are working and
develop ways to remedy issues, and

« notifying agents of any changes in your own information practices and asking
them to put applicable changes in place.

You should enforce the privacy requirements in your contracts. If your agents do
not resolve existing problems, you may need to go to court or end the contract.

Information Sharing Agreements

If you share personal health information with others, such as external researchers
or health data institutes, you should have a proper one or two-way information
sharing agreement.

To ensure that your information sharing agreements provide sufficient privacy
protection, follow the Checklist for Information Sharing Agreements.

Dealing with Agents Operating Outside of Ontario

The best way to make your agents comply with Ontario’s law is to put Ontario’s
privacy requirements into your contract.

It may be difficult to ensure that your agents who operate outside of Ontario
comply with Ontario privacy requirements.

e They are less likely to be familiar with Ontario’s privacy requirements.

e They may claim that their compliance with other privacy requirements should
suffice.

e They may not feel compelled to respect privacy laws beyond their own
jurisdiction.

e The Commissioner will hold you responsible for the activities of your agents
outside of Ontario.

Your contracts should bind your agents to Ontario’s privacy requirements, and
you can enforce the contracts against these agents outside of Ontario if need be.
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CHECKLIST FOR INFORMATION SHARING AGREEMENTS

To ensure that your information sharing agreements provide sufficient privacy
protection:

define all terms that may be unique to your agreement,

define “personal health information” to include all of the information you will
share,

describe the purpose for sharing the information,
refer to the law that allows you to collect and share the information,

list the kind of personal health information each party will share with the
other,

identify the allowed uses for the shared information and require the other
party to use the information for only those purposes,

describe exactly how you will share the information,

identify whether any information may be linked to or matched with other
information,

agree to verify the information received to ensure it is accurate before using it,

set out the administrative, technological and physical safeguards needed to
protect the security of the information (see the Checklist for Agent
Agreements for examples of appropriate safeguards clauses),

place necessary restrictions on disclosure,

limit the agreement’s term to ensure information will be shared for only as
long as necessary,

state how long personal health information will be kept and how it should be
disposed of when the time comes, and

describe any process for ending the agreement before the agreed upon date.
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Key Points

The Information and Privacy Commissioner/Ontario (Commissioner) oversees
compliance with the Act.

Patients have the right to file a complaint against you with the Commissioner
(for example, if they believe you have breached their privacy, or if they are
not satisfied with your response to their access or correction request).

The Commissioner responds to complaints that it receives about you, may
review a complaint and may initiate a review on its own behalf.

The Commissioner has the power to make a range of orders, where
appropriate.

A breach of privacy may entitle affected individuals to sue you for damages.
If you are found guilty of an offence, you could be fined.
You should implement procedures to avoid privacy breaches.

You should implement procedures to manage any privacy breaches. These
procedures must cover, at the very least, containment and notification
procedures.

You should implement procedures and make best efforts to resolve privacy
complaints internally.

The procedures that you implement, as well as your response to a privacy
breach or complaint, may positively affect the final outcome of any
Commissioner’s review.
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Privacy Breaches

What is a Privacy Breach?

A privacy breach happens when personal health information is collected, used,
disclosed or disposed of in a way that does not comply with the Act.

The most common privacy breaches are:

e unauthorized collection of personal health information (information is
collected without consent or legal authority),

« unauthorized disclosure of personal health information through:
— loss (a file is misplaced),
— theft (a laptop is stolen), or

— mistake (a letter addressed to one person gets faxed to the wrong
person), and

e unauthorized or unsecured disposal of personal health information (an
unshredded file is left in the garbage).

Individuals with reason to believe that you have breached or are about to breach
or compromise privacy may complain to the Commissioner. And, if the
Commissioner learns of a possible privacy breach on its own, it may initiate a
privacy review.

Because a complaint review is future-oriented, if a privacy breach is established,

the Commissioner will help you to take the steps necessary to prevent another
privacy breach from happening.

Avoiding a Privacy Breach

Adopt some or all of the following pro-active measures to prevent a privacy
breach from occurring:

Requirements

« Designate a contact person.
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Inform management and staff about privacy compliance.

Put policies and procedures in place that address privacy compliance.

Best Practices

Identify and document roles and responsibilities needed to prevent, and when
necessary manage, a privacy breach as part of a general incident management
plan.

Document information management and protection procedures and audit
results so that you can avoid a privacy breach (and if necessary quickly
determine the cause of a breach) and be able to demonstrate your good
practices to the Commissioner.

Determine whether your new technologies, information systems and proposed
programs or policies meet basic privacy requirements.

When in doubt, obtain advice from your lawyers.

Consult the Commissioner’s Policy and Compliance Department.

Addressing a Privacy Breach

If you learn of a privacy breach, you should take immediate action. Your first
two priorities are to contain the breach and notify anyone affected.

Containment

Requirement

Identify the extent of the privacy breach and take steps to contain it.

Best Practices

Retrieve the hard copies of any personal health information that has been
disclosed.

Ensure that the person who was not authorized to receive the information did
not make or keep copies of the information and get that person’s contact
information in case you need to follow up.
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Determine whether the privacy breach allows unauthorized access to any other
personal health information (for example, through an electronic information
system). Take all appropriate steps (for example, change passwords) to stop
any further breaches.

Notification

Requirement

Identify the people whose privacy has been breached.

Notify (by telephone or in writing) anyone whose privacy was breached
(except for any of those who do not have the right to see or obtain their own
information).

Specify what and how much personal health information was affected.

Explain immediate and long-term steps you and others have taken to rectify
the breach.

Note down the unauthorized uses and disclosures in or linked to the affected
personal health records.

Additional Steps

Best Practices

Identify the person who will manage the breach and the person who will
communicate with the public about the breach. Tell staff who will play these
roles. (The same person might play both roles in a smaller organization.)

Tell staff not to communicate with the public — that is the communicator’s
role. This is especially important when it comes to communicating with the
media.

Make an assessment of the personal health information you hold and how you
use and disclose it so that you can see what information might be involved in
a breach.

See the Sample Inventory of Personal Health Information for an example.

Notify management, staff, your contact person and your lawyers (if
appropriate) of the privacy breach.
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If the breach is a serious one, or raises questions of public concern, investigate
what happened to:

— ensure immediate containment and notification requirements are
addressed,

— identify the circumstances surrounding the breach, and

— review whether your policies and procedures adequately protect
personal health information.

Address the situation systemically. In some cases, program- or institution-
wide procedures may warrant review (for example, a misdirected fax may
prompt review of your faxing process).

Inform the Commissioner’s registrar of the privacy breach and work
constructively with the Commissioner’s staff.

Let the Commissioner know your findings and work together to make needed
changes.

Train management and staff appropriately on privacy compliance.

Reviewing a Privacy Complaint

Depending on the circumstances, when the Commissioner reviews a complaint it
may:

ensure all containment and notification issues have been addressed,
discuss the complaint with the parties and obtain any relevant information,

interview individuals involved with the privacy breach and others who can
provide relevant information,

seek and consider your representations on the issues raised by the privacy
complaint,

ask you to report any actions you have taken,
review a copy of the personal health information involved,
research its precedents,

discuss options for resolution,
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« recommend changes to current privacy policies, procedures and relevant
documents,

e issue a report or order at the end of the review, and

« make recommendations on the privacy implications of any matter that is the
subject of the review.

The Commissioner’s Role

The Information and Privacy Commissioner/Ontario (“Commissioner”) oversees
privacy and freedom of information legislation in Ontario, including the Act.
Under the Act, the Commissioner:

e responds to privacy complaints,

 initiates privacy reviews,

o authorizes certain information collection practices, where appropriate,
o educates and communicates with the public about health privacy,

« researches issues affecting health privacy, and

« offers comments advice on current or proposed information practices, on
request.

The Commissioner’s Powers

Responding to Privacy Complaints

Generally, the Commissioner will inform you of any complaints it receives about
you, although you may not receive notice where, for example, the Commissioner
dismisses the complaint at an early stage of the process.

If the Commissioner decides a formal review is warranted, the Commissioner may
ask:
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o those who complained what other steps they have taken to resolve their
concerns,

o those who complained to try to resolve their complaint directly with you by a
certain date, and

o amediator to facilitate resolving the complaint by a certain date.

If the complaint is not resolved, the Commissioner may decide to review the
complaint. The Commissioner will let you know if it plans to review a complaint.

The Commissioner may decide not to review the complaint if:

« you have dealt with the complaint adequately,

o the complaint should be dealt with in another manner,

« the complaint was made too late,

o the person who complained had insufficient personal interest in the complaint,
« the complaint was frivolous, vexatious or made in bad faith, or

o for any other reason the Commissioner considers proper.

If the Commissioner decides not to review the complaint, it will tell the
complainant why.

Initiating Privacy Reviews

The Commissioner may (on its own initiative) conduct a privacy review of any
matter where there are reasons to believe you may not be complying with the Act.
The Commissioner will tell you if it intends to conduct a review that affects you
or your operations.

Conducting Privacy Reviews

When conducting a review, the Commissioner will follow its own established
rules of procedure and receive any information it considers appropriate and
relevant to the complaint.

In certain circumstances, the Commissioner may also:

e inspect your business (without a warrant or court order),
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inspect your residence (with a warrant or your consent),

review your books, records, information, information practices and other
materials, and

compel others to provide information.

The Commissioner needs your patients’ consent before reviewing their personal
health information that you hold. However, if:

the Commissioner believes that it must review the information to complete the
review,

the public interest justifies reviewing the information without consent,

the Commissioner places conditions or restrictions on the review that the
Commissioner determines is warranted, and

the Commissioner tells you in writing of its decision to review information
without consent, and its reasons for and conditions and restrictions on, this
review,

then, consent is not necessary.

Result of the Review

Depending upon the nature of the complaint and the result of its review, the
Commissioner may order you to:

give access to the requested record to the person who complained,
make the correction that the person who complained asked for,
perform a duty imposed by the Act,

stop collecting, using or disclosing personal health information in breach of
the Act or a contract,

dispose of records of personal health information collected, used or disclosed
in breach of the Act or a contract (so long as doing so would not negatively
affect any individual’s health care),

change, stop or never start a particular information practice that breaches the
law, or
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e putan information practice in place to comply with the law.

The Commissioner may also order those acting on your behalf or with you (your
agents) to take action to ensure you comply with its order against you.

The Commissioner may make recommendations on how anything subject to the
review affects privacy.

The Commissioner will provide a copy of any comments, recommendations or an
order made, together with the terms and reasons, to:

e Yyou,

o the complainant (if there is one),

o other persons to whom the order is directed,

« the body or bodies that regulate you,

e any person whom the Commissioner considers appropriate.

If the Commissioner makes no order after its review, the Commissioner will tell
both you and the person who complained why.

You may appeal the Commissioner’s orders (except access and correction orders)
to the court on questions of law. The court may order the Commissioner to take
actions that the Commissioner is authorized to take under the Act, confirm the
Commissioner’s order or, if necessary, vary or set the order aside. Once all
avenues of appeal have been exhausted, or if no appeal is made, an order may be
filed with the court, making it an enforceable judgment of the court.

If new facts come to light following the Commissioner’s order, the Commissioner
may cancel or change its order or make a further order, even if the original order
has been filed with the court. All affected parties will receive notice of the new
order. You or other parties may appeal the new order.

You may ask the court to review an order concerning access or correction by way
of an application for judicial review.

Offence and Sanctions
If you violate the law, you may face:

e a Commissioner’s order,
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« afine for an offence, and/or

o alawsuit for damages.

Note: Not all privacy breaches are subject to fines.
It is an offence for you to:

o wilfully collect, use or disclose personal health information in breach of the
law,

o dispose of a personal health record to evade an access request,
« dispose of a personal health record in a manner that is not secure,

o wilfully obstruct or mislead the Commissioner in performing its duties under
the Act,

o wilfully fail to comply with a Commissioner’s order, or
« discipline or disadvantage an employee for trying to comply with the Act.
If prosecuted and convicted of an offence:

« ahospital or physician could be fined up to $250,000 or $50,000 respectively,
and

o the hospital’s officers, members, employees or other agents who authorized or
could have prevented the offence may be fined $50,000, whether or not the
hospital itself is prosecuted or convicted.

A breach of privacy may entitle affected individuals to sue you for damages for:
« actual harm a privacy breach caused, or

« mental anguish (up to $10,000) where wilful or reckless behaviour caused the
breach.

Related Sections of the Act

2,3,4,12(2), 12(3), 16(2), 17(3), 54(8), 56-72
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Checklists, Templates and Tools

o Sample Inventory of Personal Health Information
e Commissioner Contact Information

o Decision Tree — Responding to Complaints about Privacy Breaches
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SAMPLE INVENTORY OF PERSONAL HEALTH INFORMATION

Name Information Info Location Back_up Security Retention Notes
Steward Copies

Master Patient info: John Q. UNIX Offsite Password Archive Accessed
Patient - Name Deere server at storage protected after ® via EHR
Health - Contact info College via EHR years application
Records | - Health # Street application

- Family info

- Health Encrypted

history in storage

COMMISSIONER CONTACT INFORMATION

The Commissioner can be reached at:

Telephone: (416) 326-3333

Email:

Website:

info@ipc.on.ca

Www.ipc.on.ca




Oversight

DECISION TREE - RESPONDING TO COMPLAINTS
ABOUT PRIVACY BREACHES

| Contain the breach ]

Determine i other personal health records are
vulnerable to a breach - if 5o, take steps to
avoid furiher breach

:

Moty alfected individuals and explain steps
to rectify the breach

l N
Hﬂamﬂmm | Inform the complainant of your findings
- ompiant and that the complasnant may reler e
te the Commissioner, I not satisfied with o kit bo the Commissi
the internal response
| Consider advising the Commissioner
'
Review and address policies and |
procedures to miligale future occurences |
m'"ﬂ; Maintain a record of yous
"“H“"ﬁ""u' te findings and any nterview notes
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Glossary

This glossary explains the meaning the following terms have when used in this
Toolkit.

“Access” means patients’ ability to examine or obtain information about
themselves.

“Act” means the Personal Health Information Protection Act, 2004 and the
regulations made under it.

“Agent” means any person that a health information custodian authorizes to act
for it to deal with other people’s personal health information, whether or not the
agent has authority to bind the custodian, is employed by the custodian, or is
being paid.

“Attorney for personal care” means someone who can legally act for
another person because they have a power of attorney for personal care under the
Substitute Decisions Act.

“Attorney for property” means someone who can legally act for another
person because they have a continuing power of attorney for property under the
Substitute Decisions Act.

“Audit” means to conduct an independent review and examination of system
records, activities and practices to test the adequacy and effectiveness of data
security and data integrity procedures, to ensure compliance with health records
policy and operational procedures.

“Authentication” means the procedure for establishing the identity of a user.
“Authorization” means the procedure to establish which resources and

information a user may access and what actions they are allowed to perform on
those resources such as reading, updating, creating or deleting information.
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“Biometrics” means the use of methods of authenticating or verifying an
individual’s identity based upon a physical or behavioural characteristic, such as
retina patterns or skin characteristics.

“Board” means the Consent and Capacity Board created under the Health Care
Consent Act.

“Capable” means mentally able to make decisions for oneself.
“Capacity” means the mental ability to make decisions for oneself.

“Collect” means to gather, receive or obtain personal health information in any
way and from anyone.

“Collection” means the gathering, receiving or obtaining of personal health
information in any way and from anyone.

“Commissioner” means the Information and Privacy Commissioner/Ontario
appointed by statute.

“Conditional consent” means a patient’s consent to the collection, use or
disclosure of personal health information on which the patient has placed a
restriction. See the Consent section for additional information on conditional
consent.

“Contact Person” means the person designated to assist you in meeting your

privacy obligations and to respond to patient inquiries about privacy-related
matters.
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“De-identified information” means health information from which
personally identifying information has been removed, and for which no means
exists to re-identify patients.

“Disclose” means to release or make personal health information available to
another person, organization or health information custodian; it does not mean to
use the information.

“Disclosure” means the release or making available of personal health

information to another person, organization or health information custodian; it
does not mean the use of the information.

“Encryption” means using recognized techniques to transform plain electronic
information into an unintelligible form that requires a special key in order to
transform it back into the intelligible format.

“Firewall” means a combination of hardware and software, used to protect a
network from unauthorized access, intrusion or traffic.

“Guardian of property” means a person appointed to act as guardian of
another person’s property, or a statutory guardian of property under the Substitute
Decisions Act.

“Guardian of the person” means a person appointed to act as guardian of
another person under the Substitute Decisions Act.
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“Health card” means a card provided to a person by the Ontario Health
Insurance Plan to identify the card holder as entitled to health care benefits in
Ontario.

“Health care” means treating, observing, examining, assessing or caring for a
person for a health-related purpose and includes to:

« diagnose, treat or maintain the person’s physical or mental condition,
e prevent disease or injury,

e promote health, or

e provide a service as part of palliative care.

Health care includes compounding, dispensing or selling drugs, devices,
equipment or any other item prescribed to an individual. It also includes any
community service a service provider performs — see the Long-Term Care Act.

“Health care practitioner” means:

o amember of any profession that the Regulated Health Professions Act covers
who provides health care,

e anyone registered as a drugless practitioner under the Drugless Practitioners
Act who provides health care,

« amember of the Ontario College of Social Workers and Social Service
Workers who provides health care, and

« anyone else who primarily provides health care for which they get paid.

“Health information custodian” means any person or organization who
controls other people’s personal health information as part of their role as:

« a health care practitioner or operator of a group practice of health care
practitioners,

e aservice provider who provides a community service under the Long-Term
Care Act,
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e acommunity care access corporation under the Community Care Access
Corporations Act,

o someone who operates one of the following facilities, programs or services:

— ahospital under the Public Hospitals Act, a private hospital under the
Private Hospitals Act, a psychiatric facility under the Mental Health
Act, an institution under the Mental Hospitals Act or an independent
health facility under the Independent Health Facilities Act,

— an approved charitable home for the aged under the Charitable
Institutions Act, a placement co-ordinator under the Charitable
Institutions Act, a home or joint home under the Homes for the Aged
and Rest Homes Act, a placement co-ordinator under the Homes for the
Aged and Rest Homes Act, a nursing home under the Nursing Homes
Act, a placement co-ordinator under the Nursing Homes Act or a care
home under the Tenant Protection Act,

— apharmacy under the Drug and Pharmacies Regulation Act,

— a laboratory or specimen collection centre under the Laboratory and
Specimen Collection Centre Licensing Act,

— an ambulance service under the Ambulance Act,
— a home for special care under the Homes for Special Care Act, or

— acentre, program or service for community health or mental health
whose primary purpose is to provide health care,

¢ an evaluator under the Health Care Consent Act or an assessor under the
Substitute Decisions Act,

o amedical officer of health or a board of health under the Health Protection
and Promotion Act,

o the Minister or Ministry of Health and Long-Term Care, and

« any other person described as a health information custodian under the
regulations to the Act with custody or control of personal health information
as part of performing powers, duties or work.

“Health number” means the number that OHIP assigns to an insured person
under the Health Insurance Act.
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“Ildentifying information” means any information that identifies an individual
or that one could reasonably foresee might be used either on its own or with other
information to identify an individual.

“Incapable” means mentally unable to make decisions for oneself.
“Incapacity” means the mental inability to make decisions for oneself.

“Individual” means any living or deceased person about whom personal health
information was or will be collected or created.

“Information practices” means a health information custodian’s policies
concerning when, how and why the health information custodian routinely
collects, uses, modifies, discloses, retains or disposes of personal health
information, and the administrative, technological and physical safeguards and
practices maintained to protect personal health information.

“I'T” means information technology and refers to any electronic computing or
network technology, including both hardware and software.

“IT infrastructure” means the collective set of information technology tools
and technologies, especially networks and servers, that an organization uses to
support its operations.

“Lock box” is not defined in the Act. Lock box describes the limits that
patients can place on the disclosure of their personal health information. See the
Managing Health Information section for additional information on lock boxes.

“Logical security” means software and procedural measures designed to
provide protection of IT resources and electronically stored information against
deliberate and accidental logical threats, including measures such as passwords
and firewalls.
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“Malicious software” means software designed to corrupt, destroy, take over
or deny availability to information technology resources. Malicious software
includes viruses, worms, Trojan Horses, logic bombs and other types of harmful
code.

“Minister” means the Minister of Health and Long-Term Care.

“Need to know” means the principle that a staff member should have access
only to the personal health information needed to perform a particular function.

“Partner” means one of two persons who have lived together for at least one
year in a close personal relationship of primary importance to both people in the
relationship.

“Person” means an individual person, a partnership, an association and any
other entity.

“Personal health information” means oral or recorded identifying
information about someone that relates to:

e aperson’s physical or mental health or family health history,
« health care an individual receives, including who provided the health care,
o aplan of service for an individual under the Long-Term Care Act,

« anindividual’s eligibility for health care payments or the payments made for
an individual’s health care, and

e anindividual’s donation of any body part or bodily substance or anything
derived from testing or examining a donated body part or bodily substance.
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Personal health information also includes:
e an individual’s health number,
« anything that identifies an individual’s substitute decision-maker, and

« anything that identifies an individual and that is contained in a personal health
record.

Personal health information does not include records maintained for human
resources purposes.

“Physical security” means physical measures designed to provide physical
protection of resources against deliberate and accidental threats, to prevent
unauthorized access to equipment, installations, documents, files and records,
including measures, such as door locks, camera, passcard readers, safes and
security guards taken to control access to restricted areas.

“Privacy” means the right of individuals to determine for themselves when, how
and to what extent personal information about the individuals is communicated,
and to be secure from unauthorized use or disclosure of their personal
information.

“Proceeding” means any proceeding before a court, tribunal or committee of a
professional regulatory body.

“Provincially funded health resource” means any health-related or
prescribed service, subsidy or other benefit that the Ontario government wholly or
partially funds.

“Record” means an information record in any form or media, including written,
printed, photographic or electronic form, but excluding computer programs and
other mechanisms that produce a record.

“Relative” means one of two people related to each other by blood, marriage or
adoption.

“Research” means a systematic investigation to develop or establish principles,
facts or knowledge including developing, testing and evaluating research.
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“Researcher” means anyone who conducts research.

“Research Ethics Board” means a board established to approve research
plans under the Act.

“Security” means the physical, technological and administrative protective
measures and techniques that are designed to ensure that personal health
information remains confidential, available and uncompromised. This includes
measures such as encryption, passwords, and firewalls designed to prevent
unauthorized access to information, to protect the integrity of computing
resources, and to limit the potential damage that can be caused by unauthorized
access.

“Spouse” means one of two people whose relationship is recognized under
Ontario law and includes married people and people living together in common
law relationships.

“Substitute decision-maker” means a person that the Act authorizes to give

consent on another’s behalf to the collection, use or disclosure of the other
person’s personal health information.

“Threat risk assessment” means a structured process to evaluate security
threats, vulnerabilities, probabilities and business impact to an organization’s
critical assets.

“Use” means to handle or deal with personal health information but does not
mean to disclose personal health information.
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“User” means a person authorized to use specific resources of an organization’s
IT infrastructure. A user usually accesses these resources through a User ID and a
password.

“Virus” means a piece of malicious computer software. Anti-virus software is
software designed to detect and prevent computer viruses from causing harm.
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NOTE TO USER: When you use this Statement, you must ensure that you have included all
of your proposed uses and disclosures. If you use or disclose a patient’s personal health
information, without the patient’s consent, in a manner that is not described on the
Statement, you must: (a) inform the patient of this as soon as possible unless the patient
does not have a right of access to their personal health record, and (b) make and keep a note
of the use or disclosure in or linked to the affected patient’s personal health record.

SAMPLE WRITTEN STATEMENT OF INFORMATION PRACTICES

Collection of Personal Health Information

We collect personal health information about you directly from you or from the person acting on
your behalf. The personal health information that we collect may include, for example, your
name, date of birth, address, health history, records of your visits to [the Hospital] and the care
that you received during those visits. Occasionally, we collect personal health information about
you from other sources if we have obtained your consent to do so or if the law permits.

Uses and Disclosures of Personal Health Information

We use and disclose your personal health information to:

treat and care for you,

get payment for your treatment and care (from OHIP, WSIB, your private insurer or others),
plan, administer and manage our internal operations,

conduct risk management activities,

conduct quality improvement activities (such as sending patients satisfaction surveys),
teach,

compile statistics,

fundraise to improve our healthcare services and programs,

comply with legal and regulatory requirements, and

fulfil other purposes permitted or required by law.

Your Choices How to Contact Us

. @
You may access and correct your personal Our privacy contact person is ®.

health records, or withdraw your consent for For more information about our privacy
some of the above uses and disclosures by protection practices, or to raise a concern you
contacting us (subject to legal exceptions). have with our practices, contact us at:
Important Information [Address, fax, email, telephone number and
website]
e We take steps to protect your personal ) ]
health information from theft, loss and You have the right to complain to the
unauthorized access, copying, Information and Privacy _
modification, use, disclosure and disposal. | Commissioner/Ontario if you think we have
¢ We conduct audits and complete violated your rights. The Commissioner can
investigations to monitor and manage our | D€ reached at:

privacy compliance. [Address, fax, email, telephone number and
e We take steps to ensure that everyone who | website]

performs services for us protect your
privacy and only use your personal health
information for the purposes you have
consented to.
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SAMPLE CONSENT FORM

Consent to the Collection, Use and Disclosure
of Personal Health Information
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SAMPLE WITHDRAWAL OF CONSENT FORM

Withdrawal of Consent
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SAMPLE CONFIDENTIALITY AGREEMENT

NOTE TO USER: Modify this sample agreement to suit your institution and your needs.
Review with your lawyers before releasing.

I acknowledge that | have read and understood the [@®] policies and procedures on privacy,
confidentiality and security.

I understand that:

o all confidential and/or personal health information that | have access to or learn through my
employment or affiliation with [®] is confidential,

e asacondition of my employment or affiliation with [®], | must comply with these policies
and procedures, and

e my failure to comply may result in the termination of my employment or affiliation with [@]
and may also result in legal action being taken against me by [®] and others.

| agree that | will not access, use or disclose any confidential and/or personal health information
that I learn of or possess because of my affiliation with [®], unless it is necessary for me to do so
in order to perform my job responsibilities. | also understand that under no circumstances may
confidential and/or personal health information be communicated either within or outside of [@®],
except to other persons who are authorized by [®] to receive such information.

| agree that | will not alter, destroy, copy or interfere with this information, except with
authorization and in accordance with the policies and procedures.

| agree to keep any computer access codes (for example, passwords) confidential and secure. |
will protect physical access devices (for example, keys and badges) and the confidentiality of any
information being accessed.

I will not lend my access codes or devices to anyone, nor will I attempt to use those of others. |
understand that access codes come with legal responsibilities and that I am accountable for all
work done under these codes. If | have reason to believe that my access codes or devices have
been compromised or stolen, | will immediately contact the [@®].

Name (Please Print) Signature Date



SAMPLE CONSENT TO DISCLOSE PERSONAL HEALTH
INFORMATION FORM

I hereby authorize

(Name of hospital/physician’s office)

to disclose the following personal health information:

(Description of personal health information to be disclosed and dates of contact/hospitalization)

o

(Name and address of person/agency requesting information)

from the records of

(Name of Patient) (Birth date)

Mailing Address of Patient:

I understand that this personal health information is to be used only by the
recipient for the purposes of:

Date:

I hereby waive any and all claims against [insert name of hospital/physician’s
office] in connection with the disclosure of this personal health information.

Witness: Signed by:

(Patient or Substitute Decision-Maker)

Date:

(Relationship to the Patient)



SAMPLE FORM TO REQUEST ACCESS
TO PERSONAL HEALTH RECORD

Information and Instructions

We will provide you with access to your personal health record, unless a legal exception applies.
We will review all health record access requests, and will make every effort to respond to your
request in a timely fashion. Please complete Parts A and B of this Form. Part C is for our internal
use. For information about our privacy protection practices, contact ® at: [Address, fax, email
and telephone number.]

PART A: REQUESTOR INFORMATION

Patient Contact Information:

Last Name First Name Initials

Mailing Address

Telephone Number Date of Birth

Hospital ID Number

If you are a substitute decision-maker, your contact information:

Last Name First Name Initials

Mailing Address

Telephone Number
Note: Include copies of documents that provide your authority as a substitute decision-maker.
PART B: ACCESS REQUEST

1. Please describe what you need and include details that will help us locate the record (e.g.,
dates, name of healthcare provider, etc.).

2. How would you prefer to access this information? Please check off:
[l Receive hard copies of originals
[l Receive electronic copies of originals (please supply storage medium)
] Examine originals in the facility

Signature Name (print) Date



PART C: RESPONSE TO ACCESS REQUEST (For Internal Use Only)

1.

3.

Information Regarding Receipt and Initial Review of Request

Date Request Received

Information Regarding Response

Date Response Issued

] Access request granted
] Access request not granted
[l Access request granted in part

If complete access request was not granted, reason for refusing the request/part of the
request.

Information Regarding Extension

If an extension to the access request response was required, please indicate:

Date of Extension Reason for Extension Date Patient Notified

Processed by:

Signature Name (print) Title




SAMPLE LETTER FOR EXTENSION TO COMPLY WITH REQUEST

[Name and Address of Health Care Facility]

XXX Street

City/Town, Ontario

ABC 123

Date

Dear Sir/Madam,

RE: Request for Access to Personal Health Record of [Patient’s Name]

Health Record #:

An extension of days is required to address your request to access the personal health
record of the individual named above. While every effort is made to retrieve the information
requested, this extension is required for the following reason:

[Reason for extension]

If you have any concerns or questions please contact (Contact Person). If
they are unable to resolve your concerns, you may file a complaint with the Information and
Privacy Commissioner/Ontario, who may be contacted at:

[Contact information for the Information and Privacy Commissioner/Ontario]

Sincerely,

[Name, Title]



SAMPLE REFUSAL OF ACCESS LETTER

[Name and Address of Health Care Facility]

XXX Street

City/Town, Ontario

ABC 123

Date

Dear Sir/Madam,

RE: Request for Access to Personal Health Record of [Patient’s Name]

Your request for access to the personal health record has been declined for the following reason:
[Reason for declining request]

If you have any questions or concerns please contact (Contact Person). If

we are unable to resolve your concerns, you may contact the Information and Privacy
Commissioner/Ontario, who may be contacted at:

[Contact information for the Information and Privacy Commissioner/Ontario]

Sincerely,

[Name, Title]



SAMPLE REQUEST FORM FOR CORRECTION
TO PERSONAL HEALTH RECORD

Information and Instructions

We will correct health record information if it is demonstrated, to our satisfaction, that the record
is not correct or complete for the purpose for which we collect, use or disclose the information.
We will make every effort to respond to your request in a timely fashion. Please complete Parts A
and B of this Form. Part C is for our internal use. For information about our privacy protection
practices, contact [®] at: [Address, fax, email and telephone no.]

PART A: REQUESTOR INFORMATION

Patient Contact Information:

Last Name First Name Initials

Mailing Address

Telephone Number Date of Birth Hospital ID Number

If you are a substitute decision-maker, your contact information:

Last Name First Name Initials

Mailing Address

Telephone Number

Note: Include copies of documents that provide your authority as a substitute decision-maker.
PART B: CORRECTION REQUEST

1. List or attach the correction requested, with reasons for the correction.

Requested Correction Reasons for Correction

2. How do you wish to receive notice of the correction (in writing, by telephone)?




3. Would you like us to give notice of the correction, to the extent reasonably possible, to
others to whom we have disclosed the incorrect information? (We will only do so if this
notice will affect your health care or otherwise benefit you.)

O Yes

O No
Signature Name (print) Title
Date

PART C: CORRECTION REQUEST RESPONSE (For Internal Use Only)

O Correction made
O Correction not made
O Refusal letter (with reasons) sent
O Statement of Disagreement attached to record
O Date of Response
1. List names, contact information and comments of any individuals consulted
2. If correction was not made, provide reasons:
3. If an extension to the correction request response was required, please indicate:
Date of Extension Reason for Extension Date Patient Notified
of Extension
4. Notice of correction provided to others to whom incorrect information was disclosed.
List names:
5. Processed by:

Signature Name (print) Title



REB File No.:
Date:

SAMPLE APPLICATION TO RESEARCH ETHICS BOARD

A GENERAL INFORMATION

PRIMARY INVESTIGATOR

Name Signature
Dept./Div. Position
Qualification: Email Address

CO-INVESTIGATOR

Name Signature
Dept./Div. Position
Qualification: Email Address

CO-INVESTIGATOR

Name Signature
Dept./Div. Position
Qualification: Email Address

OTHER RESEARCH TEAM MEMBERS WHO ARE NOT CO-
INVESTIGATORS Please type names, roles and qualifications (signatures
not needed)




DETAILS OF PROJECT

Project Title

Is this project funded?

[ ] NO
[ ] YES
Sponsor

Duration of Funding: from _/ [/ to [/ |/

Conflict of Interest Declaration — Do you have any conflicts of interest
(actual, apparent, perceived or potential) relating to this project?*

[] NO
[] YES

Description of conflict of interest

Mandatory Signature

(Application will be returned without signature)

*Conflicts of interest include but are not limited to the following situations and also must
be disclosed under institutional policy for review: If you or any of the involved research
team members or your/their dependants have:

(1) employment or consulting arrangements and/or a financial interest in the sponsor of
the study, or with proposed subcontractors, vendors or collaborators; or

(2) a financial interest in the subject of the study.
Protocol:
a) Nature

b) Obijectives

C) Methods



d) Statistical Analysis

e) Anticipated Public or Scientific Benefit

f) Duration of Research

)] Foreseeable Harms and Benefits of Research (describe how harms
will be addressed)

C. INFORMATION REQUESTED

1. What patient information do you require?
2. What patient information source are you accessing?
[ ] Health Records Specify which

Clinic/Office Files

[_] Electronic Database | Specify which

[ ] Outside Institution Specify which

[ Other Specify which

3. Proposed number of research subjects




Are you requesting information that identifies or potentially identifies
individuals?

[ ] NO
[ ] YES

If yes, explain why you cannot use anonymized or aggregate information:

Have you obtained consent from the individuals to collect and use the
identifying information on this project?

[ ]1YES Attach a sample consent form

[ INO

If no, explain why

What security measures will be in place to protect the information during
transmission?

INFORMATION LINKAGE

Does your project involve linking any information from this request to
other information?

[] NO
[ ] YES

If yes,

Describe what information is to be linked:




Describe what type of linkage is required:

Describe the rationale for this linkage:

Have you received approval from the other information sources including
division/department head authorization to conduct this linkage?

[ ]NO

[ 1YES Please attach the approval(s)

Will the information be retained in linked form?

[ ]NO
[ ]YES

When will the information be de-identified after the linkage?

DISSEMINATION OF ANALYSIS AND/OR REPORTS:

How do you plan to disseminate and/or publish the results of your
analyses?

What is the expected date of dissemination and/or publication?




DISCLOSURE AVOIDANCE PRACTICES

How will you ensure that information will be aggregated prior to
disclosure, to the level required in the information sharing agreement,
confidentiality agreement, privacy policy and other applicable policies and
procedures?

Attach information collection form or list of fields (mandatory: application
will be returned if this information has not been included)

Please note that the content of the form should be adequate to answer
the research questions.

Are any sensitive issues raised in this study or its publication (e.g. HIV
status, mental health status, subjects identifiable, pedigrees, other)

[ INO
[ ]YES  Please specify

SECURITY AND ACCESS

The information obtained from the records described above will be used
for the outlined research purposes only:

[ ]NO If no, a separate request must be submitted
[ 1YES

List all of the persons who will have access to the records in an
individually recognized form for the research purpose described and why
they need this access: (hame and role in research)




3. Have all these persons signed confidentiality agreements?

[ ]NO
[ ]YES

If no, please indicate when agreement will be signed

H. SECURITY MEASURES

1. Describe how you will keep information secure

[] Premises will be locked except when one or more of the
individuals named in E1(b) are present

[] Access to the premises will be controlled (passcards,
security clearances etc.)

[] Access to the information will be restricted to the
research team by:
[ Patient code [ Files/Folders password [ Computer password
Please provide name of password software

] Other computer security methods that prevent
unauthorized access will be used
O Encryption O Firewalls [ Identifying Information

Scrambled/De-linked

Other (Describe):

[] Staff will be trained regarding privacy

] Staff will sign a confidentiality agreement

[] Other, explain




2. Will information remain within the institution?

[INO
[ 1YES If no, please indicate why and how information will be
exported outside
3. Will system files be backed up automatically?
[] NO
[] YES

If yes, please specify provisions that would be made for a private drive
that cannot be accessed by anyone other than your research team, or that
could not be backed up by computer support staff within your
organization:




All original personal health records received from ® must be returned to ®
and all copies of personal health records that were made or received must be
destroyed in accordance with the information sharing agreement.

I certify that the information reported here is accurate and that the personal
health information will not be used for future projects without prior
approval of a research ethics board.

Primary Investigator Signature Date

Division/Department Head Date
Signature of Approval

Do you plan on accessing information from another division/department?

[] NO

[ ] YES If yes, authorization from the division/department head is
requested

Signature of Approval Date

In making this request, I acknowledge that failure to comply with the terms
and conditions of the information sharing agreement is cause for termination
of the agreement and, where applicable, a complaint to the Information and
Privacy Commissioner/Ontario.

Date Signature of Requestor

Research Ethics Board for Retrospective Research

Signature of REB Chair

Date of Approval Approval Expires

Level of Continuing Review:




SAMPLE CONSENT FORM FOR STUDY PARTICIPANT

Note to User: This Sample Consent Form is intended to be used for retrospective
research. It is not appropriate to use it for clinical trials.

Study Title: o
Primary Investigator: L
Sponsor: )
Background: [Insert details about the study.]
What is involved? o
Benefits and Risks: o

Voluntary:  Participation in this study is completely voluntary. You can refuse
to sign this consent form and to participate in the study. You can also withdraw
your consent any time by writing to ®. Your care at ® will not be affected by
your decision.

Confidentiality: [Insert details about collection, use, disclosure,
storage and disposal of personal health
information.]

You have had this study explained to you and had an opportunity to ask questions.
You have been given a copy of this Consent Form. If you have any additional
questions about the study, please contact ® at ®. If you have any additional
questions about your privacy, please contact ® at @.

Participant Consent

| agree to participate in this study.

I also permit @ to collect, use and disclose health information about me for the
purposes of this study.

Name of Participant (print) Signature of Participant

Investigator’s Signature Signature of Substitution Decision-Maker
(if required)

Date




SAMPLE CONSENT FORM FOR FUNDRAISING

Consont to the Collection, Use and Disclosure
of Parsonal Information for Fundraising Purposes

S ¢y e prersor | [ ensographic ] nfermation ataul souo ks luchng voer nzms 2zd malog

i 2dress, 17 rdEr Bl 3o tes sapgaart ans Tl rinseig poogranis, We mdy Al shasy This
rriva it wetl jour hospiial foundation]. whica sill coptass sowem aur keralls By s
Fazicinn, O PRI s D e gk juem werlhe eabir el i s nm e Fur'rdr.ll'nnl'." SArAgal g al d laner dake

Yoz canzefnes tsied this consent lorm, Yeu can alses withdras vowr consend any Tnne by
wriling ke @ Yome refosal ar walbebrosnl of coceeat sl oro way atfeet the cane ur ceamaeng
el ¥ seceree an [Hospilall.

Patical Consent

l. aulbearsee [Ilespital] on collcey, wae wed disclicas,

L Firnt and 1 aesE Myome]

O =t ey ranne wesd aaolioe wddress
O my ndme, mailing addegss arcd the Bl ang e voieal i funtatioi.

[Mole to LUser: Conssder iaserting the personal information you wondd fike 1o wae for
Fund ruiving purposes, sich us email add ress, lelephane nomber, ete.]

Foor wst o Fusdzaesi ng relacns eo e | Hlospitol] s chardable acts e 1ereberatael thas sowmaehe
share snfoarmalivn ke me with the kel Dwadioom

*dirc

Addre

Sucialtre Tuie
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SAMPLE WITHDRAWAL OF CONSENT FORM FOR FUNDRAISING

Withdrawal of Consent to the Collgction, Use and Disclosure of
Perzonal Information for Fundraising Purposes

I, s Soper wosh [Hospilal ) o g be
{Fen and Last Muiee)

|-.'\-||||l.'.-|'.1J__' p-l_'.'u:-'n.;il nfrmation ey e e II.II.'II_‘lr;'lI'\-Ini: [PIETTH INLE

O v narmse aed mailing idilress
a the I!'||]|-:1w||1'l.: |'!-L‘r.~\.|.'|:|'|;.'|| (TN TR

-;..'hn:-.-L &l Lr:..;:-.%i:npljnj

T TR

Aldiese:

S atume: Drare
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Diagnostic Tool

Overview

Purpose

This Diagnostic Tool is designed to help you identify areas you may need to work
on to meet your privacy obligations. It is intended as a companion to the OHA
Privacy Toolkit and you will still need the Toolkit to address any gaps you
identify.

This version of the Diagnostic Tool is designed for larger healthcare institutions
and not for smaller medical offices.

Instructions

For each question, use the Score Sheet to circle the answer that best describes
your current situation. The number corresponding to each answer translates into
the following achievement levels:

e 0 - Not adequate (don't know/haven't started)

o 1 - Partially adequate (have made a start, have some key pieces in place)
e 2 - Adequate (have covered the essentials)

o 3 —Best practice (have achieved best practice status)

Some questions may not be applicable for your situation but if you find you are
marking off many as “not applicable”, re-examine your thought process as most
questions should be applicable under normal circumstances.

Consider adding handwritten notes for each question to explain your answer as
this will help you or others to make sense of it when it is reviewed at a later date.
This is especially important if you answer "Not Applicable™.

Once you have completed the questions, follow the Score Evaluation below the
Score Sheet.

Note that an electronic version of the Diagnostic Tool is available on the OHA
web site.
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Survey Questions

1 — General Privacy Compliance

a)

b)

Do you have a written statement?

No, we haven't had time to write one

Yes, but it's very basic

Yes, we have a written statement that we make available to the public, which describes
our information practices (in general terms), provides our contact person's contact

information and describes our access, correction, inquiry and complaints procedures

Above, plus our written statement describes our other privacy-related procedures

Have you developed procedures to support your written statement?

No or don't know

No, but we generally know what to do based on the written statement

Yes, we have developed procedures to ensure that our information practices are
followed and to help us deal with requests for access and corrections, as well as
privacy-related inquiries and complaints

Above, plus we have trained our internal agents (e.g., staff, volunteers and others) to

follow our procedures, and we track the effectiveness of these procedures and modify
them where necessary



Diagnostic Tool

2 -~ Contact Person

aj Have you deslgnated a contacl person to asslsl you In meeling yeur privacy
abligatlons?

O Mo ordoa' ke
1 Nz, but staff waold know which senigr manager to consull

2 Yes, ws Rave a designaled s contact partan, and we have made hisfher confact
irlomahiar availabkie 10 tha pubhic

3 Apove, pras wa have provided the contact persan wiilh e Approonate resavrces o do
thie job and we monitor hisher paroimance

by ¥What arp your contact person’s respons/bllitiesT
g Batsere, we haven't developad a job descnption

1 QOurcontac! persoa handles all privacy-related matars

2 O confact person helps us b comply wiln the Ack, responds 1o requasts tor access
and cormections, deals wilh quesiions and complainis. and &3SUres oUr agents arg
raforned of their Iegal dulies ander Tha A

7 Abave, plus our contac! parson Ganducts privacy impac assassments, prvacy audis
and develops arivasy-related policies. procadures and 1os

REP_ACERENT PAGT REVISED WOVERMEBER 15 2304 337
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3 - Consent

ab

b

0

Whal do you do 1o ansure vour paliants' Iinplied consant & valld?
bt ag Y pArICL R Or 32T R o

We el par pahents thatl we aeed their prrsonal healih  aformation inarder 1o provde
Saeryices 10 hura

W'e giva pur patients {ng informatian thay need to unoarsiand why we colledl their
parsenal health abormdation. Row wa may use | or daciose it and what tkey st do e
withhodd or withidraw thair consem

Abova. plus wa pos natices or placa brochures about 1Nese madta s n gk iraf o
arems angd watting rogms

What da you do 1o ensure your patients” express conzent is valid?
Mathing ir peeular or gont kaow

Ve make sure the oalend Ras the capadity S ednsant or Mas 4 Subslitnte dacisian:
makar wha nas the capacity and aothanty b2 consent gn the patient's behalf

VWe make sure the paten has the capacity 1o consenl. ar has a suostitute decision
maker wha nas ke capasity and aulkarly 1 zongant on the patient's behall, and we
gnsure that 1he person giving consent knows why wa ara collecting ihe irfor—aticn and
Faw it will be used andiar Gisclosen

Aocve. Jlrs e 350 cacumens [he consent, wheiher il was given in wniting or arally

REPLACEMENT PASE REVISED NOWEMSER "5 2004
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4 — Managing Health Information

a)

b)

Have you documented the purposes for which you collect your patient’s
personal health information?

No or don't know
Purposes are documented but this information is not shared with patients

A written statement outlining purposes for collection is available to patients upon
request

A written statement outlining purposes for collection is posted in a public area

Are there policies in place outlining who is authorized to use your patients’
personal health information and for which purpose?

No or don't know
Policies are in place and they include consent requirements
Above, plus staff receive training on the use of personal health information

Above, plus compliance with the policies are built into agreements with third party
agents who use personal health information

Is there a policy for disclosing information to family members and friends?

No or don't know

There is a policy in place but it is not communicated to patients, family members and
friends unless the situation warrants it

A written policy is posted in a public area and communicated to patients

Above, plus staff receive training on the policy
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d)

e)

f)

Do your volunteers understand their obligations related to protection of privacy?
No or don't know

We don’t do anything formal, but our volunteers know they need to protect our patients’
privacy

All volunteers receive training on privacy

Above, plus volunteers are required to sign a non-disclosure agreement

Does your organization have an individual who is responsible for disclosure
requests from third parties?

No or don't know

No, but the requester is directed to the supervisor of the clinical area the patient was
being treated in

Yes, we have an individual with defined responsibilities to address third party requests
for disclosure and staff know who to direct requests to

Above, plus this individual has the resources and training to address disclosure
requests

Do you have procedures and policies in place to address a patient request that
part of their personal health record not be disclosed to others involved in their
care? ("Lock Box")

No or don't know

We have procedures to flag information a patient wishes not to be disclosed, but we do
not have policies in place to respond to a situation where we receive notice that
information has been placed in a lock box

Yes, we have procedures and policies in place and staff are aware of them

Above, plus the patient is informed of our procedures and policies
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b - Accessing Health Records

al I5 there & procedure In place lar handling patlenl requeata far ageess Lo their
perscnal heslits Infermatien?

2 N or dor'l kncw
1 There s a procecuare ot it s ot docemented ar il is kat beeng lalicwed
& There is a documented precedure fRak g eagy T Iocata and used whem neaded

3 Abowp plus re'evant s1aff recgived training on he procadzura

bj Are patignts tnlormed who to contact Il thay wanl Lo s5e6 thelr persenal health
record?

0 MNoor don't <now
1 Patients are informed orally H they ask

2 A wrtan s'alement is avalable telling patents who 1o contact and whal da if 1hey wani
to see their parsonal heghh recosd

3  Anowve plus1he wrilen statemant iz pested ir a pubhs greq i

) Iz there a procedure lor patlents to complain about 3 decision 1a refusae scoess
1o a perrsonal heallth record ?

0 Mo or don' know
1 Trnereis a procedure But o is nol communicaled 16 patients

2  “atiems recewve @ wnitaa statement culliming the complaint procedure when ACCess i
wefusod

3 Above, plus patients zre 10l thal they may cenfas] the Commiss=crer if [hey are Sl
gt sahished win ihe outcome

REFLACEMENT PAGS REVISED NOWEMGCR 15 7004 341
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& — Correcting Health Records

aj

bk

)

L

L% ]

Is Ihere 3 procedure in place for handling patkent requests for correctlons 1o
thalr personal haalth [nformatlon?

Me ar don ke
There is 3 procedure But o is ot decurmenied of it s not baing lalléwod
There is @ docwmenied procedars that is easy to losale and usg when neadsd

Abgva, plug regvan] stal® received Iramirg o0 Ne proced.ire

Once a correction hes boan made, is (hare a procedure in place to ensure that
anyona who usas the r:cord of to whom the record has been dlsclosed s
[farmed of e correctlon?

e oor oAt e

The patien mus1 make a riquest and provide namaes ard centacl inlomation for the
peap'a wha he'she wants 10 he infarmed

& notice i3 provded To anyone who Surently uses the recard

Above. plus a nuliza is pronded to anyons 1o whom 1he “ecord nas peen disnased

Is thare a procedure for patlents  Includa 8 description of thelr corraction
request 1o be Included in thair haalth record IF the request was rafused?

Mo ar don't know
Trare is a presadure but it & gl cremmunicated 1o paticnis

Fatenss are txid that 4k ey can requesd a weitlen s1aleraent cutlining she comrecicn
request ba includad ir ther health record

Abaue plus reasonable effgris are made b 4 sclose the staigment fo anyone 16 «"om
17e health resord had bean distlazan

REPLAZEMENT FAGE, REVISED MOVEMBER %3, 2004



d]

f nin

Co you haye a procedure for patkents to complein eboul & refusel te corract a
persanal healh record?

Mo ar don't kmgw
There rs & procedors but (15 aod cammuregied 1o pahents

Fatenis recgive a writlen statemerni cuthning the comalaind procadure when a request
far correchan is refused

Abuvy plus pafients are tald that 1hey may comao the Sommissioner iy o shll not
galisfigd with the aulcome

7 — Dealing With Health Information

a}

k)

Do you ktora patiant personal heslib Informetion In e secuca mannar?
Mo ar don kngw
Each phycician stores hisher patienss awn racords in 1he menner that bas? suits 1hara

Wa have decumanied standards 1o siorage of parsaonal healn inforsation and ihese
slandards are communicated e all s1ad

Shove, ples v have Spat dodits 1o confirm adnerence Iothe storaga stardards

Do you dispose of patlenl persenal health Informatlan in 8 secure MEANETT
Py far e’ kTica

Eack physgician dispozas of hishar palients’ owen recards in the marner hat bes: sus
Rim-her

We have documerted stancards for the dis pesal of Bath hard conies and eleciranic
recards in A marnear that records can=ndd be recovered in any way

Abavn, plus ndividuals disnesing of records musl cendiem thal they Tallowed hospital

proced.ares whan compleling the rocoed ol d:sposal and nave e ~asources and ':Fa"'lll'lﬂ
L A Blisir (ks aell

REP _ACEMENT PRGE. PEVSCR HOWEMEER "0 2404
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8 — Security, First Steps

a} Does yaur argankization have 8 securily polley?
0 R G Jden' krkdw
We hawe some dooumanied securiy arachzes byl no overall poicy
2 We have a cooumented sacurily oclicy approven by managarmant

Akave. plug Ihe pobcy 1§ regularly reviewed and updated when necessary

e

i b} Coes vour oroganizatlon have gomeane with overal respongibillty for security™
L Mo ar dan't <now
1 Mo oul sach Semicr rmanagar wauid ba respeasible Tar securiy in their atea

2 We have 4 secunty otlicer with defined respangibcliies and cur s1aff koow who this
! parson is

3 Adces, plus our securdy 2Ncer 442 ACCASS (O SOMC management and has the
resoarces ardd training 10 do their ok well

' ) Have you identliied all of the personal heplth Infarmation (electrenic & hardoopy)
. thal you need {a protact?

0 Mooar dor'l k-
1 We gon’| hgee groineeniony bub we know where mast of the inlormation is

2 \Me have a complete irverdony wherd inFarmatian & stares and e ndeemation is
closedied as be s handling requirements

d  Abowe, plus we assiqn siafl members 1o keep tha inventory currerd anc make Sunk
handling requirormanls are being folcswad

344 REFLACEMENT PASE. REVISED NOVEMBER 15, 2604
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g — Security, People

a)

o)

o

Does your organization have securily procedures for statf to foltow?
Mo or dor 1 know

W Piae ducurnented seeenty proced res in same but ni all zreas where we need
them

YW e have documented procadures for bolh physical and camalier security ihat jine up
with our secardy policy

Ahove. plus each procedure has a designatea stalt member who regu'ary reviews and
updates it when necessary

Do you el p vour slal to carry out thalr securlty reapeonsihiltias?
Mg, 9o krgw g wa don' have defined security rasponsibslitias
Wa make security inlorm akisn ard Esals available but we dan’y pramate theam

Wea educate siaff on fhaic 2ecuity respensibiities and provide tham wih lacis such &g
anfe-virus soffwara to be abla 1a meal iharm

Abtivd, plus we Mave anantahon and ongoing Rwareness training far security and we
1each them how 1o use the 1ocls providad

Do your staff underatand thelr security cellgations and know whal 1o do 1 they
suspect a sacurlty problam?

Mo gr don't s

W don i formally check bt most peopla know and thay kadw whio b call if 1nay
cuspac! a prablan;

Al g1a0f and contractars gign a con'idertiality agreemeant and wa fuvo & Joblshed
sndent response process

Abrd, plug we Jemnfoeee this by f@quinag 1ha! the agreement is signod agan dnnually

REFLACEMENT PAGE. PEVISEG MOVIMAER <3 7074 345
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d]

Da you conlrol access to parsonal hazlth Infamation on a "Naed 1o Know"
basis?

Mo or dani krgws

Wir gre fenaral Aceass enly 10 apprasnate s1af ard tust that 1ney will only cee the
inlormaticn tney neagd

Ye limil access as ‘ar as possible oowkat slall need far shois pa0s and we remove
QCCERE A5 SO0N 3% 15 & Al 1Orger requtred

Above, plus where we car'| sinclry imit 2ocess wa Spateligss 13 Cnsung M marapsr
L5e

FREPLAGTMENT PAGE. REVISED NOVEMBER 15, 2004



10 - Security, Institutional

a)

b}

ch

D¢ you heve physical secyrity cantrels in place to protec] persanal heallh
inlerrnaian’®

M O SOt K

The infarmation iz locked up of supervised, wa have aflar houss secardy and G |~
laei' iy ere predeclad

Abgve, plus we have conimlled access 10 the areas with the inlormation at a6z irnos
[supemnvision or a badge access Sysigdr)

Abcve, plus we have & Clean-desk policy that ts enforced and all stal must wear 10
badqes and challenge those wittiaurd them

De you hava Infermetlon Technology securily conlrols in place to pralect
alaclronle parsenal hoalth Infermalion?

R o dan' ke

All apnlications used 10 access the informaticn regquird passwords

Abtie, plus we have mandalory slarda-ds for passwerds and do nat aliow user 1Ds o

e snared

Above, plus we use auiocalion to ealarae tur passwoerd standards

Do you have securily conlrols in place to prolect the compuyters uaed to Bccess

persangl inlgrmatipn?
o or don'l know

Char wees mus] use operating Swstars passwards (or Whindows, Mas, Linuz ete.} on
ihe:r cormpJters

Above. ples by oS use Qower-an papgswards and uss Incking scrren savers when
ikawir.g their core pulers unattendsd

Abowg, plus we 2805 S001-Chesks 10 Mivd ot aur wEess are iollowing there milas

HEPLACERMENT PAGE REVISCIL MOWEMBER 15 2504
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d)

&)

g

Do you heve securlty contrals In place W protect yaur compulers irom virases
Mo of dgn't Rnow

We sapply anlisvinue soffware 1o our usars and wae have 2 mashansrr, @ carmunicate
LIgent sgeurly iSSUes 10 ou- 3iat!

Abova plus we adtamate updales 1o the scliwars and hawve an irssden: managenent
progess 10 respond o aiaces which is kncan o all skafl

Ahove plus we have a peocess o make surg Iong-4enm solutions far problems ara
i plermie nad whens Spprdsariala

I yeu provide stafl with remote notwork access 10 your syslems. do you provide
& speure way Tor them io do 502

Mo ar don' know
Ve provida a wtoal privale moswonk, ar equivalent . far cemole z1afl access

Atgve, plug we arly allgw access leom camauiers with our standard sotware imagl
thal includes a parscnal firevall

Abigue, plug we have mechanisms K make gare thal gur compoulers ate nenn ng he
comrac] soltware

Da you pratast personal health iInfomation thal you transporl outsida of vour
olflce eny Iranment?

M oar dan i kroews
We use repuiab’'s compgries to transpar the intormation
Abcwd, mlus we uge loskad Baxes ar gauivalant far Rard capar infarmation

Ancve, plug we use tampe-gvdent paciaging Brd check ket the fighl guantities
arrive at tha dectinatan
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Do you protect personal health information on computers being repaired, sold or
disposed of?

No or don't know

We only use reputable companies for servicing, purchasing or disposing of our
computers

Above, plus we ensure personal health information is properly erased before these
computers are released

Above, plus we design our systems so that the minimum amount of personal health
information is stored on personal computers
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11 — Security, Sustaining Security

a)

b)

Do you make sure that all affiliates and third party providers meet your security
requirements?

No or don't know

We don't check on this but we only deal with those who have good reputations and no
past history of problems

We make sure all our contracts spell out the security requirements we expect them to
meet

Above, plus we provide them with any information that may help them comply and we
periodically check that they are complying

Do you have a plan to be able to restore critical personal health information if the
primary copies are not available?

No or don't know

We make backup copies of all critical personal health information and test that the
copies are usable

Above, plus we have tested disaster and business recovery plans that will restore this
information in crisis situations

Above, plus we regularly re-test our disaster and business recovery plans to make
sure they still work effectively

Do you have controls to make sure that changes to your IT environment don't
introduce new security problems?

No or don't know

We have separate development/test/production IT environments and our
developers/testers cannot change the production environment

Above, plus we have a formal change control process which looks at the security
implications of any proposed changes

Above, plus we have security checks built into our IT development and procurement
processes and we use a Threat Risk Assessment process



d)

Diagnostic Tool

Do you regularly check that you are in compliance with your security policy?
No, don't know or we don't have a security policy
We don't have a formal review program but we do security spot checks

We collect all necessary audit information, conduct regular reviews by independent
staff and track issues found until they are resolved

Above, plus we also have external assessments/audits and review the results with
senior management
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12 — Research

a)

b)

c)

When and how do you collect personal health information for research purposes
without consent?

Not sure or don't know

We have a written policy on the collection of personal health information for research
purposes, but it's very basic

Our procedures require us to comply with the Act's requirements concerning research
plans and research ethics board approval, and we only collect personal health
information from those parties who are permitted by law to give us such information

Above, plus we enter into written agreements concerning the protection of the
information with health information custodians who give us the information

When and how do you use personal health information for research purposes
without consent?

Not sure or don't know

We have a written policy on the use of personal health information for research
purposes, but it's very basic

Our procedures require us to use personal health information for research purposes
without consent only if the law permits us to do so, and only if conducted under a
research plan that a research ethics board has approved (or we follow the rules for
research approved outside Ontario if the personal health information originates outside of
Ontario)

Above, plus we have developed procedures to safeguard the information

When and to whom do you disclose personal health information for research
purposes without consent?

Not sure or don't know

We have a written policy on the disclosure of personal health information for research
purposes, but it's very basic

Our procedures require us to disclose personal health information to researchers without
consent only if we enter into a written agreement with the researcher to protect the
information and we receive from the researcher a written application, a written research
plan, and a copy of a research ethics boards' approval of the research plan

Above, plus our procedures require us to impose additional obligations on the researcher
in certain circumstances



13 — Fundraising

a)

b

Do you ensure that you have yeur patients” implied cansent before using their
names end mailing addresses for fundralsing purposes?

Mo or don'{ know

Mat fure. bl SOMECHE usaally talls our patignts that aur faundaticn will contac) them
for funcraising purposes

¥Yos. we 321 pabianls that we wall pse and Jizclase their names and mailing address for
fundraising purpeses and we tall them how they can opbou! & resaneng lundrgising
solicitaiear::

Above. pfus we el pateenis how 1o gpl-out of receivirg fundrais ng saliciialkdns e cur
natices, signs and brochures, as well as in every fundraising solcitation

Have your fundralsars been properly Idined on privacy matarsT
Mo, lundraisers ara nat givan any particutar rules o Quidelings 1o Followe

Yes_ fundraizers are askag 10 be respect ol ol patiens’ privacy, ars we give Herm
lirrited guidance

Yes. we iatorm cur fund-gisers on grivacy compliance — for exampla, wa tell iham not
tc solicl donations from a pahand for at as 80 days’ and we 1ell them nat 1o

coMmrumicale a palient's slate of heaih ar health care when they contact ihe gatient fos .

fundraising purposes

Abrcore, prus wi audil au- dundrazser's praclaes from fime by fime to ansuqe compliance

REF.ALENENT FASE REWVISED NOVERMEBER 15 200
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14 - Managing Contracts & Agenis

B}

Have you taken steps 10 prolect the personal haalth inlemmation that you pravida
Iz your exlernal agenta?

Mo cr don™ know

Yes, we only pse repotable campamics wha e provacy pahces Bl we oo, are
ary written policies on this

Yes, we insestigate patential agents fer e pnvacy camphance befode inng e
and we incfude privacy profeclion cleusas inoour canfracts with our agen's

Abawa, plag wa mandgr eur cobracks regularfy and when nacessasy, we enfarge [hem

~EPLACERMENT PASE, REVISED MOVEMBER 15 2004
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15 — Oversight

a}

b

What ahould you da If & privacy breach oceura’t

Mat sure ar Jden't Know

Our comast persen would deal with any breach on an ad hes basis

Qur procadutes Fequird us b sonlan the breach and 1a nedity arerane adectec hy it

Ahowe, ples we review whether pur policies and procedures adequale'y pralec
prrsendl oA nfarmation

How do you contaln a privacy breach?

Mot sure Gr don™ know

Crur contac! persan wolld direct us

Char procadures Mequirg s 1o sakriswd any parsanal healh inlartatian nat has bkeen
dizclosad, ensure thal the person whp was np eythaized to recaive the inlormalion

didd v make ar keap copias of the informaltion, and gat that parson's contac
informatign in case therg’s & nead bo follgw-up |

Abave. plus we delermine whather the breach allaws unauthonzed accass te any siher
persanal bealth infarmation and, if 2o, 1ake all approorate steps 1o s100 lurther :
breachas |

What do you lell the Indlvideal(s) whoee personal hezllh inlocmatlon was
dlsclosed without aulhorizationT

Mot suare

Ywe would apr.ogiza and lake respansibiliny for the disclosure

Cur procedu res raguitg us S0 axolam whal and how rnoch parsanal heslth edaematicn
v:as aHected. explain immediale and long-term sieps we 2nd athers have 1zken 1o
recily the bredch. and mako rate o the wnarherized osessdisclasund s o [0 inkKed bt

the aflected persoral healh Tecords

Ahge, clug e tesigale ang persar who woud communicale wistk: the pubid abool
the breach
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Score Sheet and Analysis

Piease gothroagh each af the Swrvey Questions and cirele the number tha: ke
cozrespards 1o e level of compliance that voo Sove schisved s date.

Saofe o Ay wislh i make photocopies of this Seare Sheet so tharn viou con
rapcal Une ey ot o futume date o complele sepacate samvays oo different argas
of wOUT insCECon’ s opesatinas.,

Queslions T ) Answerd [Glrcle i:me per quailii::ﬁ}n o
" Genwral Privacy Campliance o

1) Lo = 1 —— oy
Y TR T T T T 3
" Contagt Person i
=¥ N B T a7 T
2.3) T o T kR
I o o S
4] ) L 2 3
E-b:l_ - ) ] ' 1 e 3
* Marisginig Hesith nformation ™ — = 7 T 1 0T T e

T3 e S e = Z
e T T M
O SRR S — ——
e S e e 5
T = . - > 5
ek Cy . . g . 5
"Atcessing Health Records T T
- R R E - S
oy - . e L
g T T o , : ey T
" Carrecting Hoalth Records T
B el ~g - -y
Bby -0 1 3 3
g T . R e T mantIREPUI

Edr T 3

Ceallng With Haalth Information
Eruk foiatl . o Sy e, ;
FrEE - e B Bt
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" Cuestlons Answers (circle one per quastion)
'ﬁnur.il;r. First Sleps T o )
“Barl I - T
"BE] f 1 2 R
"B o 2 T
_EIBEII..IT“'F._P_'E::IFII_B_ ST ) '
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Tadp v 1 2 T Ta T
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oe ' _1 o oz 3
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o - 0 1 3 3
" Bacurlly, Sustalning EHE-uﬁ'M B .
T Al o |0 1 3 3
1.5} T 1 D E 3
1 ¢ TR z a8
“11.; o 1 2 a
" Rezearch T )
zay a q - '_?__
e o 1 2 3
- G | I -
" Fundraising . B T
TiEa ¥ a7 2 e
why T T T o 17 Tz T A
“Managing Coniracts & Agents L
R . 5 _1__ e
" Bverskghl B i - o
“hgay R T 3
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258

Score Evaluation

ff v have a0 or 1 m any of the above answers, you should review thal panzeular
seclion of the Povacy Toodkn and take adelition:d steps to achieve compliance
wik 1he Act

Wy hivg a0 2 80 any of the bt amswers, v have achieved complianoe with
he Act. Yow might consicder reviewiog Uul pacticulac seciion of the Pnvagy
Tonnkat und toke additiongd steps 1o achisyve bast practiccs,

[ viw have a3 I ans af The above answers. you kave schieved compliarce with
the Actand have elso implemeniesd the proposed best praciices. Well dore! Keep
in mind that you are soaponsible for on-going training, muinecanee and
MeENEARg of Your privacy program.

REFLALEMERT PasE, REVISED MOWEME=ZR 15, 2004









ACCEPTABLE USE POLICIES
sample policy, 148-155

ACCESS TO HEALTH RECORDS
see also INFORMATION PRACTICES
complaints re, see PRIVACY
COMPLAINTS
contact person, 17-19
disposal of record to evade, 81, 288
electronic access points, 167
fees, 78
key points, 75
management of, sample practices, 156-157
passwords, sample policy, 157-160
process checklist, 86-87
process map, 83
refusal of access, 79-81
complaint to Commissioner, 79
guidelines for refusal, 79-81
sample letter, 89
request to access
failure to respond to, 81
sample form, 84-85
timeframe for responding, 78-79
urgent requests, 79
retention periods
hospitals, 114
physicians, 116
security concerns, see SECURITY
the rule, 76
timeframe for responding to request, 78-79
extension to comply, 78
sample extension letter, 88
urgent requests, 79
unauthorized access, notice requirement, 108
user 1D, sample practices, 156-157
what you need to do, 76-77
what you should do, 77-78
written statement, 9, 77
sample written statement, 11

ACT

see PERSONAL HEALTH INFORMATION
PROTECTION ACT, 2004

ADJUSTERS

disclosure requests, 64-65

ADMINISTRATIVE CONTROLS

see also INSTITUTIONAL SAFEGUARDS;
SECURITY

recommended standards, 195

storage of records, 109

the rule, 123

Index

AGENTS
application of Act, 7
contracts
checklist, 270-272
privacy compliance, 267
employees, see EMPLOYEES AND STAFF
information sharing agreements
checklist, 273
privacy protections, 268
managing, 263-273
contracts, 267
due diligence, 266-267
enforcement, 267-268
information sharing agreements, 268
key points, 263
operating outside Ontario, 268
the rule, 264-265
what you need to do, 265-266
privacy breach, liability, 288
service providers, see CONTRACTORS
AND SUPPLIERS
unauthorized use of personal health
information, 50-51
volunteers, see VOLUNTEERS

AGREEMENTS

confidentiality/non-disclosure agreements,
see CONFIDENTIALITY AGREEMENTS

contractors and suppliers, see
CONTRACTORS AND SUPPLIERS

information sharing agreements, see
INFORMATION SHARING
AGREEMENTS

APPEALS
privacy reviews, 287

AUDIOTAPING OF PERSONAL HEALTH
INFORMATION

medical education, 53-54

patient care, 53

AUTHENTICATION AND
AUTHORIZATION

see also SECURITY

passwords, sample policy, 157-160

small offices, 147

user 1D and access management, sample
practices, 156-157

what you should do, 146

BACKUPS
what you should do, 190-191
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small businesses, 191-192

BOOKS AND RECORDS
inspection by Commissioner, 286

BUSINESS PREMISES
inspection by Commissioner, 285

BUSINESS RECOVERY PLANS
management guide, 198-200
recommended standards, 196
what you should do, 190-191

CAPACITY

patient consent, 36-39
children and teenagers, 38
substitute-decision makers, 37-38, 38-39

CELLULAR PHONES
see also WIRELESS AND PORTABLE
DEVICES
institutional safeguards, 169-170
sample guidelines for mobile computing,
182
sample technical standards for wireless
connections, 183-184
small offices, 170
what you should do, 169-170
sample acceptable use policy, 150

CHAPLAINS
see SPIRITUAL CARE

CHECKLISTS, TEMPLATES AND TOOLS
acceptable use policy, 148-155
access to personal health record
extension to comply letter, 88
management practices, 156-157
process checklist, 86-87
process map, 83
refusal of access guidelines, 79-81
refusal of access letter, 89
request form, 84-85
agents agreements, 270-272
business recovery management guide,
198-200
Commissioner contact information, 290
confidentiality/non-disclosure agreement, 68
consent to collection, use and disclosure of
information
decision tree for consent, 40
form, 41, 69
withdrawal of consent form, 42

correction to personal health record
process map, 100
request form, 101-102
disaster recovery management guide,
198-200
disclosure of personal health information
consent form, 41, 69
disclosure tables, 60-65
process map, 67
fax machines, rules for transmitting
information, 155
fundraising
consent form, 256
decision tree, 255
withdrawal of consent form, 257
information inventory template, 138
information sharing agreements
contracts and agents, 273
research, 231-244
inventory of personal health information, 290
LAN management guidelines
large institutions, 174-176
small institutions, 176-177
malicious software
guide for users, 179-180
policy for protecting against, 178-179
mobile computing, user guidelines, 181-182
network design - security zones of control,
171-172
password policy, 157-160
privacy breaches, complaint decision tree,
291
record retention periods, 114-119
drug dispensing records, 118-119
research plans
application to ethics board, 222-230
approval checklist, 221
retrospective research
consent form for study participation, 245
information sharing agreement, 231-244
secure applications, guiding principles,
201-202
security audit information, capturing and
using, 207-208
security officer responsibilities, 137
staff responsibilities for physical security,
148
technical security threat risk assessment
form, 202-206
theft and loss of computer and digital media,
managing, 172-173
user ID and access management practices,
156-157



wireless connections, technical standards,
183-184
written statement of information practices, 11

CHILDREN
capacity to consent, 38

CIRCLE OF CARE

definition, 52

lock boxes, effect, 59

use of personal health information, 51-53

COLLECTION OF DEBTS
personal health information, use, 32

COLLECTION OF PERSONAL HEALTH
INFORMATION
see also INFORMATION PRACTICES
agents, by, see AGENTS
complaints re, see PRIVACY
COMPLAINTS
consent requirements, see CONSENT
fundraising purposes, see FUNDRAISING
indirect collection, 31
key points, 47
privacy breach, see PRIVACY BREACH
psychiatric facilities, 35-36
religious or other organizational affiliations,
58
researchers, 215
sample consent form, 41
sample withdrawal of consent form, 42
the rule, 48
videotaping, audiotaping and photographing,
53-54
what you need to do, 48-49
what you should do, 49
written statement, 9, 49
sample written statement, 11

COMMISSIONER
see INFORMATION AND PRIVACY
COMMISSIONER

COMPLAINTS PROCEDURES
see also PRIVACY COMPLAINTS
contact person, 17-19
decision tree, 291
refusal of access, 79
written statement, 9

sample written statement, 11

Index

COMPLAINTS TO COMMISSIONER
see PRIVACY COMPLAINTS; PRIVACY
REVIEWS

COMPUTING EQUIPMENT
see also ELECTRONIC HEALTH
RECORDS; TECHNICAL SECURITY
acceptable use, sample policy, 149-155
business continuity, 190-192
development and maintenance, 192-193
electronic access points, 167
malicious software, 168-169
protecting against, sample policy,
178-179
sample guide for users, 179-180
small offices, 169
what you should do, 168-169
mobile computing, sample guidelines,
181-182
passwords, sample policy, 157-160
recommended security standards, 196-197
secure applications, guiding principles,
201-202
theft and loss, managing, 172-173
threat risk assessment form, 202-206
wireless and portable devices, 169-170

CONFIDENTIALITY AGREEMENTS
contractors, 144

sample agreement, 68

staff, 144

use, 51

volunteers, 57

CONSENT
fundraising
personal information, 27, 29
sample consent form, 256
sample withdrawal of consent form, 257
the rule, 252
what you need to do, 252-253
personal health information, 25-42
Commissioner, review by, 286
conditional consent, 30
deceased patients, 57
decision tree, 40
express consent, 28-30
fundraising purposes, 252-253
implied consent, 27-28
key points, 25
locked information, 30, 59
patient capacity, 36-39
psychiatric facilities, 35-36
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researchers, 214-216, 219
sample collection, use, disclosure form,
41
sample disclosure form, 69
sample withdrawal form, 42
substitute decision-makers, 37-38, 38-39
the rule, 26, 48
valid consent, 26
what you need to do, 27-35
when not required, 30-34, 60-62, 63-64
withdrawal of consent, 30
research study participation, sample form,
245
treatment, to, 26
videotaping, audiotaping and photographing
of procedures, 53-54

CONTACT PERSON
duties and responsibilities, 18, 19
key points, 17
the rule, 18
what you need to do, 18-19
what you should do, 19
written statement, 9, 17
sample written statement, 11

CONTRACTORS AND SUPPLIERS
see also AGENTS
acceptable use policy, sample policy,
148-155
confidentiality/non-disclosure agreements,
144
contracts
checklist for agreements, 270-272
what you need to do, 267
hired fundraisers, providing information to,
254
information sharing agreements
checklist, 273
necessity, 268
security
policies, 133
personal responsibilities, 144
unauthorized use of personal health
information, 50-51
what you need to do
contracts, 267
due diligence, 266-270
enforcement, 267-268
information sharing agreements, 268
operations outside Ontario, 268

CORRECTIONS TO HEALTH RECORDS
see also INFORMATION PRACTICES
complaints re, see PRIVACY
COMPLAINTS
contact person, 17-19
key points, 95
refusal of request
circumstances, 98
complaint to Commissioner, 99
conflict resolution, 99
written description of refused correction,
99
request for correction, sample form, 101-102
responding to requests, 96-97
the rule, 96
timeframe for responding, 98-99
extension to comply, 98-99
what you need to do, 96-97
what you should do, 97-98
where you do not have to make corrections,
98
written statement, 9, 95
sample written statement, 11

COURT-ORDERED ASSESSMENTS
express consent, 29

DAMAGES
privacy breach, 288

DATA STEWARD

see also SECURITY
appointment, 134
delegation of duties, 135

DE-IDENTIFYING INFORMATION
formal educational programs, 54
non-disclosure agreements requiring, 51

DECEASED PATIENTS

disclosure of personal health information, 57
DIAGNOSTIC IMAGING RECORDS
retention of records, 114

DIGITAL MEDIA
see COMPUTER EQUIPMENT

DISASTER RECOVERY PLANS
management guide, 198-200
recommended standards, 196
what you should do, 190-191



DISCLOSURE OF PERSONAL HEALTH
INFORMATION
see also INFORMATION PRACTICES
adjuster requests, 64-65
agents, by, see AGENTS
complaints re, see PRIVACY
COMPLAINTS
confidentiality agreements, see
CONFIDENTIALITY AGREEMENTS
consent form, sample form, 69
consent requirements, see CONSENT
de-identifying information
formal educational programs, 54
non-disclosure agreements requiring, 51
deceased patients, 57
family members or friends, 56-57
fundraising purposes, see FUNDRAISING
health related programs and legislation,
63-64
in-patient transfers, 57
insurance company requests, 64-65
investigator requests
law enforcement officials, 65
lawyers and insurance companies, 64-65
regulated health professionals, 61, 63
key points, 47
law enforcement officials, 65
lawyer requests, 64-65
lock boxes, see LOCK BOXES
mandatory disclosures, 60-62
media requests, 58-59
medical education, 54
grand rounds, 31, 54
non-disclosure agreements, see
CONFIDENTIALITY AGREEMENTS
permitted disclosures, 63-64
privacy breach, see PRIVACY BREACH
process map, 67
psychiatric facilities, 35-36
researchers, 216
disclosure under other Acts, 219
sample information sharing agreement,
231-244
safeguards, see INSTITUTIONAL
SAFEGUARDS
spiritual care, 58
tables, 60-65
lawyers, insurance companies, adjusters,
investigators, 64-65
legal and law enforcement officials, 65
mandatory disclosures, 60-62
permitted disclosures, 63-64
the rule, 48

Index

volunteers, 57
what you need to do, 55
what you should do, 55-56
written statement, 9, 55
sample written statement, 11

DISPOSAL OF PERSONAL HEALTH
INFORMATION
see also INFORMATION PRACTICES
electronic records, 111
security concerns, see SECURITY
staff responsibilities, sample list, 148
the rule, 111
unlawful disposal, 288
to avoid access request, 81, 288
unsecured manner, 288
what you need to do, 111
what you should do, 111

DOCTORS
see PHYSICIANS

DRUG DISPENSING RECORDS
retention of records, 118-119

E-MAIL
see ELECTRONIC MAIL (E-MAIL)

EDUCATIONAL PURPOSES
see also RESEARCH
use of personal health information, 31
videotaping, audiotaping and
photographing of procedures, 53-54

ELECTRONIC HEALTH RECORDS
see also COMPUTING EQUIPMENT;
PERSONAL HEALTH RECORDS
disposal of records, 111
security
physical security, see PHYSICAL
SECURITY
technical security, see TECHNICAL
SECURITY
storage and retention, 109

ELECTRONIC MAIL (E-MAIL)
acceptable use, sample policy, 152-153
passwords, sample policy, 157-160

EMPLOYEES AND STAFF

see also AGENTS

acceptable use policy, sample policy,
148-155
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application of Act, 7
confidentiality/non-disclosure agreements,
144
data steward, see DATA STEWARD
fax machines, rules for using, 155
privacy breach by hospital, liability, 288
privacy law, discipline for complying with,
288
security
officer, see SECURITY OFFICER
personal responsibilities, 144-145
policies, 133
roles and responsibilities, 134-135
sample list of responsibilities, 148
unauthorized use of personal health
information, 50-51

FAMILY MEMBERS
disclosure of personal health information to,
56-57

FAX MACHINES
perimeter security, 166
small offices, 167
rules for transmitting information using, 155

FEES
access to health records, 78

FINANCIAL REIMBURSEMENT
see COLLECTION OF DEBTS

FORMS
see SAMPLE STATEMENTS AND FORMS

FOUNDATIONS
see HOSPITAL FOUNDATIONS

FRIENDS
disclosure of personal health information to,
56-57

FUNDRAISING
consent
names and mailing addresses, implied
consent, 27, 252-253
other personal information, express
consent, 29, 253
sample consent form, 256
sample withdrawal of consent form, 257
the rule, 252
decision tree, 255
key points, 251

the rule, 252
what you need to do, 252-254
disclosing information to hospital
foundation, 253-254
obtaining express consent, 253
providing information to hired
fundraisers, 254
relying on implied consent, 252-253

HANDHELD DEVICES
see CELLULAR PHONES; WIRELESS
AND PORTABLE DEVICES

HEALTH CARE
see PATIENT CARE

HEALTH CARE PRACTITIONERS

see also HEALTH INFORMATION
CUSTODIANS

application of Act, 7

circle of care, see CIRCLE OF CARE

disclosure requests, 60-63

physicians, see PHYSICIANS

HEALTH INFORMATION
see PERSONAL HEALTH INFORMATION

HEALTH INFORMATION CUSTODIANS

agents of, see AGENTS

application of Act, 7

health care practitioners, see HEALTH
CARE PRACTITIONERS

hospitals, see HOSPITALS

information practices, see INFORMATION
PRACTICES

physicians, see PHYSICIANS

HEALTH INFORMATION NETWORK
PROVIDERS
checklist for agreements, 272

HEALTH RECORDS
see PERSONAL HEALTH RECORDS

HEALTH RELATED PROGRAMS
disclosure requests, 63-64

HOSPITAL FOUNDATIONS

see also FUNDRAISING

disclosure of information for fundraising,
253-254



HOSPITALS
see also HEALTH INFORMATION
CUSTODIANS
agents, see AGENTS
application of Act, 7
circle of care, 52-53
employees, see EMPLOYEES AND STAFF
foundation, see HOSPITAL
FOUNDATIONS
information practices, see INFORMATION
PRACTICES
privacy breach, sanctions, 287-288
record retention periods
health records, 114-115
OHIP records, 115
research records, 115

IN-PATIENT TRANSFERS
disclosure of personal health information, 57

INFORMATION AND PRIVACY
COMMISSIONER
complaints to, see PRIVACY
COMPLAINTS
contact information, 290
obstructing, 288
orders
appeals, 287
copies, 287
enforcement, 287
failure to comply, 288
powers, 286-287
powers, 284-287
privacy reviews, 283-284, 285-287
responding to privacy complaints,
284-285
sanctions, 287
review of complaints, see PRIVACY
REVIEWS
role, 284

INFORMATION PRACTICES

access, see ACCESS TO HEALTH
RECORDS

collection, see COLLECTION OF
PERSONAL HEALTH INFORMATION

complaints re, see PRIVACY
COMPLAINTS

contact person, 17-19

disclosure, see DISCLOSURE OF
PERSONAL HEALTH INFORMATION

disposal, see DISPOSAL OF PERSONAL
HEALTH INFORMATION

Index

privacy breach, see PRIVACY BREACH

retention, see STORAGE AND
RETENTION OF HEALTH
INFORMATION

security, see SECURITY

storage, see STORAGE AND RETENTION
OF HEALTH INFORMATION

use, see USE OF PERSONAL HEALTH
INFORMATION

written statement, 9

sample written statement, 11

INFORMATION SHARING

see DISCLOSURE OF PERSONAL
HEALTH INFORMATION,;
INFORMATION SHARING
AGREEMENTS

INFORMATION SHARING
AGREEMENTS

checklist, 273

retrospective research, sample agreement,
231-244

what you need to do, 268

INFORMATION TECHNOLOGY (IT)

see COMPUTING EQUIPMENT;
ELECTRONIC HEALTH RECORDS;
TECHNICAL SECURITY

INSPECTION
privacy reviews, 285-286

INSTITUTIONAL SAFEGUARDS
see also SECURITY
administrative controls
recommended standards, 195
storage of records, 109
the rule, 123
key points, 165
malicious software, 168-169
protecting against, sample policy,
178-179
sample guide for users, 179-180
small offices, 169
what you should do, 168-169
perimeter security, 166-168
computer and digital media theft and
loss, managing, 172-173
electronic access points, 167
LAN management guidelines for large
institutions, 174-176
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LAN management guidelines for small
institutions, 176-177

network design - zones of control,
171-172

physical perimeter security, 166-167

small offices, 167-168

what you should do, 166

wireless and portable devices, 169-170

sample guidelines for mobile computing,
181-182

sample technical standards for wireless
connections, 183-184

small offices, 170

what you should do, 169-170

INSURANCE COMPANIES
disclosure requests, 64-65

INTERNET USE

see also ELECTRONIC MAIL (E-MAIL);
TECHNICAL SECURITY

acceptable use, sample policy, 149-155

malicious software, see MALICIOUS
SOFTWARE

passwords, sample policy, 157-160

INVENTORY
personal health information
sample inventory, 290
small offices, 136
template, 138
what you should do, 135
security inventory, see SECURITY

INVESTIGATIONS
disclosure requests
law enforcement officials, 65
lawyers and insurance companies, 64-65
regulated health professionals, 61, 63
record retention
hospitals, 114
physicians, 116

JUDICIAL REVIEW
Commissioner’s order, 287

LAPTOP COMPUTERS
see COMPUTING EQUIPMENT;
WIRELESS AND PORTABLE DEVICES

LAW ENFORCEMENT OFFICIALS
disclosure requests, 65

LAW SUITS
see also LEGAL PROCEEDINGS
privacy breach, 288
record retention
hospitals, 114-115
physicians, 116

LAWYERS
disclosure requests, 64-65

LEGAL PROCEEDINGS

see also LAW SUITS

court-ordered assessments, see
COURT-ORDERED ASSESSMENTS

personal health information, use, 31, 32

LIABILITY
privacy breach, 288

LOCK BOXES
concept described, 59
conditional consent, 30
flagging, 59

override by Act, 59

LOST INFORMATION OR EQUIPMENT
see THEFT AND LOSS

MALICIOUS SOFTWARE
see also COMPUTING EQUIPMENT;
TECHNICAL SECURITY
institutional safeguards, 168-169
protecting against, sample policy,
178-179
sample guide for users, 179-180
small offices, 169
what you should do, 168-169

MANAGING HEALTH INFORMATION
see INFORMATION PRACTICES

MEDIA

digital media, see COMPUTING
EQUIPMENT

information requests, 58-59

MEDICAL PROCEDURES
videotaping, audiotaping and photographing,
53-54

MEMBERS
privacy breach by hospital, liability, 288



MENTAL HEALTH ACT
disclosure of personal health information,
consent requirements, 35-36

MOBILE DEVICES
see CELLULAR PHONES; WIRELESS
AND PORTABLE DEVICES

NON-DISCLOSURE AGREEMENTS
see CONFIDENTIALITY AGREEMENTS

NOTICE
locked information, 59
lost or stolen personal health information,
108
privacy breach, 282
privacy complaint, 284
privacy review, 285
request for access
extension to comply, 78
refusal of request, 79
sample letter for extension, 88
request for correction
extension to comply, 98
refusal of request, 99
unauthorized access to information, 108
withdrawal of consent, 30

OFFENCES AND PENALTIES

Commissioner, obstruction, 288

discipline for compliance with privacy law,
288

personal health records, unlawful disposal,
288

privacy breach, 288

OFFICERS AND DIRECTORS
privacy breach by hospital, liability, 288

OHIP RECORDS

retention period
hospitals, 115
physicians, 116

ORDERS
Commissioner, privacy review, 286-287
appeals, 287
copies, 287
enforcement, 287
failure to comply, 288
powers, 286-290
court-ordered assessments, see
COURT-ORDERED ASSESSMENTS

Index

OVERSIGHT

see also PRIVACY COMPLIANCE

key points, 279

offence and sanctions, 287-288

privacy breaches, see PRIVACY BREACH

privacy complaints, see PRIVACY
COMPLAINTS

privacy reviews, see PRIVACY REVIEWS

role of Commissioner, 284

PASSWORDS

see also AUTHENTICATION AND
AUTHORIZATION; SECURITY

sample policy, 157-160

PATIENT CARE
see also PATIENTS
circle of care, 51-53
collection of personal health information, 31
disclosure of personal health information,
32-34
videotaping, audiotaping and photographing
of procedures, 53
records, see PERSONAL HEALTH
RECORDS
retention of records
hospitals, 114
physicians, 115

PATIENTS

access to records, see ACCESS TO
HEALTH RECORDS

care of, see PATIENT CARE

consent capacity, see CAPACITY

consent, see CONSENT

deceased patients, see DECEASED
PATIENTS

personal health information, see PERSONAL
HEALTH INFORMATION

requests, contact person, 18

transfers, see IN-PATIENT TRANSFERS

PERIMETER SECURITY

generally, see under SECURITY

physical security, see PHYSICAL
SECURITY

technical security, see TECHNICAL
SECURITY

PERSONAL DIGITAL ASSISTANTS

see WIRELESS AND PORTABLE
DEVICES
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PERSONAL HEALTH INFORMATION

see also PERSONAL HEALTH RECORDS

access, see ACCESS TO HEALTH
RECORDS

collection, see COLLECTION OF
PERSONAL HEALTH INFORMATION

confidential classification, 136

consent to collect, use or disclose, see
CONSENT

dealing with, 107-119

key points, 107

disclosure, see DISCLOSURE OF
PERSONAL HEALTH INFORMATION

disposal, see DISPOSAL OF PERSONAL
HEALTH INFORMATION

electronic health information, 109

fax machines, rules for using, 155

information practices, see INFORMATION
PRACTICES

lock boxes, see LOCK BOXES

lost or stolen, notice requirement, 108

privacy breach, see PRIVACY BREACH

review by Commissioner, 286

sample inventory, 290

security, see SECURITY

storage and retention, see STORAGE AND
RETENTION OF HEALTH
INFORMATION

transfer of records, see TRANSFER OF
HEALTH RECORDS

unauthorized access, notice requirement, 108

use, see USE OF PERSONAL HEALTH
INFORMATION

videotaping, audiotaping and photographing,
53-54

written statement of information practices,
see WRITTEN STATEMENT OF
INFORMATION PRACTICES

PERSONAL HEALTH INFORMATION
PROTECTION ACT, 2004

application and scope, 7

compliance, see PRIVACY COMPLIANCE

lock box override, 59

offence and sanctions, 287-288

oversight, see OVERSIGHT

overview, 6

transition rules for research projects, 219

PERSONAL HEALTH RECORDS
see also PERSONAL HEALTH
INFORMATION

access, see ACCESS TO HEALTH
RECORDS

contact person, 18

correction, see CORRECTIONS TO
HEALTH RECORDS

disclosure, see DISCLOSURE OF
PERSONAL HEALTH INFORMATION

disposal, see DISPOSAL OF PERSONAL
HEALTH INFORMATION

electronic records, see ELECTRONIC
HEALTH RECORDS

in-patient transfers, 57

security, see SECURITY

storage and retention, see STORAGE AND
RETENTION OF HEALTH
INFORMATION

transfer of records, see TRANSFER OF
HEALTH RECORDS

written description of refused correction,
attachment, 99

PHOTOGRAPHING OF PERSONAL
HEALTH INFORMATION

medical education, 53-54

patient care, 53

PHYSICAL SECURITY
see also INSTITUTIONAL SAFEGUARDS;
SECURITY
perimeter security, 166-167
computer and digital media theft and
loss, managing, 172-173
small offices, 167
recommended standards, 195
staff responsibilities, 144-145
sample list, 148
small offices, 145
storage of records, 109
the rule, 123

PHYSICIANS
see also HEALTH INFORMATION
CUSTODIANS
application of Act, 7
circle of care, 53
information practices, see INFORMATION
PRACTICES
patient records, see PERSONAL HEALTH
RECORDS
privacy breach, sanctions, 288
record retention periods
health records, 115-116
OHIP records, 116



research records, 116-117
small office security, see SMALL OFFICE
SECURITY

POLICE
see LAW ENFORCEMENT OFFICIALS

PORTABLE DEVICES
see WIRELESS AND PORTABLE
DEVICES

PRIVACY BREACH

addressing a breach, 281-283
additional steps, 282-283
containment, 281-282
notification, 282

avoiding a breach, 280-281
best practices, 281
requirements, 280-281

complaints re, see PRIVACY

COMPLAINTS

sanctions, 287-288
civil damages, 288
Commissioner’s order, 287
offences and penalties, 288

what is a breach, 280

PRIVACY COMPLAINTS

contact person, 17-19

refusal of access, 79

refusal to correct record, 99, 100

responding to, decision tree, 291

response by Commissioner, 284-285

review by Commissioner, see PRIVACY

REVIEWS

written statement of procedures, 9

sample written statement, 11

PRIVACY COMPLIANCE
agents
contracts, 267, 270-272
due diligence, 266-267
enforcement, 267-268
operating outside Ontario, 268
breaches, see PRIVACY BREACH
contact person, 17-19
generally, 5-11
oversight, see OVERSIGHT
toolkit, using, 5-6
what you need to do, 9-10

PRIVACY PRINCIPLES
described, 7-9

Index

PRIVACY REVIEWS

see also INFORMATION AND PRIVACY
COMMISSIONER

appeals, 287

conducting, 285-286

copy of recommendations or order, 287

enforcement of orders, 287

grounds, 285

initiating, 285

powers of Commissioner, 283-284, 285-287

result of review, 286-287

rules of procedure, 285

PSYCHIATRIC FACILITIES
personal health information, disclosure,
35-36

RECORDS

books and records, see BOOKS AND
RECORDS

diagnostic imaging records, see
DIAGNOSTIC IMAGING RECORDS

drug dispensing, see DRUG DISPENSING
RECORDS

health records, see PERSONAL HEALTH
RECORDS

OHIP records, see OHIP RECORDS

research records, see RESEARCH

REGULATED HEALTH
PROFESSIONALS

see also HEALTH CARE
PRACTITIONERS

disclosure requests, 60-63

RELIGIOUS ORGANIZATIONS AND
PROGRAMS
see SPIRITUAL CARE

REMOTE NETWORK ACCESS

see also WIRELESS AND PORTABLE
DEVICES

sample guidelines, 182

RESEARCH

consent
express consent, 29, 219
study participation, sample form, 245
when not required, 32, 33, 214

ethics board, see RESEARCH ETHICS

BOARD
information originating outside Ontario, 218
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information sharing of retrospective research,
sample agreement, 231-244

key points, 213

record retention
hospitals, 115
physicians, 116-117

research plans
approval checklist, 221
compliance by researcher, 218
requirements, 216
review by ethics board, 217
sample application to ethics board,

222-230

study participation, sample consent form, 245

the rule, 214

what you need to do, 215-219
collection of information, 215
disclosure of information, 216
disclosure under other Acts, 219
research plan, 216-217
researcher duties, 218
transition rules, 219
use of information, 215-216

RESEARCH ETHICS BOARD
see also RESEARCH
composition, 216

duties, 217

sample application to, 222-230
RESIDENCES

inspection by Commissioner, 286

RETENTION OF HEALTH
INFORMATION

see STORAGE AND RETENTION OF
HEALTH INFORMATION

REVIEWS
see PRIVACY REVIEWS

ROUNDS
personal health information, use, 31, 54

SAFEGUARDS
see INSTITUTIONAL SAFEGUARDS;
SECURITY

SAMPLE STATEMENTS AND FORMS
see also CHECKLISTS, TEMPLATES AND
TOOLS
access to personal health records
letter for extension to comply, 88
refusal of access letter, 89

request form, 84-85
confidentiality/non-disclosure agreement, 68
consent forms

collection, use and disclosure, 41

disclosure of personal health

information, 69

fundraising, 256

fundraising withdrawal of consent, 257

research study participation, 245

withdrawal of consent, 42
correction to personal health record, request

form, 101-102
fundraising

consent form, 256

withdrawal of consent form, 257
research ethics board, application to, 222-230
threat risk assessment form, 202-206
retrospective research

consent form for study participation, 245

information sharing agreement, 231-244
written statement of information practices, 11

SANCTIONS

see also OFFENCES AND PENALTIES;
OVERSIGHT

privacy breach, 287-288

SECURITY
administrative controls
recommended standards, 195
storage of records, 109
the rule, 123
audits, see SECURITY AUDITS
authentication and authorization, 146-147
passwords, sample policy, 157-160
small office applicability, 147
user ID and access management, sample
practices, 156-157
what you should do, 146
business continuity, 190-192
business recovery and disaster recovery
guide, 198-200
small office applicability, 191-192
what you should do, 190-191
development and maintenance, 192-193
what you need to do, 192
small office applicability, 193
secure applications, guiding principles,
201-202
threat risk assessment form, 202-206
information inventory and classification,
135-136
recommended standards, 195



sample inventory template, 138
small office applicability, 136
what you should do, 135-136
institutional safeguards, see
INSTITUTIONAL SAFEGUARDS
key points, 131
malicious software, 168-169
sample guide for users, 179-180
sample policy for protecting against,
178-179
small office applicability, 169
what you should do, 168-169
people aspect, 143-160
acceptable use, sample policy, 148-155
authentication and authorization,
146-147
fax machines, rules for using, 155
key points, 143
physical security, 144-145
recommended standards, 195
small office applicability, 145
staff responsibilities, sample list, 148
what you should do, 144-145
perimeter security, 166-168
computer and digital media theft and
loss, managing, 172-173
electronic access points, 167
LAN management guidelines for large
institutions, 174-176
LAN management guidelines for small
institutions, 176-177
network design - zones of control,
171-172
physical perimeter security, 166-167
small office applicability, 167-168
what you should do, 166
physical security, see PHYSICAL
SECURITY
procedures, development, 132, 133
program and policy, 132-134
contents, 133
management approval, 133
recommended standards, 195
small office applicability, 133-134
what you should do, 132-133
roles and responsibilities, 134-135
data steward, see DATA STEWARD
delegation of responsibilities, 135
personal responsibilities, 144-145,
148-155
security officer, see SECURITY
OFFICER
small office applicability, 135

what you should do, 134-135
small offices, see SMALL OFFICE
SECURITY
standards
development, 132, 133
recommended standards, 195-197
stored records, 108-109
sustaining security, 189-208
audits, 193-195, 207-208
business continuity, 190-192
development and maintenance, 192-193
key points, 189
recommended standards, 195-197
technical security, see TECHNICAL
SECURITY
the rule, 123-125
wireless and portable devices, 169-170
sample guidelines for mobile computing,
181-182
sample technical standards for wireless
connections, 183-184
small office applicability, 170
what you should do, 169-170

SECURITY AUDITS

see also SECURITY

capturing and using audit information,
207-208

small office applicability, 195

what you need to do, 193-195

SECURITY OFFICER

see also SECURITY
appointment, 134

sample responsibilities, 137

SERVICE PROVIDERS

see AGENTS; CONTRACTORS AND
SUPPLIERS; HEALTH CARE
PRACTITIONERS

SMALL OFFICE SECURITY

see also SECURITY

audit of practices, 195

authentication and authorization, 147
backups, 191-192

information inventory and classification, 136
malicious software, 169

perimeter security, 167-168

personal responsibilities for security, 145
program and policy, 133-134

roles and responsibilities, 135

sustaining security

Index
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audits, 195

business continuity, 191-192

development and maintenance, 193
wireless and portable devices, 170

SOFTWARE VIRUSES
see MALICIOUS SOFTWARE

SPIRITUAL CARE
collection of information of religious
affiliation, 58
disclosure of personal health information, 58
name and location, implied consent, 28

STAFF
see EMPLOYEES AND STAFF

STATEMENTS

see SAMPLE STATEMENTS AND
FORMS; WRITTEN STATEMENT OF
INFORMATION PRACTICES

STOLEN INFORMATION OR
EQUIPMENT
see THEFT AND LOSS

STORAGE AND RETENTION OF
HEALTH INFORMATION
see also INFORMATION PRACTICES
disposal of records, see DISPOSAL OF
PERSONAL HEALTH INFORMATION

drug dispensing records, 118-119
electronic health information, 109
health records

hospitals, 114-115

physicians, 115-116
OHIP records

hospitals, 115

physicians, 116
research records

hospitals, 115

physicians, 116-117
security concerns, see SECURITY
summary of retention periods, 114-119
the rule, 108

retention, 108

storage, 108
what you need to do, 108-109
what you should do, 110

SUBSTITUTE DECISION-MAKERS
access to health records, 76
consent re personal health information, 37-39

dealing with substitute decision-makers,
38-39
requests to correct a health record, 96

SUPPLIERS
see CONTRACTORS AND SUPPLIERS

TECHNICAL SECURITY
see also INSTITUTIONAL SAFEGUARDS;
SECURITY
business continuity, 190-192
small offices, 191-192
what you should do, 190-192
development and maintenance, 192-193
secure applications, guiding principles,
201-202
small offices, 193
threat risk assessment form, 202-206
what you need to do, 192
malicious software
protecting against, sample policy,
178-179
sample guide for users, 179-180
small offices, 169
what you should do, 168-169
perimeter security
electronic access points, 167
LAN management guidelines for large
institutions, 174-176
LAN management guidelines for small
institutions, 176-177
network design - control zones, 171-172
passwords, sample policy, 157-160
small offices, 168
recommended standards, 196-197
storage of records, 109
the rule, 123
wireless and portable devices
mobile computing, sample guidelines,
181-182
small offices, 170
what you should do, 169-170
wireless connections, sample technical
standards, 183-184

TEENAGERS
capacity to consent, 38

THEFT AND LOSS

computer and digital media, guidance for
managing, 172-173

health information, patient notification, 108



TRANSFER OF HEALTH RECORDS

see also DISCLOSURE OF PERSONAL
HEALTH INFORMATION

another facility or physician, 112

archiving, 112

fax machines, rules for using, 155

in-patient transfers, 57

physical perimeter security, 166-167

successor, to, 112

the rule, 112

what you need to do, 112

what you should do, 113

TRANSFER OF PATIENTS
see IN-PATIENT TRANSFERS

TRANSFER OF SPECIMENS

see also DISCLOSURE OF PERSONAL
HEALTH INFORMATION

material transfer agreement, use, 231

TRAVEL SECURITY
mobile computing, sample guidelines, 181

USE OF PERSONAL HEALTH
INFORMATION
see also INFORMATION PRACTICES
acceptable use, sample policy, 148-155
agents, by, see AGENTS
circle of care, 51-53
complaints re, see PRIVACY
COMPLAINTS
consent forms
sample form, 41
sample withdrawal of consent form, 42
consent requirements, see CONSENT
fundraising purposes, see FUNDRAISING
grand rounds, 31, 54
key points, 47
lock boxes, see LOCK BOXES
privacy breach, see PRIVACY BREACH
psychiatric facilities, 35-36
religious programs, 58
researchers, 215-216
the rule, 48
unauthorized use by authorized users,
preventing, 50-51

videotaping, audiotaping and photographing,

53-54
what you need to do, 49-50
what you should do, 50
written statement, 9, 49
sample written statement, 11

Index

VIDEOTAPING OF PERSONAL HEALTH
INFORMATION

medical education, 53-54

patient care, 53

VOLUNTEERS

see also AGENTS

application of Act, 7
confidentiality/non-disclosure agreements, 57
disclosure of personal health information, 57

WIRELESS AND PORTABLE DEVICES
cellular phones, see CELLULAR PHONES
computing equipment, see COMPUTING
EQUIPMENT
e-mail, see ELECTRONIC MAIL (E-MAIL)
institutional safeguards, 169-170
mobile computing, sample guidelines,
181-182
small offices, 170
what you should do, 169-170
wireless connections, sample technical
standards, 183-184

WRITTEN STATEMENT OF
INFORMATION PRACTICES

see also INFORMATION PRACTICES

access to health records, 77

collection of information, 49

contact person, 17

correction of health records, 95

disclosure of information, 55

requirement, 9

sample statement, 11

use of information, 49
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